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Abbreviations & Acronyms

Abbreviation

Meaning

Explanation/ Viethamese Note

SDLC

Secure-SDLC

CIA

AAA

AuthN / AuthZ
SDR

Bug Bar

FSR

DFD

AC-SEC-*

SAST / DAST/ IAST
SBOM

CVE

Vault/ KMS

PEP / PDP

RTO / RPO

IR

DFIR

PHI /PIl / Fin

Software Development Life Cycle

Security-Integrated SDLC

Confidentiality — Integrity — Availability
Authentication — Authorization — Auditing
Authentication / Authorization

Security Design Review

Bug Severity Bar / Ship Criterion

Final Security Review

Data Flow Diagram

Acceptance Criteria — Security

Static / Dynamic / Interactive App Security Testing
Software Bill of Materials

Common Vulnerabilities and Exposures

Secret Vault / Key Management Service

Policy Enforcement / Decision Point

Recovery Time / Point Objective

Incident Response

Digital Forensics & Incident Response

Protected Health / Personally Identifiable / Financial

Information

Chu trinh phat trién phan mém (Communication, Planning,
Modeling, Construction, Deployment).

L&p bao mat phu (overlay) va quality gates trong toan b6
SDLC.

Muc tiéu c8t 16i bdo mat: bdo mat, toan ven, san sang.
“Gold Standard” ca ché thuc thi.

Xac thuc / Uy quy@n truy cap.

Cong kiém soat kién trac & bao mat dau vao.

Tiéu chi chan phat hanh (C/H = 0 trwéc FSR).

Cbng cubi: bang chirng & rti ro trwéc phat hanh.

So d6 lubng di¥ liéu; danh diu entry points & trust
boundaries.

Tiéu chi chdp nhéan cé yéu t6 bdo mat trong user story/test.
Bo ky thuat kiém thir an ninh &rng dung.

Danh muc thanh phan phan mém (phuc vu phan tich CVE).
Danh muc 16 hdng chuén toan cau.

Quan ly khdéa & bi mat an toan.

Diém ap thi va ra quyét dinh chinh sach (RBAC/ABAC).
Muc tiéu thai gian & diém phuc hoi sau su cé.

Quy trinh phan &ng su cé.

Diéu tra s6 & phan &ng su co.

D liéu nhay cam: strc khoe / cd nhan / tai chinh.
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 Why Secure-SDLC must be “baked-in”, not “bolt-on”

Vi sao Secure-SDLC phai “tich hop san”, khédng phai la “thém vao”.

« Foundation: CIA (goal) <« AAA (implementation), “trust” & trust boundary.

Nén tang: CIA (muc tiéu) < AAA (cach thuc thi), “trust” & trust boundary.

« SDLC « Secure-SDLC: 5 framework activities, security overlay, evidence store.

SDLC « Secure-SDLC: 5 hoat dong khung, overlay bao mat, evidence store.

« Introduction to Quality Gates and Assurance.
Threat Modeling & Quality Gates: SDR, Bug Bar, FSR.
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GEG = OQyerview of Software Secu rity
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1. CORE DEFINITION

Software Security

* Focuses on designing, implementing, and operating

trustworthy systems.
(Tap trung vao viéc thiét ké, trién khai va van hanh cac hé théng dang tin cay)

* The goal is to embed security from the beginning of the SDLC

instead of patching later.
(Muc tiéu |a dwa bao mat vao ngay tir ddu SDLC, thay vi va I6i vé sau)

3. NATURE OF THE PROBLEM

Security Incident = Violation of Trust
* |Incidents occur when trust is broken due to malice and

(Sw cb xay ra khi niém tin bi pha v& do ac y hodc bat can)

Malice: fraud, deception, targeted attacks.
(Ac y: gian lan, lira dao, tan cong cé chu dich)

2. OBJECTIVE

Protecting Digital Assets

+ Defense throughout the lifecycle, aligned with the CIA triad:
Confidentiality, Integrity, Availability.

(Phong vé xuyén subt vong doi, gén véi bd ba CIA: Bado mat, Toan ven, S&n sang)

e Gold Standard:  AuthN . AuthZ e Auditing
(Chuén vang: Xac thwc » Phan quyén « Kiém toan)

incompetence

Incompetence: mistakes, misunderstanding, human

imperfection.
(B4t can: sai sot, hiéu lam, khiém khuyét con ngudi)

In practice: most exploits originate from human or process flaws — build security in early in the SDLC.
(Thue té: nhiéu khai thac bat nguén ttr 16i con ngudi hoac quy trinh — can dwa bao mat vao sém trong SDLC)



Eﬁﬂ Education

The CIA Triad & CIA as a Goal

FPT UNIVERSITY

CIA TRIAD

Confidentiality - Integrity - Availability

Confidentiality — permit only authorized access;

prevent information disclosure.

Chi cho phép truy cap da dwoc Oy quyén; tranh rd ri thdng tin.
Integrity — keep data correct and complete; prevent
unauthorized modification or deletion.

Gilr d¥ liéu chinh xac & nguyén ven; khong cho phép slra/xda trai phép.
Availability — ensure legitimate access is timely and

reliable; prevent unauthorized disruption.
DPam bao truy cap hop Lé kip thai & tin cay; ngan gian doan trai phép.

CIA mapped over client — application/AP| — database, with colored

overlays for C (blue), | (purple), A (green).

Application API
authN/authZ —

Redundancy, health check, graceful degradation Business Logic

Load Balancer
TLS term, health-
check

TLS, encrypted data, least information

Client / Browser
User - device -
network

App (replica)

Scale out, failover

CIA IS A GOAL

Pragmatic view of protection goals

The CIA components are ideals — don’t demand
absolute perfection. ,
C-I-Ala cac ly twdng — khong doi hoi sy hoan hao tuyét doi.
Minor leakages (e.g., traffic patterns) may be within
acceptable risk; avoid extreme measures.

M6t sb rd ri nhé (vi du mau lwu lweng) cd thé ndm trong rdi ro chap nhan
duwoc; tranh bién phap cwc doan.

Define “correct” via explicit authorization policy; CIA

expresses goals, not mechanisms.
Binh nghfa “dling” bang chinh sach Gy quyén r6 rang; CIA néu muyc tiéu,
khéng néu co ché.

Apply risk-based mitigations: shorten exposure windows,

minimize data exposure, enforce access controls.
Ap dung mitigation theo rdi ro: rit ngan cira s6 phoi 19, toi thiéu hoa 16 div
liéu, cwdng ché kiém soat truy cap.

MAC / Signatures, Constraints, Event logs

g Y

Database / Storage
Records, Logs, Backup
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Principals, Credentials, Identity

CORE DEFINITION
Principals ¢ Credentials ¢ Identity

* Principal: any actor interacting with the system: user, service,

device. ’ ’
(Principal: thwc thé twong tac véi hé thdng: ngwdi dung, dich vy, thiét bi.)

» Credential: proof of possession/identity (password, key,

certificate, token).
(Credential: bang chirng s& hiru/nhan dang nhw mat khau, khoéa, chirng chi,
token.)

* Identity: the authenticated identity of a principal within a

specific context.
(Identity: danh tinh d& xac thwe cda principal trong mét bdi canh cu thé.)

v Design must clarify which principal acts, which credentials

are accepted, and what privileges they have.
(Thiét ké phai lam rd ai dang hanh ddng, chap nhan bang chirng nao, va dac
quyén ra sao.)

ILLUSTRATION

Device

AuthN request (PW/MFA)

|

[ IdP(OIDC) ]

v

OIDC response: ID token (+access/refress)

A

Https: Authorization: Bearer <token>

»

Introspection / JWKS

Signature/claims verified

Set-Cookie: session (httpOnly, secure,sameSite)

A

mTLS handshake(client cert)+key attestation

v

Refresh token = new access token

Description:

End-to-end: User authenticates with IdP
(PW/MFA) — receives tokens — presents
token to Service (RP) to establish a secure
session; Device connects to Service via
mTLS for machine-to-machine trust.

(Ludng téng thé: User xac thwc vai IdP (PW/MFA)
nhan token; dwa token cho Service dé lap session
an toan; Device két ndi Service qua mTLS cho
|ong tin machine-to-machine.)

Line Style Legend:

Solid line: primary request/response or data
flow.

(Nét lién: ludng yéu cau/déap &ng chinh.)

Dashed line: optional/background operations,
verification, or long-lived context (e.g., JWKS,
refresh).

(Nét dut: thao tac bd tro/tuy chon, xac minh,
hoac nglr canh kéo dai.)

Color cues: cyan = AuthN; gray = token to
Service; violet (dashed) = introspection/JWKS;
green = session/mTLS; amber (dashed) =
refresh.

(Mau séc: xanh lam nhat = AuthN; xam =
token; tim (dwt) = introspection/JWKS; xanh la
= session/mTLS; vang (dut) = refresh.)
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GOLD STANDARD

AAA are the means to enforce C-l-A

AAA Gold Standard — AuthN - AuthZ - Auditing

* Authentication (AuthN) — establish a trustworthy identity of the principal.
Xac thwc — xac lap danh tinh dang tin cua principal.

« Authorization (AuthZ) — decide allow/deny by policy, based on identity and context.
Uy quyén — quyét dinh cho phép/ttr chdi theo chinh sach dwa trén danh tinh & ngir canh.

« Auditing — tamper-resistant logs for oversight, detection, and non-repudiation.
Kiém toan — log chdng stra dé giam sat, phat hién va khong thé chdi bé.

AUTHENTICATION - OVERVIEW

Identity « Token-based session ¢ Avoid
partial-success leaks
Da‘nh tinh « Phién dwa trén token « Tranh tiét 16 “thanh cong mot
phan”
» Establish identity with trustworthy credentials;

favor MFA for sensitive actions.

Xac lap danh tinh bang théng tin xac thwe dang tin;

wu tién MFA cho hanh dong nhay cam.

* Token-based session: bind identity to a secure session
token (cookie/header); support timeout, refresh, revoke.
Phién dya trén token: rang buéc danh tinh v&i token

phién an toan (cookie/header); c6 timeout, refresh,
revoke.
* Do not reveal partial success on login; use
rate-limits/backoff to deter guessing.
Khéng tiét 16 “thanh céng mét phan” khi dang

nhap; dung gi¢i han tan suat/tré dé chéng doan mo.

AUTHORIZATION - OVERVIEW

Allow/Deny by policy * Centralize enforcement
Quyét dinh allow/deny theo chinh sach « Tap trung diém
cwdng ché
* Decisions are based on authenticated identity,
roles/attributes, and context.
Quyét dinh dwa trén danh tinh da xac thwc, vai
tro/thudc tinh va nglr canh.
» Central guard: enforce at a single PEP (gateway/filter);
avoid scattered checks.
Diém canh gac tap trung: cwdng ché tai mot PEP
(gateway/filter); tranh kiém tra rai rac.
« Use standard models: RBAC/ABAC/PBAC;
default-deny; separation of duties.
Dung mé hinh chuan: RBAC/ABAC/PBAC; méc dinh
tlr choi; tach nhiém vu.

AUDITING - OVERVIEW
Log critical events * Tamper-resistant ¢
Post-incident value
Ghi sy kién quan trong » Chéng stra log * Vai trd sau sw cd
* What to log: AuthN/AuthZ events, admin actions,
startups/shutdowns, updates; enough detail
for who/when/what.
Ghi gi: sy kién AuthN/AuthZ, thao tac admin, kh&i
dong/tat, cap nhat; da chi tiét ai/khi nao/lam gi.
* Tamper-resistant: append-only/WORM; independent
control where risk is high; monitor & alert.
Chéng stra: chi-bd-sung/WORM:; quan ly doc lap khi
rdi ro cao; giam sat & canh bao.
» After incidents: reconstruct timeline, determine impact;
enables accountability/non-repudiation.
Sau s cb: tai dwng timeline, xac dinh anh hwéng;
hé tro trach nhiém/khong thé chéi ba.
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Trust Foundation
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1. CORE CONCEPTS

Definition

Role of Trust: Trust is foundational because no one builds an entire stack from scratch; we rely on
external components such as hardware, the operating system, compilers, and libraries.
(Vai trd ctia Niém tin: Niém tin 1a nén tang vi khong ai tw xay tir dau; ta phai tin vao phan ctrng, hé diéu hanh,
trinh bién dich va thw vién.)

Trust as a Spectrum: Trust is always granted by degree; every trust assessment carries
uncertainty. ‘ ‘ ,
(Niém tin 1a mot Phd: Niém tin luén theo mirc d6; moi danh gia déu kém bét dinh.)
Trust Decisions:
v’ Trust too little — you must build and secure more of the system yourself.
(Tin quéa it — ban phai tw xay va bao vé nhiéu phan hon.)
v Trust too much — higher risk of compromise or violation.
(Tin qua mrc — tang rdi ro bi tAn cong ho&c vi pham.)

Implicitly Trusted Components: Most projects depend on a technology stack (hardware, OS,

tools, libraries) implicitly trusted based on vendor reputation, because verifying everything

end-to-end is impractical. , ,
(Thanh phan dwoc tin ngam dinh: dw an dua trén ngan xép cong nghé dwoc tin theo uy tin nha cung cap;
viéc tw xac minh toan bd la khong thyc té.)

“Trust but VERIFY” Pipeline

Source

Source/Dependencies: transparent code & dependencies, controlled provenance.

CcD
Delivery / Continuous

Deployment

SBOM SAST/DAST

(Ngudn/Phu thudc: minh bach, kiém soat ngudn géc.)

SBOM + SAST/DAST: continuous verification, early detection of vulnerabilities & license risks.

(Xac minh lién tuc, phat hién sém 16 héng & rui ro license.)

Signing + CD: release only verified artefacts; retain full audit trails.

(Chiphathanh artefact da xac minh; luu dau vét kiém toan day du.)

2. ILLUSTRATION

Need capacity?

/\‘{ Reuse/Buy/Rent ‘
(+control, + responsibility) (+trust vendor, +controls)

‘ Build in-house

‘ Verify: tests, revies ‘ ‘ Verify: SBOM, monitoring ‘

Build-vs-Buy decisions and corresponding verification layers.
(Quyét dinh Build vs. Buy va I6p xac minh twong tng.)

Trust Spectrum

SKEPTICISM CONDITIONAL TRUST STRONG TRUST
sandboxing, verification, limited tokens/scopes, still require audits,

least-privilege deny-by-default policies operational evidence

Implicitly Trusted Stack

‘ Your Application ‘

Libraries / Frameworks
Runtime/VM/Toolchain

Operating System / Kernel

Hardware / Firmware

Lower layers are mostly implicit trust; aim to shrink and harden the
trust base. ) ) o
(Phan 1&n 1&6p dwéi la trust ngam dinh; can thu nhd va gia c6 nén tin cay.) 9
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Definition

Trust boundary is the line separating components or domains with different levels of trust. Data crossing it must be validated, authenticated,

and authorized.

(Ranh gi6i tin cay la dwdng phan tach cac thanh phan hodc mién cé mirc do tin cay khac nhau. Moi di¥ liéu di qua déu phai dwoc xac minh, xac thwe va uy quyén).

lllustration of Trust Boundary

Client_Cridential/mTLS T

! |
Internet Boundary Local Boundary Data Boundary : :
\ T e N / \ N - Lo / \
1 \ / \ i | H P i ! i : :
User Zone D | DMZ/AP| Gateway | o Application/Service Zone Lo Data Zone P Partner
(Browser / Mobile / 10T) P (Firewall / WAF / Proxy) L (Auth, API, Business Logic) . . |(Database, Storage, Backup) P (External API)
b L Do P
| p \ | . | . 1 1
[ Browser (SPA) ] C ‘ WAF ‘ Do [ Auth Service ] Do [ Primary DB (OLTP) ] [ [ Insurer ]
Lo ; g b b bl
] | . - N . . | . ! 1
[ Mobile App ] Htt_ps/(!,)auch ‘ Reverse Proxy ‘ Gate\}vay<:-> API [ Business A ] SQIL/OIRM [ Read Replica / Analytics ] o Payment ]
T » 3 ! 1 ' —> : !
1 ( \ . | . ! 1
[ loT Device ] o ‘ API Gateway ‘ : : [ Cache } : : [ Object Storage } [ [ Gov API J
| ; \ ) . ; | ; 1 |
. ! | | ! 1
[ Desktop Client } i : ‘ Anti-bot/DoS ‘ : : [ API Service J : : [ Backup Vault } o
! 1 : ’ i | 1 | ! 1
! ! . ! i i ; Lo
: . \ Rate Limiter /’ : : [ Semce;\gﬁz; (mTLS, J i ; | [ KMS/Secret Manager ] Partner Boundx
! 1 \ 1 \ 1 |
A Vil AR I~ 4

Notes

* Outer boundaries are the most exposed; apply strict WAF, rate limits, and
anomaly detection.
(Ranh gi&i ngoai dé bi tAn cong nhét; cAn WAF, gidi han tan suét, phat hién bat
thwdng).
* Internal boundaries isolate subsystems and microservices with different
privilege domains.
(Ranh gi&i ndi bd co 1ap céac tiéu hé théng va vi dich vu cé mién dac quyén khac
nhau).

Data boundaries enforce encryption-at-rest and access control per service
role.
(Ranh gi&i di¥ liéu dam bao ma hoa khi lwu trir va kiém soat truy cap theo
vai tro dich vu).
Partner boundaries must implement APl contracts, authentication, and
monitoring for exfiltration.
(Ranh giéi voi dbi tac phai tuan tha hop déng API, xac thuc va giam sat
ro ri div liéu).
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CORE MINDSET

What is Security-By-Design?

Definition: Security-by-design treats security as a first-class design constraint,

embedded from requirements — architecture — code & testing — deployment &

operations, rather than a late-stage patch. - ‘
(Binh nghia: Security-by-design coi’béo mat Ia rang budc thiét ké goc, tich hop tir yéu cau
— kién tric — ma & kiém th&r — trién khai & van hanh, thay vi va vé sau.)

Apply the trust foundation at requirements: identify principals, trust boundaries,

sensitive data, and AAA/auditing as mandatory non-functional requirement (NFRs).
(Ap dung trust foundation ngay tlr yéu cau: xac dinh principals, trust boundaries, di liéu
nhay cam, va AAA/auditing nhw yéu cau phi chirc nang bat buéc.)

Architecture decisions must be evidenced: each choice carries assurance
evidence (threat model, tests, signatures, logs) and passes gates (SDR/Bug
Bar/FSR).
(Quyét dinh kién tric phai c6 bang chirng: kém threat model, kiém thr, ky s6, log; qua cac
cong SDR/Bug Bar/FSR.)

Quick checklist: up-to-date threat model; clear Bug Bar; SDR/FSR criteria;
consistent AAA; SW1H audit logs; evidence retained for audit.

(Checklist nhanh: threat model cap nhat; Bug Bar rd rang; tiéu chi SDR/FSR; AAA nhat
quan; log 5W1H; lwu evidence cho kiém toan.)

Crystallizing the Mindset: Security-by-Design

Secure SDLC Overlay on the 5 Framework Activities

[Communication H Planning H Modeling ]—P[ Construction H Deployment }

[

Data Handling - ] { Risk plan « Bug Bar ] ( Threat model + SDR ] { Secure coding * Test ] ’ Hardening * FSR ]

Owner: PO/BA-Sec: Arch

Owner: PM - Sec: Lead Owner: Arch—Sec: SME ~ Owner: Dev - Sec: Reviewer Owner: Ops - Sec:

‘ ‘ IR/Compliance

Evidence Store: ADR + Threat Modeling + Test Results + SBOM + Signatures + Audit Logs

Communication: data handling, principals & AAA early — produce ADRs and
baseline security requirements.

(Phan loai di¥ liéu, xac dinh principals & AAA sém — tao ADR & baseline yéu cau bao mat.)
Planning: risk plan, define Bug Bar, schedule SDR/FSR.

(Lap risk plan, dinh nghia Bug Bar, lich SDR/FSR.)

Modeling: build a threat model, select controls — SDR before design lock.

(Dwng threat model, chon kiém soat — SDR truwéc khi khda thiét ké.)
Construction: secure coding, SAST/DAST, SBOM, signing — compare against
the Bug Bar for readiness.

(Lap trinh an toan, SAST/DAST, SBOM, ky s& — so véi Bug Bar dé danh gia sén

sang.)

Deployment: hardening, policy/admission, logging/monitoring — FSR aggregates
evidence for Go/No-Go.

(Cuing cb, policy/admission, logging/monitoring — FSR téng hop evidence cho Go/No-Go.)

Security is an overlay across activities — each produces evidence for the Evidence Store; gates align with Modeling/Construction/Deployment.
(Bao mat la I&p overlay xuyén suét — mébi hoat déng tao evidence vao Evidence Store; cac gate bam theo Modeling/Construction/Deployment.)

11
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Overview of SDLC x Secure SDLC

Part 2 - Introduction to
Software Development Lifecycle (SDLC)

12
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WHAT IS SDLC? FRAMEWORK ACTIVITIES VS. PROFESS FLOWS
A Framework to transform requirements into operational “What to do” differs from “How to proceed”
software « Framework activities: the high-level groups of work always present in
«  SDLC defines the structured coordination of tasks throughout the lifecycle : from any process. o S L _
requirements — design — construction — testing — deployment & operation. (Framework activities: nhém viéc cap cao, ludn ton tai trong moi quy
(SDLC la cAu truc diéu phdi cdng viéc xuyén subt vong doi: tr yéu cau — thiét ké — trinh.) . _ _
xay dwng — kiém thir — trién khai/van hanh.) * Process flows: the rhythm or sequence Linear (sequential), lterative
It consists of framework activities: Communication, Planning, Modeling, (cyclic), Evolutionary (progressive), Parallel (concurrent).
Construction, and Deployment. (Process flows: nhip diéu hoac chudi di chuyén — Linear, Iterative,
(Gém 5 hoat ddng khung: Communication, Planning, Modeling, Construction, Evolutionary, Parallel.)
Deployment.) « Example: high-risk projects prefer iterative to learn fast; compliance-
+ Each activity contains multiple task sets, which produce work products with heavy environments favor linear/V-model for easier audit.
defined QA points and milestones. (Vi du: dw an rai ro cao dung iterative d& hoc nhanh; méi trwéng tuan
(MGi activity chira nhiéu task set, sinh ra work product, kém QA points va milestones.) thd nang chon linear/V-model dé dé audit.)

Summary: SDLC provides a common language for work, artefacts to verify quality, and milestones for managing projects.

(SDLC cung cép ngén ngir chung, artefacts dé kiém chirng chét lwong, va méc dé diéu hanh dy an.)

CONTROL CHAIN

Transforms abstract tasks into tangible artefacts
with quality checkpoints and measurable milestones
— enabling traceability. ...~ .. J - J o - J )

(Chuyén hoa cong viéc triru twong thanh artefacts cu thé, . Define endpoints, data Spec, Design, Code ; Reviews, Tests ; Complete, Release
c6 diém soat chét lwong va méc do ludng — gidp kiém artefact model, threats ‘ 1 |
chirng duoc.) ‘

type Task set ‘ ‘ Work Products ‘ ‘ Quality Assurance ‘ ‘ Milestones

13
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Cross-cutting activities that run end-to-end

Umbrella activities are recurring practices across all stages that sustain control of the project: tracking & control, risk
management, software quality assurance (SQA), configuration management (SCM), and technical reviews (FTR/peer review).
Quality comes from an evidence-based process at each step, not only from the final result.
Umbrel!a activities la cac hoat dC)’ng lap lai & moi giai doan nham gilr nhjp kiém soét cho d’l_J’ an: theo’ déi & diéu hanh, qgén tri rdi ro, dam
bao chat lvong (SQA), quan ly cau hinh (SCM), va ra soat ky thuat (FTR/peer review). Chat lwgng dén twr quy trinh ¢6 bang ching ¢ tirng
budc, khdng chi tir két qua cudi.

L Communication H Planning H Modeling H Construction J—»{ Deployment J SOFTWARE QUALITY ASSURANCE (SQA)
| ‘ - ' ‘ J Build-in Quality, not just testing

[ Tracking & Control ® Risk Mgmt ¢ SQA ¢ SCM e Technical Reviews

+ It's policy + standards + procedures + QA points woven into every

PROJECT TRACKING & CONTROL activity—not only tests.

»  Definition of Done by artifact; multi-layer test plans; evidence stored in

an Evidence Store. \

» Establish baselines (scope, schedule, cost, quality) and measure against «  Drive quality via gates:( SDR / Bug Bar / FSR \that are transparent and
reality. measurable. \ '

* At minimum: increment schedule, burn-up/down or EV, and an impediment
list with an owner and a deadline.

Track work against baselines and act

CONFIGURATION MANAGEMENT (SCM)
RISK MANAGEMENT Control versions and integrity

Proactive risk governance + Govern versions and changes of all Cls: code, docs, pipelines, laC,
configs, and release artifacts.

+ Use artifact signing and SBOMs; policy/admission should allow only
signed images to run in prod.

+  Benefits: fewer config errors, faster recovery, better investigations.

* Identify early, assess probability x impact, choose a strategy: avoid /
mitigate / transfer / accept.

* Reviewon a cadence (each iteration) and tie decisions to release
milestones.

14
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CONCEPT & GUIDING STORY

Work products = evidence carriers ® Traceability = the red thread

«  Work products: every tangible output in the SDLC (SRS, models/design, source code, test cases/reports, release config,
runbooks...). They are the evidence to pass QA points and milestones.
Work products: moi két qua hiru hinh sinh ra trong SDLC (SRS, mé hinh/thiét k&, ma ngudn, test case/report, cdu hinh phat hanh,
runbook...). Chung |1a bang ching dé qua QA points va milestones.
« Traceability: recorded links between work products (e.g., REQ — design — code — tests — release — ops log) that
support requirements coverage, impact analysis, and auditing.
Traceability: cac lién két dwoc ghi nhan gitra work products (vi du: REQ — design — code — tests — release — ops log), hd
tro ddm bao dd phi yéu céu, phén tich tac déng, kiém toan.
« Control chain: Task set — Work products — QA — Milestones forms the backbone to measure quality by evidence — not gut feel.
Chubi kiém soat: Task set — Work products — QA — Milestones tao xwong séng dé do chéat lwong dwa trén evidence — khong
dwa vao cam tinh.

Coverage mpact S Audit Ops
Req < Test .~ Change < Artefact ~ Evidence < Gates Log < Usecase

ARTEFACT & TWO-WAY TRACE

| REQ-EC-001 | | ADRO015 | | feat/REQ-001 | | TC-REQ-001-xx |  log:req_id=001 |
[ SRS ] [ Design ] [ Code ] [ Test ] [ Release/Config Ops ]
[ Evidence Store: artefacts ¢ review notes ° test results * signatures * audit logs }
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Milestones & Gates

1. CONCEPT & PURPOSE
Milestone = progress checkpoint ® Gate = quality gate

* Milestone: a measurable checkpoint that marks delivery progress
(e.g., Scope Freeze, Design Freeze, Feature Complete).
Milestone: méc do/dém duoc dé danh dau tién do (vi du Scope Freeze, Design
Freeze, Feature Complete).
» Gate: a pass/fail quality checkpoint before moving forward; requires work
products & QA evidence to meet criteria.
Gate: cdng chét luong kiéu pass/fail trwde khi di tiép; cAn work products & bang
chirng QA dat tiéu chi.
» Difference: Milestone answers “‘what is done”; Gate answers “good enough to
proceed?”
Khac biét: Milestone tra I&i “da xong céi gi”; Gate tra 16 “du tot dé di tiép?”
» Tie to the chain Task set — Work products — QA — Milestones for
transparency & verifiability.
Gén voi chubi Task set — Work products — QA — Milestones dé tang minh
bach & kha kiém chirng.

3. TIMELINE OF MILESTONES & GATES

2. GATE CRITERIAZA B

Measurable * Observable * Auditable

* Inputs: required artefacts/evidence (reviewed design, updated threat
model, SAST/DAST results, test reports, SBOM, signed artefacts...).
DPau vao: artefact/bang chirng bat budc (thiét ké da review, threat
model cap nhat, SAST/DAST, bao cao test, SBOM, artefact da ky...).
» Checks: checklist/metrics (0 High/Critical; coverage = X%; action items
resolved).
Tiéu chi kiém: checklist/metrics (0 High/Critical; coverage = X%; action
items x& ly xong).
+ Outcome: Go /JINGIEGEN / RiskAccepted (with owner & due date).
Két qua: Go / No-Go / Risk Accepted (c6 owner & han xt ly).
v Pass gate = then close the related milestone. Evidence should be collected
automatically into the Evidence Store.
Qua gate = méi déng méc lién quan. Evidence nén duwoc gom tuw dong
vao Evidence Store.

M1 — Scope Freeze

M2 — Design Freeze

M3 — Feature Complete ‘ ‘ M4 — User Acceptance ‘

@

Week 2
SRS, initial NFRs, REQ-Trace

Week 1

SDR |

»

Week 5

Design, API, Threat Model

FRS |
O

Week 10

4%@?:cepted

16

Bug Bar
@

Week 8
Test,Sast/Dast.SBOM

Go



G50, o Standardizing Artefacts & Checklists

FPT UNIVERSITY
1. CONCEPT & GOALS 2. MINIMAL STARTER SET
Standardize for consistency ¢ quality control ¢ faster onboarding “Just-enough” templates for most projects
» Artefacts (work products): SRS, ADR/design, API specs, threat model, test * Lean SRS: use cases, NFRs with metric/target/workload, REQ-" trace.

SRS rut gon: use case, NFR cé metric/target/workload, trace REQ-*.

* ADR: context — decision — trade-offs — NFR impact — threat-model link.
ADR: béi canh — quyét dinh — trade-offs — tac dong NFR — lién két threat
model.

» API Spec: contract, errors, per-endpoint authZ, examples, contract tests.
API Spec: hop déng, 16i, authZ per-endpoint, vi du, test contract.

» Threat Model: assets, dataflow across trust boundaries, mitigations +

plan/cases, test reports, runbooks, release config...
Artefacts (work products): SRS, ADR/thiét k&, API spec, threat model, test
plan/case, bao céo test, runbook, cau hinh phat hanh...
» Checklists: review/acceptance criteria for each artefact & each gate (SDR,
Bug Bar, FSR).
Checklist: tiéu chi review/acceptance cho tirng artefact &

trng gate (SDR, Bug Bar, FSR). tests.
* DoD (Definition of Done): conditions to “close” each artefact/milestone; Threat Model: tai san, dataflow qua trust boundaries, bién phap + test.
machine-readable if possible. L . )  Test Pack: strategy & suites (unit/integration/e2e/perf/security) + data.
D?_D (Pef”‘“t'onAOf Done): dieu kién “dong” moi artefact/moc; doc dwoc Test Pack: chién lwoc & bd test (unit/integration/e2e/perf/security) + dir liéu.
boi may cang tot. * Runbook & Release Notes: config, SLOs, alerts, rollback, incident
playbooks.
R}anook & Release Note: cdu hinh, SLO, canh bao, rollback, playbook s
CO.

3. STANDARDIZATION TURNS WORK INTO EVIDENCE

Templates (SRS, Design, API,

Test,...) —» Checklist Review —» Definition of Done > Work Products —_——> Evidence Store
| |
Paar Lint Evidanca

SRS [ Code | | SDR }

[Design ‘[ Test 1 W\W}
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G55 e Communication — Goals & Techniques & Artefact
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Turn vague ideas > testable requirements

» Action chain: inception — elicitation — elaboration — negotiation — specification — validation.
Chubi hanh ddng: khéi ddu — goi y — xay dwng — dam phan — dac td — xac thuc.

+ Outputs: aligned scope; list of requirements & measurable NFRs; assumptions & constraints; baseline artefacts (lean SRS, context diagram, glossary).
DPau ra: pham vi théng nhét; danh sach yéu cau & NFR do dwoc; gid dinh & rang budc; artefact nén (SRS rut gon, so dé bdi canh, twv dién thuat ngi).

* Establish the traceability seed (REQ-* — use case/test) for downstream reuse.
Thiét 1ap traceability seed (REQ-* « use case/test) dé bwéc sau ké thira.

Communication cycle

Inception H Elicitation

Project brief

Interview notes
+ stakeholders

+ risk list
+ Observation
+Prototype
+Stories

H Elaboration H Negotiation H

Use cases Conflict matrix
+ priorities + decisions

Traceability seed — REQ-* < Use case < AC/Test

Specification

SRS seed
Context + Glossary

o

Validation

Walkthrough
notes
+ AC refined

Milestone: M1 — Scope Freeze (SRS v * NFR measurable v * Traceability init v')
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1. CONCEPT & GOALS

Answer the W5HH questions and produce a realistic plan

» Scope & Feasibility: problem statement, project constraints, success criteria.

Pham vi & kha thi: mé ta van dé, rang budc dw an, tiéu chi thanh cong.
* Resources & Estimation: people, environment, reusable assets;

size/cost/effort estimates.

Tai nguyén & wéc lvong: nhan lwc, moi trwdng, tai san tai str dung; wéc lvong

kich thwac/chi phi/nd Iwc.

» Schedule & Milestones: WBS — task network — timeline; clear deliverables.

Lich & méc: WBS — mang codng viéc — timeline; deliverable ré rang.
» Risks & Monitoring: identify top risks; define tracking & control mechanisms.
Rui ro & giam sat: nhan dién rdi ro chinh; dinh nghia co' ché theo ddi & kiém

soat.
W5HH? What will? What was?
What?
Where? How?
Plan
Feasible & Trackable
Why? When?

Who?

How many?

How much?

How to?

Planning - Concepts & Work Products

2. WORK PRODUCTS

Minimum set to govern scope, resources, schedule, and risks

Work product Purpose

Notes

Project Scope Statement
Tuyén bo pham vi

WBS & Task Network

Cau truc phan ra cong viéc
Estimation Package

Goi woce lvong

Define boundaries, objectives, constraints
Xac dinh ranh gi&i, muc tiéu, rang buéc
Organize work into tasks & dependencies
T& chirc cong viéc & phu thudc
Effort/cost/schedule estimates

U'éc lwong nd lwc/chi phillich

Rgsource Plan

Ké hoach tai nguyén

Risk List & Responses
Danh muc rdi ro & trng pho

Master Schedule (Gantt)
Lich tbng thé

People, skills, tools, environment
Nhan Iwc, ky nang, cong cu, mdi tredo'ng

Identify/assess/plan mitigations

Nhan dién/danh gia/ké hoach gidm thidu
Timeline with checkpoints & slack
Timeline c6 checkpoint & buffer

Problem statement; success criteria

M6 ta van dé; tiéu chi thanh cong
Identify milestones & deliverables

Nhan dién mébc & deliverable
Assumptions & ranges; reviewable

Gia dinh & khoang; c6 thé review
Ac;quisition & training plan

Ké hoach bd sung/dao tao

Top-N risks with owners & triggers
Top-N rti ro, nguwoi phu trach & nguwéng

Baseline + change control rules
Baseline + quy tac thay doi

3.PLAN FOR SECURITY

Security-by-Plan: tie security to milestones, budget, and DoR/DoD

* Include security in scope / WBS / estimation / schedule; iterate

per increment.

Dwa bao mat vao scope / WBS / wéc lwong / lich; 1ap theo tirng increment.
+ Pass gates with evidence: documents, test reports, configurations.
Qua céac céng bang bang chirng: tai liéu, bao céo kiém thir, cdu hinh.

+ Gate lineup: SDR — Bug Bar — FSR.
Chubi cdng: SDR — Bug Bar — FSR.

[ M2 — Design Freeze }

[ M3 — Feature Complete }

SDR

»

' BugBar |

@

. FRS |

[ M4 — User Acceptance }
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1. DESIGN MODEL

Design elements : Requirements ¢ Data * Architecture ¢
Interface « Component * Deployment

* Requirements Modeling are first-class in the design model.

RM la wu tién hang dau trong mé hinh thiét ké

v" Functional (FR): behaviors/services observable by actors; captured
by scenarios, use cases, flows, states.

Chtrc nang (FR): hanh vi/dich vu quan sat dwoc béi tac nhan; thé
hién qua kich ban, use case, Iuéng, trang thai.

v Non-functional (NFR): quality attributes (performance, security,
availability, observability...); modeled with measurable scenarios &
budgets.

Phi chirc ndng (NFR): thudc tinh chét lwong (hiéu nang, bdo mat,
kha dung, quan sat...); mé hinh bang kich ban do dwoc & ngan
sach.

» Data design — structures and organization derived from analysis.

D liéu — cu trac & t6 chirc xuét phat tlr phan tich.

* Architectural — overall structure and relations among parts.

Kién tric — céu truc tdng thé & quan hé gitra cac phan.

* Interface — how parts interact (Ul, APIs, external/internal
interfaces).

Giao dién — cach cac phan twong tac (Ul, API, giao dién ngoai/ndi bd).

« Component-level — implementation detail at module/class level.

Thanh phan — chi tiét cai dat marc mo-dun/I&p.

» Deployment — mapping software onto its runtime environment.

Trién khai — anh xa phan mém |&én méi trwdng chay.

Modeling - Requirements & Architecture & Data

2. ARCHITECTURE VIEWS
Three core views: Context * Components * Deployment

System Context

Archetypes/Subsystem ‘ Components

Deployment / Instantiations

Flow: context — characterize (archetypes) — refine to components
— describe deployment.
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7R TR Construction - Coding & Testing
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1. OBJECTIVE & SCOPE
Turn design into verifiable software

Coding standards and peer review as the foundation for quality.
Coding standard & peer review lam nén cho chat lwong.
Unit — Integration — System — Acceptance (UAT) per increment; run
a regression suite continuously to preserve already-correct behavior.
Unit — Integration — sttem — Acceptance (UAT) theo increment; Regression
suite chay xuyén suot dé bao toan hanh vi da dung.
Tie work to QA points and gates (Unit/Integration/System/UAT) before
release decisions.
Gan voi QA points & cac gates (Unit/Integration/System/UAT) trwéc quyét dinh
phat hanh.
Aggregate evidence (tests/reports/configs) into the Evidence Store to
support Go/No-Go.
Evidence (test/report/config) gom vé Evidence Store dé quyét dinh Go/No-Go.

2. CODING
Standardize and enforce discipline when coding

Consistent naming/layout/comments; split into cohesive modules.
Naming/layout/comment nhat quan; tdch modules cohesive.
Comply with interface/API contracts from design.
Tuan tha interface/API contract tiy thiét ké.
Branches/commits trace to requirements (e.g., feat/REQ-123) to
maintain traceability.
Nhanh/commit bam yéu cau (vi du feat/REQ-123) dé gilr traceability.

3. TESTING
Test scope & regression control

Levels: Unit — Integration — System — Acceptance (UAT).
 Unit: verify small logic with dependencies isolated; fast feedback.
Unit: xac minh logic nhd, cé lap phu thudc; phan héi nhanh.
 Integration: verify contracts/flows across modules/services.
Integration: xac minh hop ddng/luéng gitba modules/services.
» System: end-to-end on a production-like environment; touch API /DB /queues/
3rd-party.
System: kiém end-to-end trén méi trwdng gan production; cham
API/DB/queue/3rd-party.
» Acceptance: confirm business AC via user journeys; prepare sign-off.
Acceptance: xac nhan business AC theo user journeys; chuan bi sign-off.

Evidence: test reports, logs/traces, environment configs; store in the Evidence
Store to support decisions at the gate.

Bang chirng : bao cdo test, log/traces, cau hinh méi trudng; lwu vé Evidence Store dé
phuc vu decision tai gate.

4. CONSTRUCTION FLOW & GATES P
lteration gate =~ - :

____________

\:Meli& \ Code reviews J [ lteration J—O—P[ System }
chetiklist Unlt gate F System gate i

" Buld i unt | [ Acceptance |
UAT gate (sign off) S

Regression Suite — run in every increment
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1. WATERFALL
Linear sequence ¢ rigorous docs ® high cost of change

+ Best when requirements are stable and scope is clear;

heavy compliance demands strict audit/documentation.
Phu hop khi yéu cau 6n dinh, pham vi rd; boi canh tuén tha néng,
can audit/tai liéu chat.

* Process flow Communication — Planning — Modeling —
Construction — Deployment; easy to place gates and control
progress.

Ludng Commupication — Planr)ing — Modeling — Construction —
Deployment; dé dat gates & kiem soat.

« Cons: running product appears late; changes introduce blocks &
high costs; drift risk if requirements lack clarity.

Nhuoc: sén phém'chay duoc xu’ét hién muén; thay déi gay block & chi
phi cao; dé |éch néu yéu cau thiéu ro.

[ Communication ]

—

Planning }

-

Modeling }

4% Construction ]
4% Deployment }

Linear models: Waterfall & V-Model

2. V-MODEL: DEVELOPMENT AND VERIFICATION/VALIDATION

Each development phase maps to a verification /
validation phase

» Visualizes Verification/Validation across technical phases;
strengthens traceability.
Nhin hoa méi quan hé Verification/Validation v&i cac pha ky thuat;
tang traceability.
« Pairings: Requirements < Acceptance, Architectural <
System, Component « Integration, Code « Unit.
» Useful in healthcare and regulated fields: substantial evidence; test
plans are prepared early from the specs.
HGu ich trong Iinh vire y té/quy dinh chat: can ching cl day; test plan
dwoc chuan bi sém theo dac ta.

Requirements " Acceptance test

modeling

System test

[ Architecture Design

[ Component Design }‘ }

Iteration test

[ Code generation Unit test

Executable Software




G o Prototyping — Reducing Requirements Risk
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OVERVIEW
Clarify expectations before making big investments

* Goal: use a prototype to discover/validate requirements, reduce misunderstandings,
align expectations.
Muc tiéu: dung prototype dé& kham pha/xac nhan yéu cau, gidm hiéu Iam, déng bo ky vong.
+ Condensed flow: Communication — Quick plan — Quick design — Build
prototype — Evaluate with users — Refine requirements — (iterate) — Specification
baseline — Engineering build.
Quy trinh (rut gon): Communication — Quick plan — Quick design — Build
prototype — Evaluate v&i nguoi dung — Refine requirements — (lap) — Specification
baseline — Engineering build.
+  Two flavors: [ Throwaway ](discard after learning) and[ Evolutionar ](grow into the
product); both require appropriate quality discipline.
Hai cach: Throwaway (virt sau khi hoc) va Evolutionary (nang dan thanh san pham); cach nao
ciing can ky luat chéat lwong.
* Pros:
v Unclear requirements—ambiguity in behavior/UX/data flows.
Yéu cau chwa ré&—mo hoé vé hanh vi/lUX/lubng di¥ liéu.
v Highly interactive Ul or broad scope: stakeholders need to “see/touch’ it.
Giao dién giau twong tac hodc pham vi rong: can dwoc “tréng thay/cham vao’.
v' Expectation contract: users review/comment; team updates SRS/design with
traceability.
Hop doéng ky vong: ngwdi dung duyét/gép y; nhém cap nhat SRS/design co truy vét.
v Cost avoidance later: find mismatches early to avoid expensive rework.
Tiét kiém chi phi mudn: phat hién sai léch sém, tranh stra I&n khi da build.

ambiguity in behavior/UX/data flows

Quick Plan

Quick Design

Communication
(not so sure)

Deployment
Delivery &

| Feedback |

Construct a
Prototype

i

stakeholders need to “see/fouch” the product
-> Decision for “throwable / keep growing”
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Spiral — Risk Driven Lifecycle

OVERVIEW
Risk-driven model with anchor-point milestones

* Risk-driven: each cycle emphasizes identifying & treating risks; the product
evolves across releases (model/prototype — fuller versions).
moi vong Iap nhan manh xac dinh & xc ly rdi ro; san pham tién hoa qua cac ban phat
hanh (model/prototype — phién ban hoan thién hon).
+ Cyclic growth: degree of definition and realization increases while risk
decreases; anchor-point milestones secure stakeholder commitment.
murc x4c dinh & hién thyrc tang dan trong khi rai ro giam; cac moc anchor-point bao
dam cam két stakeholders.
* Across the lifecycle: concept — new product dev — enhancement; each
cycle revises plan, cost, and schedule. ‘ ,
tlr concept — phat trien san pham méi — mé réng; moéi vong dieu chinh ké hoach, chi
phi, lich.

When to use: High uncertainty, new tech, significant risks
v"Unclear requirements/solutions with many options and assumptions.
Yéu cau/giai phap chwa ré véi nhiéu Iwa chon va gia dinh.
v Hard-to-control dependencies (vendors, APls, infra).
Phu thudc kho kiém soat (nha cung cép, API, ha tang).
v" Need evidence at commitment milestones before scaling.
Can bang chirng tai cac mbc cam két trwdc khi mé rong.

Deployment

Communication

delivery
feedback

Planning

Estimation

Scheduling

Risk Analysis
I
|
|
I Modeling
1 ;
I Analysis
I Design
|
: I
|
1 Construction
I Code
: Test
|
1
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OVERVIEW

Process network: activities exist concurrently in
observable states

Concurrent development model (a.k.a. concurrent
engineering): captures the parallel & iterative nature of work
across SDLC models.

thé hién phan song song & I4p trong cac mé hinh SDLC.
Each activity/action/task (e.g., Communication/Modeling/Co
nstruction) is always in a visible state (/nactive, Under
development, Under review, Baselined, Under revision,
Awaiting changes, Done).

M®&i activity/action/task (vi ‘

du Communication/Modeling/Construction) luén nam trong mét trang

thai quan sat dwoc (Inactive, Under development, Under review,
Baselined, Under revision, Awaiting changes, Done).

Events in one area can frigger state changes elsewhere (e.g.,

“analysis model correction”

pulls requirements from done back to awaiting changes).
Events & mot diém c6 thé kich hoat chuyén trang thai & diém khac
(vi du “analysis model correction”
kéo requirements tr done vé awaiting changes).

Concurrent - State-Driven Development

WHEN TO USE

Many teams/streams in parallel, need a
real-time state view

v Fits product engineering with multiple teams;
reflects the actual project state instead of forcing
linearity.

Phu hop product engineering nhiéu nhém; phan anh
trang thai thwc ctia dw an thay vi ép tuyén tinh.

v' Dependencies visible via explicit events and
state transitions = fewer conflicts, better
coordination.

Phu thudc dwoc minh hoa qua sw kién,& Chuyén
trang thai = giam xung dét, phoi hop tot.

v Helps optimize time-to-market while keeping
control via states and gates.

Giup tbi wu time-to-market nhwng van kiém soat bang
trang thai & gates.
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PRINCIPLES
Defense-in-depth on top of a disciplined SDLC

* Policy & governance: risk management, security policy, asset
classification.
Chinh sach & quan tri: quan tri rdi ro, chinh sach an ninh, phan loai tai
san.
* Least privilege & separation of concerns; fail-secure, secure
defaults.
DPé&c quyén tbi thiéu & tach biét méi quan tam; fail-secure, cau hinh
mac dinh an toan.
+  Complete mediation, auditability, tamper-evident logs.
Kiém soat toan dién, kha nang kiém toan, log chéng stra.
+ Economy of mechanism: simpler secure designs, reviewed &
threat-modeled.
T&i gidn co ché: thiét ké an toan gon, da review & threat-model.

CORE SECURITY CONCEPTS

CIA goals ¢ Attack surface ® Misuse cases

» CIA goals: protect Confidentiality, Integrity, Availability with layered
controls.
bao vé bi mat, toan ven, sén sang béng cac lép kiém soat.
» Attack surface: all entry/exit points (Ul, API, data flows, admin);
reduce via least privilege, validated inputs/outputs, simple designs.
moi diém vao/ra (UI, AP, ludng di liéu, admin); gidm bang déc quyén
toi thiéu, kiem tra vao/ra, thiét ke don gian.
* Misuse/abuse cases: negative scenarios to complement user
stories; drive AC-SEC-* and regression tests.
kich ban tiéu cwc bd sung user story; dan dat AC-SEC-* va test hdi quy

Secure SDLC — Layered Thinking & Principles

OVERLAY ACROSS SDLC ACTIVITIES

Inject security & set gates

Communication/Requirements: security requirements, misuse/abuse
cases, data classification.

Giao tiép/Yéu cau: yéu cau an ninh, misuse/abuse cases, phan loai di liéu.
Planning: risk register, acceptance criteria with security (AC-SEC-*).

Lap ké& hoach: sé rui ro, tiéu chi chip nhan cé bdo mat (AC-SEC-*).
Modeling: architecture review, threat modeling, security design patterns.

Modeling: duyét kién tric, threat modeling, mau thiét ké an toan.
Construction: secure coding standards, SAST/secret scan, dependency
hygiene.

Lap trinh: chudn ma an toan, SAST/scan secret, quan ly phu thudc.
Testing: DAST/Fuzzing, security regression, penetration test.

Kiém thir: DAST/Fuzzing, hdi quy an ninh, pen-test.
Deployment/Operations: hardening, keys/secrets, monitoring/IR/patching.

Trién khai/Van hanh: hardening, khéa/secret, giam sat/(rng pho va 16i.

LAYERED SECURITY & GATES

[Communication H Planning H Modeling ]—P[ Construction H Deployment ]

’ Policy, Risk mgmt., Asset Classification, Compliance ‘ [ Bug Bar ‘

SDR & Threat Modelling ‘

( Architecture & Threat modeling, ‘
Review

Secure design patterns

( Secure coding & Reviews, )
SAST/Secrets/Deps

Security
) Test

FRS

( Verification, DAST/Fuzzing, Pentest, Regression
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SECURITY OVERLAY INSIDE COMMUNICATION
Make security a first-class topic in elicitation

Stakeholders & trust boundaries: map actors (users, services, devices), data flows, and trust zones.
lap ban dd tac nhan, ludng di liéu, ving tin cay.
Security NFRs: CIA goals; AAA (AuthN/AuthZ/Auditing); privacy/consent; resilience.
muc tiéu CIA; AAA; quyén riéng tw/ddng y; kha nang chju dwng.
Misuse/abuse & attack patterns: elicit negative scenarios; reuse known patterns.
khai thac tinh hudng tiéu cuc; tai st dung mau phd bién.
Data classification & handling rules (collection, storage, sharing, retention).
Phan loai di¥ liéu & quy tac x ly (thu thap, lwu trir, chia sé, lwu gitr).
Traceability: tag acceptance criteria AC-SEC-* and link to use/misuse cases.
Kha nang truy vét: gan tiéu chi chap nhan AC-SEC-* va lién két t&i use/misuse case.
Evidence for gates: meeting notes, ADRs, risk log, early threat-model sketch — feed SDR later.
Bang chirng cho cac cbéng: bién ban, ADR, sé rui ro, phac thao threat-model — phuc vu SDR.

Communication activity - states: Inactive — Under development — Under review — Baselined

Gate readiness: SDR inputs complete?

e Y I \ / N\ e

Elicit Roles, goals, scenarios ‘ h |
Overlay: identify principals, trust boundaries, data classes } [ Outputs: notes, ADRs, data-classification matrix ]
- - |
Overlay: misuse/abuse stories & attack patterns } [ Risk register & early threat-model sketch ]
Overlay: AAA & privacy/consent NFRs } ] _
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CONCEPT & ROLE HOW TO WRITE GOOD NFRS

» Clear title + template: When [condition/workload], the system must [goal +
metric] within [constraints/resources]. ”
Tiéu dé rd + khudn mau: Khi [diéu kién/workload], hé théng phai [muc tiéu +
metric] trong [rang budc/tai nguyén].
» Design: record why the target is achievable (architecture, constraints,
performance budget).
Thiét ké: néu vi sao muc tiéu dat dwoc (kién tric, rang budc, ngan sach hiéu

NFRs describe how the system operates & is perceived

* NFR = quality attributes: performance, security, availability,
observability/monitoring, compliance, scalability...
NFR = thudc tinh chét lwong: hiéu nang, bdo mat, kha dung, quan sat/giam sat, tuan
thd, mé réng...
 Embedded in the process: weave NFRs into artefacts, QA points,

) . : nang).
and mllheston’es - eY_'de”C? via VYO”‘ progjucts. _ _ L » Code/Config: implement decisions (DB indexes, caches, connection limits,
Khéng dirng ngoai quy trinh: dét NFR vao artefact, QA points & milestones — cé bang flags...)
chirng qua work products. N S Lo o e
. . : han két ndi,
* Mindset: make them writable « measurable « testable — not slogans. ﬁ);;:/c)au hinh: hién thue quyet dinh (index DB, cache, giot han ket noi

Tw duy: hay viét dwoc * do dwoc « kiem thlr dwoc — khong phai khau hiéu. » Test/Monitor: turn targets into tests + dashboards; put reports/signatures

into the Evidence Store.

3. EXAMPLES OF NFRS Tgst/Mpnitor: bién muc tiéu thanh bai test + dashboard; dwa bao caol/chir ky
vao Evidence Store.
+ Performance: percentile targets under realistic load; e.g., read patient record < 300 « Backward trace: when tests/alerts fire, trace back to the NFR & ADR to
ms @p95, 200 RPS. adjust.
Hiéu nang: muc tiéu theo phan vi dwdi tai thwe; VD: doc ho so < 300 ms @p95, 200 Backward trace: khi test/canh b&o kich hoat, truy ngwoc vé NFR & ADR dé
RPS; diéu chinh.

» Security: 100% sensitive endpoints accept only valid identities; session/credentials
expire < 60 minutes; default-deny + role-based grants; 100% critical actions
are audited.
Bao mat: 100% endpoint nhay cdm chi chdp nhén yéu céu cé danh tinh hop I&;

Availability: SLO 99.9%, RTO 15', RPO 5'; multi-AZ, auto-failover; incident

pﬁién/credential hét han < 60 phut; méac dinh deny-by-default va cap theo vai tré; 100% runbooks tested quarterly.
hanh dong quan trong .deu dugc au.d/t _ _ Kha dung: SLO 99.9%, RTO 15', RPO 5"; multi-AZ, auto-failover; runbook sw cd
+ Observability: logs/metrics/traces with correlation IDs; audit event = kiém thr hang quy.
identity+time+action+resource+outcome; 95% audit queries < 5 s. « Compliance: 180-day retention for audit logs; test-env data masking; consent

Quan sat: logs/metrics/traces co correlation ID; sw kién audit = logging; periodic audits.

identity+time+action+resource+outcome; 95% truy van audit <5 s. Tuan tha: retention 180 ngay cho audit log; masking di liéu & mdi trwdng test;

lwu consent; kiém toan dinh ky. 29



Eﬂa Education

FPT UNIVERSITY

PRINCIPLES

Security-by-Plan: tie security to milestones, budget, DoR/DoD

* Include security in scope/WBS/estimates/schedule; iterate
by increment.
Puwa security vao scope/WBS/udc lwong/lich; 1ap theo increment.
Pass gates with evidence: docs, test reports, configs.
Qua cbng bang bang chirng: tai liéu, bao céo test, cu hinh.
Gates: SDR — Bug Bar — FSR.

BUDGET & STAFFING
Fund the minimum-security work items

+ WBS: threat modeling, SDR packet, SAST/DAST/secret scan,
SBOM, hardening, chaos/negative tests.
WBS: threat modeling, hd so SDR, SAST/DAST/secret scan, SBOM,
hardening, test tiéu cwc/chaos.
» Cost of quality (security): buffer for review — fix — re-test; periodic
scans in CI/CD; laC policy-as-code.
Chi phi chéat lwgng (an ninh): dém thoi gian review — stva — re-test;
scan dinh ky trong CI/CD; laC policy-as-code.
» Owners: SDR packet, threat-model upkeep, triage tool findings,
independent gate approver.
Chu sé hivu: hd so SDR, cap nhat threat-model, phan loai két qua
tool, nguoi duyét cdng doc 1ap.

Secure SDLC — Plan x Security Overlay

DOR & DOD
Fund the minimum-security work items

DEFINITION OF READY
v Use case & data classification (PII/PHI?).
Use case & phan loai di¥ liéu (PlI/PHI?).
v Acceptance criteria cover abuse/misuse cases.
Tiéu chi chap nhan bao phl abuse/misuse cases.
v New flows/data — update threat model draft & test plan.

Ludng/di liéu m&i — cap nhat ban nhap threat model & ké hoach test.

DEFINITION OF DONE
v Role-based AuthZ; structured logs without PII leaks.
Phan quyén theo vai trd; log c6 cau tric, khéng 16 PII.
v' SAST/DAST/secret scans: Critical/High = 0; dependencies
have SBOM & policy pass.
v' Evidence stored in Evidence Store + tracker links.

[ M2 — Design Freeze } [ M3 — Feature Complete }

[ M4 — User Acceptance }

SDR | BugBar | |

@ ®

FRS

J
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FPT UNIVERSITY
1. MODELING GOALS 2. SECURITY OVERLAY INSIDE MODELING
From analysis to design models that expose risk & control points Threat modeling ¢ Patterns ¢ Trade-offs

 ldentify assets, entry points, trust boundaries; sketch DFDs; relate
misuse/abuse cases and attack patterns.
Nhan dién tai san, diém vao, bién tin cay; phac DFD; lién hé misuse/abuse

» Select views: context « containers « components * deployment; define
interfaces/contracts & quality attributes.
Chon géc nhin: bdi canh « thung chira « thanh phan « trién khai; xac dinh giao

dién/hop déng & thudc tinh chéat lwong. case.. . _ _ _
« Map data & flows: classify data, draw trust boundaries, list entry/exit points * Assess risks across CIA & traceability (audit/logging); consider
phan loai di¥ lidu, v& bién tin cay, liét ké diém vao/ra. dependencies & suppliers. o , ) ‘ .
 Traceability: tie scenarios to acceptance criteria & tests. Banh gia rui ro theo CIA & truy vét (audit/log); xét phu thudc & nha cung cap.
Truy vét: gén kich ban vai tiéu chi chdp nhan & kidm thi. + Choose patterns: AuthN/AuthZ (RBAC/ABAC), input validation, output
encoding, encryption (in transit/at rest), rate-limit, secure session, key/secret
handling.

Chon mau: xac thwe/phan quyén (RBAC/ABAC), kiém tra dau vao, ma hoa dau
ra, ma hoa dwdng truyén/lwu trie, han tdc, phién an toan, quan ly khoa/secret.
» Derive AC-SEC and test design; define evidence for later gates (SDR/Bug
Bar/FSR).
Suy ra AC-SEC & thiét ké test; xac dinh bang chirng cho cac cdng sau
(SDR/Bug Bar/FSR).

3. MODELING ARTEFACTS WITH SECURITY OVERLAY

Use cases, Scenarios > Analysis Model »  Design Model (views) > Interface contracts
Threat rr_10de|: assets -« trust Securllt}/ pgtterns & ACISECH lastdosian ovidonce
boundaries ° attack surface mitigations

( Gates: Threat-Model Review }
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1. CODING OVERLAY 2. SECURITY OVERLAY INSIDE TESTING
From secure standards to verifiable evidence Negative, adversarial & evidence-driven testing

Unit & component tests: authorization matrix; input validation; crypto config
sanity.
Unit & component test: ma tran phan quyén; kiém tra dau vao; cu hinh ma hoa.
« Secrets & keys: no hard-coded secrets; use Vault/KMS; rotate; least privilege. * Security regression: test cases from fixed vulns & misuse stories.
Khoa & bi mat: khéng hard-code; dung Vault/KMS; xoay dinh ky; d&c quyén tdi H0|_quy baf) mat: test rat tw_lo' da va.& misuse stories. ]
thidu. * Dynamic testing: DAST against staging; fuzz parsers; canary endpoints.

- Dependencies: SBOM + policy; update strategy; known-vuln triage with Kiém thir ddng: DAST trén staging; fuzz cac bd phan tich; canary endpoints.
* Pen-test readiness: scope & rules of engagement; evidence capture.

» Secure coding standards (input validation, output encoding, error handling,
secure session).
(kiém tra d4u vao, ma hoa dau ra, x& ly 16i, phién an toan).

owners. < _ . . N .
Phu thudc: SBOM + policy; chién lwoc cap nhat; phan loai 16 hf)ng V@i nguwdi phu San sang pen-test: pham vi & quy tac; thu thap bang chirng.
trach.
» Code review with security checklist; pair review for risky modules; link SECURE CI/CD WITH GATES
evidence to PRs/ADRs. ( Y Y
, N i SAST + Secret Ui i DAST{Fuzz
Review ma v&i checklist an ninh; review déi cho module rti ro; gan bang [ commit } _ Scan } ' [ Buld } | SPOM/SCA H UnvSECsss [ Slouing

chirng vao PR/ADR.
» Traceability: implement AC-SEC-*; structured logs/audit hooks. - Gate: Bug Bar (securiy)
Truy vét: hién thuwc AC-SEC-*; log c6 c4u tric/audit hook.

CODE AREAS -> CONTROLS/TESTS

Code Area Controls Tests Evidence
APl endpoints AuthN/AuthZ — Rate limit — validation Unit + negative — DAST Logs, test reports, ADR
Data Access Layer Record- Level ACL - Encryption AuthZ tests — Performance with crypto Audit trail, benchmark log
Build / Release SBOM - Signing — Policy Dependencies Scan, supply-chain test SBOM, signatures, attestation
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Secure SDLC: Deployment and Operations

OBJECTIVE

Evidence-driven ops: ready to investigate & recover

« Hardening: secure-by-default, least privilege, complete mediation.
Hardening: mac dinh an toan, dac quyén ti thiéu, kiém soat toan dién.

* Audit & observability: append-only, tamper-evident logs for AuthN/AuthZ, admin, config.
Ghi vét & quan sat: log chi-thém, chdng stra cho dang nhap/ty quyén, thao tac quan tri, cau hinh.

* Monitoring/alerts: risk-based rules; measure alert precision/recall and MTTR.
Giam sat/canh bao: quy téc theo rui ro; do do chinh xac/bao phi canh bao va MTTR.

* IR/DR: runbook Detect — Contain — Eradicate — Recover — Learn; regular DR drills.
IR/DR: sb tay Phat hién — C6 1ap — Khir — Phuc héi — Rt kinh nghiém; dién tap DR dinh ky.

* FSR pre-Go-Live: weigh evidence — Go/No-Go/Risk-accepted.

FSR trwdc Go-Live: dwa trén bang chirtng — Go/No-Go/Ch4p nhan rdi ro.

OPS STACK & FSR GATE

lessons > update baselines, hardening, rules

Build & Configure [ laC & baselines }—ﬂ Hardening \
> \ baseline | [ Sec-header |
Observe & Detect { Audit / Observability }—ﬂ Monitoring / Alerts ‘
) [ Policy, schema, convergence map | ( MTTD, MTTR, precision and recall |
Respond & Recover [ IR runbook H DR/BCP ]—»[ PIR
Decide  Consolidate evidence < > > GOINO GOJRisk Accepted

-
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1. SDR GOALS

Confirm critical threat controls before design freeze

Top risks from threat modeling have mitigations in the right architectural

locations.

Top rui ro t threat modeling da co bién phap dat diung ché trong kién
trdc.

AAA at system level: deny-by-default, least privilege, complete mediation.
AAA cip hé théng: mac dinh tlr chéi, ddc quyén tdi thiéu, kiém soat toan
dién.

Gaps triaged into action items with owners and due dates.

Khoang tréng dwoc phan loai thanh action items c6 nguwdi phu trach &
han xt ly.

Evidence consolidated (architecture diagrams, risk table, test criteria) into

the security case.

Bang chirng gom lai (so' dd kién tric, bang rui ro, tiéu chi test)
vao security case.

Software Design Review — Goals + Timing + Dossier

2. TIMING & FACILITATION

Right before design freeze; repeat on architecture change

+ After Modeling: have architecture views, dataflows, threat modeling (four
questions), AAA plan.

Sau Modeling: da c6 cac view kién truc, dataflow, threat modeling (bn cau hdi),
ké hoach AAA.

+  Before major build commitments to reduce cost of change.
Trwéc khi cam két xay dwng Ién dé gidm chi phi thay dobi.

* Invite: architect, security lead, dev lead, QA, ops rep, PO/PM.
Thanh phén: kién tric sw, security lead, dev lead, QA, dai dién ops, PO/PM (tai
liéu doc truvde < 10 trang).

Modelling }—»{ SDR H E::;gg H\ Construction }—»\ FRS

s ™ 4 R
Architecture & Dataflow Go / Conditional / Rework
o ) AN /
e A 4 R
e N
Sensitive use cases Action items / Backlog
L ) SDR Gate L
o /
[ ) [ Risk accepted )
1S
Threat model (documented)
AN ) o
4 A e R
AAA & Test plan Evidence - Security case
\ J 34
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1. OBJECTIVE

Set security-defect thresholds at gates to
control risk

Clear definitions of severity & mandatory actions
before each milestone M1-M4.
Dinh nghia rd rang mirc severity & hanh dong bat
budc trude tirng mbéc M1-M4.
+ Consistency across dev, QA, security, ops with
one decision standard.
Nhat quan gitra dev, QA, security, ops theo
mét chuan ra quyét dinh.
Tied to QA points : failing the Bug Bar = fail the
gate.
Gén voi diém QA : khong dat Bug Bar = khéng
qua cong.

*  Suggested milestones: M1 (end of Modeling) « M2
(start of Construction) « M3 (System test) « M4
(FSR/Pre-release)

. Critical/High = 0 before M4; Medium = mitigation
& fix plan; Low = assigned owner

Bug Bar — Severity Thresholds & Scope

2. SCOPE OF APPLICATION
Apply uniformly across four layers

« Code: logic/security bugs (injection, AAA bypass,
session handling).
Ma: 16i logic/bao mat (injection, lach AAA, xt& ly
phién).
» Configuration: unnecessary ports/services, weak
TLS, unsafe defaults. ’
Cau hinh: cong/dich vu thtra, TLS yéu, mac dinh
khéng an toan.
+ Dependencies: vulnerable versions (CVE),
untrusted sources.

Phu thudc: phién ban cé CVE, ngudn khong tin cay.

+ Pipeline: insufficient controls (signing,
policy-as-code), missing SAST/DAST/IAST/secret
scans.

Pipeline: thiéu kiém soat (ky, policy-as-code), thiéu
quét SAST/DAST/IAST/secret.

findings Severity

3. SUGGESTED SEVERITY CLASSES (ILLUSTRATIVE)
Concise definitions to align teams

- leads to broad unauthorized PHI
access/write; RCE; breaks core AAA.
gay truy cap/ghi PHI trai phép dién réng; RCE; pha
v& AAA cbt 16i.
. -: privilege escalation; exploitable injection;
leaked production secrets.
leo thang d3c quyeén; injection khai thac dwoc; 16
/ secret mdi trwéng san xuét.
« Medium | misconfig reducing security posture but
with temporary mitigations.
Medium: sai cAu hinh lam giam an toan nhwng c6
bién phap tam thoi.
[ Low |:hardening/recommendations with low
impact; does not block release.
Low: khuyén nghi/hardening, anh hwéng thap; khéng
chan phat hanh.

M2 ) M3 ) M4

@ O @

MUST
0 critical/high
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1. OBJECTIVE ( )
. . . . Updated threat model .
Assure sufficient evidence to ship / no-ship . J Go / Conditional / Rework
. T . . Test evidence ) \
Final verification that security controls run as designed. (SAST/DAST/IAST) f o
Ra soat cudi xac nhan cac kiém soat hoat déng dung thiét ké. ) ) | Action items / Backlog
Security case is complete: claim — argument — evidence. Config audit & hardening f FSR G V&
‘ : \ ate i
H6 so an ninh dG: ménh dé — lap ludn — bang chirng. - . L AN Risk accepted (documented)
Align with Bug Bar & QA criteria: fail bar = fail the gate. SBOM/CVE & deps .
Déi chiéu Bug Bar & tiéu chi QA: khdéng dat bar = khéng qua cong. J Evidence > Security case
Lock post-release monitoring & a scheduled PIR. ( ) \
; ) Bug Bar status: MET
Chét giam sat hau phat hanh & méc PIR. | “ugrarstais )

2. INPUT & GATE CRITERIA
What must exist before FSR

Updated threat model with top risks, mitigations, and residual assumptions.
Threat model cap nhat véi rui ro chinh, bién phap va gia dinh con lai.
Test evidence: SAST/DAST/IAST,; security test cases (expected « actual) with
pass/fail.
Bang chirng kiém thir: SAST/DAST/IAST; test bdo mat (ky vong < thuc té) cé két qua
pass/fail.
Config audit: baselines/hardening; AAA enabled & verified; retrievable audit samples.
Audit ciu hinh: baseline/hardening; AAA bat & da kiém chirng; c6 mau log truy xuét.
Dependencies: SBOM + CVE report; 0 Critical/High unresolved or justified
exceptions.
Phu thuéc: SBOM + bao cao CVE; 0 Critical/High chwa xt ly hoac loai trtr cé bién giai.
Bug Bar met: C/H = 0; M mitigated & scheduled; L has owner.
Bug Bar dat: C/H = 0; M cé bién phap & lich; L cé ngw&i phu trach.

3. DECISION & RISK ACCEPTANCE
How to record in the security/assurance case

» Ship: all criteria met; post-release ops prepared.

Phat hanh: moi tiéu chi dat; van hanh hau phat hanh da chuén bi.

» Conditional ship: residual risk justified; monitoring conditions set.
Phat hanh c6 diéu kién: rdi ro con lai c6 bién giai; diéu kién giam sat rd
rang.

* No-Ship: fails Bug Bar/QA or lacks required evidence.

Khéng phat hanh: khéng dat Bug Bar/QA hoac thiéu bang chirng bat
bubc.

* Risk accepted: record scope, rationale, review date, accountable

owner.
Chép nhan rii ro: ghi rd pham vi, ly do, ngay xem xét lai, nguoi chiu
trach nhiém.
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Overview of SDLC x Secure SDLC

Summary
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SUMMARY

Secure-SDLC = overlay layer on SDLC to establish quality gates (SDR, Bug Bar, FSR) and collect evidence
throughout the lifecycle.

« Trust —[ CIA | (Confidentiality-Integrity-Availability) is the goal; Gold Standard ([ AAA ) — Authentication,

Authorization, Auditing — is the enforcement mechanism.
Trust — CIA (Confidentiality-Integrity-Availability) Ia muc tiéu; Gold Standard (AAA) — Authentication, Authorization, Auditing — la co
ché thye thi.

« Trust boundaries & attack surface: all data crossing [ Trust boundaries |must be validated + authN/authZ; auditing to
ensure [ accountability ]/[ Non-repudiation ]
moi di¥ liéu bang qua ranh gidi tin cay phai dwoc validate + authN/authZ; auditing d& ddm bao trach nhiém giai trinh / khong chdi bo.

« Secure-SDLC Overlay across 5 activities; produce evidence in an Evidence Store.
L&p bdo mat phd 1&én 5 hoat dong; tao bang chirng dwa vao kho Evidence..

* Quality Gates: Gates:[ SDR H Bug bar } [ FSR ]pass/fail by measurable criteria.
Cobng chét lwong: SDR, Bug Bar, FSR — tiéu chi do dém rd rang.

* Traceability: REQ — design — code — tests — release — ops.
Truy vét: Yéu cau — thiét ké — ma — kiém th&r — phat hanh — van hanh.
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