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SUMMARY

Key idea. Mitigations connect Threat Modeling with Secure Design: focus on structural levers (attack surface, windows of exposure, data exposure), implement via
security patterns, avoid anti-patterns, and enforce through guards/bottlenecks to achieve Complete Mediation.

Y chinh. Mitigation ndi Threat Modeling (Ch.2) v&i Thiét ké bdo mét: wu tién don bay cau tric (bé mat tAn cong, ctra sb phoi bay, 16 di liéu), trién khai bang pattern, tranh anti-pattern,
va rang budc qua guard/bottleneck dé dat Complete Mediation.

Structural Mitigations to Prioritize Threat = Mitigation
» Attack surface |: remove entry points, centralize via gateway/PEP, least privilege, network [ Threat modeling }
segmentation.
Giam bé mét tAn cong: loai diém vao, gom qua gateway/PEP, t6i thiéu dac quyén, phan doan ! Threat list & misuse cases
mang. _— —
« Windows of exposure |: patch cadence, staged rollout, feature flags/kill-switch, rapid [ Mitigation Catalog }
revoke. —
Thu hep clra s6 phoi bay: nhip va, phat hanh tirng buéc, cd tinh nang/tat khan, thu hdi nhanh. ! — Matching threat — Patterns
+ Data exposure |: data minimization, field-level encryption/tokenization, mTLS, privacy _ (avoid anti-patterns)
budgets. [ Security Pattern } —
Giadm 16 di liéu: tbi thiéu div liéu, ma hoa/dbi token theo trwérng, mTLS, ngan sach quyén riéng —
tw. Decision, context, alternatives
« Patterns: Defense in Depth, Complete Mediation, Fail Securely, Secure by Default, [ AE;R } . consequences.
Reluctance to Trust. _
Pattern: Phong tha theo 16p, Kiém soat toan dién, Fail Securely, Secure by Default, Than )
trong véi tin cay. v tasks, owners,
« Avoid anti-patterns: Backflow of Trust, Third-Party Hooks, Unpatchable Components, [ DoD-Sec } __ dependencies, threat-to-test
Confused Deputy. , ‘ mapping; definition of done
Tranh anti-pattern: Dong tin cay chay nguwoc, Méc ndi bén th ba, Thanh phan khéng va for security.
dwoc, Phd nham viéc. v __J
* Guard/Bottleneck: APl Gateway + centralized AuthZ (PDP/PEP), service mesh policy, [ Gates } Metrics and evidences

egress filters.

Diém chan/diém cb chai: Gateway + uy quyén tap trung (PDP/PEP), policy mesh, loc egress. S ELEITE, (= S EEREE
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« Understand the role of Cryptography in Secure-by-Design: protect data in transit & at rest.

Hiéu vai trd cia Mat ma hoc trong Secure-by-Design: bao vé di¥ liéu khi truyén va khi lwu triv.

e Review core primitives:{ Random Number H Digest/Hash H MAC/HMAC L\ Encryption J(Symmetric,

asymmetric),\: Digital Signature L\ Certificate/PKI L\ Key Exchange ]

Nam cac cdng cu cbt 16i: CSPRNG, hash, MAC/HMAC, ma hoa déi xirng, bat dbi xirng, chir ky sb, chirng thw s6/PKI, trao
ddi khoa.
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“Cryptography is typically bypassed, not penetrated.” — Adi Shamir
Mat ma thwdng bi lach qua, khéng phai bi pha vo.

GROUP — RATIONALE & LIMITS

Pragmatic scope
» Like driver’s ed: we learn to use the toolkit safely (APls, modes, keys),
not rebuild engines. Math is minimized, with one irresistible exception.
Giong m(“)n, tap lai: hoc cach van hénh,céng cu an toan (API, mode, key), khéng
phai tw ché dong co. Toan hoc dwoc toi gian, chi mét ngoai 1é tha vi.
Developer barrier
« Libraries already provide robust crypto; the risk is misuse: wrong
mode, static IV/nonce, home-rolled protocols, key mishandling. ,
Thuw vién da c6 san; rii ro la dung sai: chon sai mode, 1V/nonce c¢o dinh, tw ché
giao thirc, quan ly khoa kém.
Analogy: driving stick
* Hands-on practice creates intuition: feel the clutch, hear the engine.
Likewise, labs in this chapter build instinct for correct crypto usage.
Thwe hanh tao trwec giac: cdm nhan cén, nghe tiéng may. Twong tw,
cac lab tao “cam giac tay” cho cach dung mat ma dung.

ILLUSTRATION —BYPASS VS CORRECT USAGE

-~ ~ - N

. Ge TLS1.3 + mTLS .
Crypto Library AEAD (AES-GGM) Developer Usage System Behavior
AES, HMAC, ECDSA, TLS Unique nonce modes, [V/nonce, keys Key rotation CIA + authenticity
N ) \ )
\\ /byp:ss

wrong mode / static IV
hard-coded key

Cryptography — Overview

EXAMPLE

Minimal envelope encryption
Store files at rest using AES-GCM with a random nonce and
a DEK (data-encryption key) that is itself wrapped by
a KMS master key (KEK).
1. Generate DEK via CSPRNG,; for each file, generate a
unique nonce.
Tao DEK va nonce(duy nhat cho moi ldn ma hoa/ky) ngau nhién cho
mai file (dung CSPRNG).
2. Encrypt file — {ciphertext, tag} = AES-GCM(DEK, nonce,
AAD=metadata).
Ma hgé file bang AES-GCM (DEK + nonce) — ra ciphertext va tag;
co thé kém metadata trong AAD.
3. Ask KMS to Wrap(DEK);
store wrappedDEK + nonce alongside the file.
Nh& KMS “boc” DEK (cat khoa nhé trong két an toan).
Lwu wrappedDEK va nonce canh file
4. For read: DEK = Unwrap(wrappedDEK), then AES-GCM
decrypt and verify tag. )
KMS unwrap DEK — giai ma AES-GCM va kiem tra tag. Sai tag —
t choi.
5. Rotate: generate new DEK; re-encrypt per policy; keep old
DEK until migration completes.
Xoay khoa: tao I’DEK,m(yi, ma hoa lai theo chinh sach; gilr DEK ci
cho t&i khi chuyén doi xong.

4
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CONCEPT & GUIDANCE

Math roots, practical use
* Modern crypto stems from deep mathematics. When
implemented correctly, it is highly reliable — not because it's
unbreakable, but because breaking it would demand major
math breakthroughs. ,
Mat ma hién dai bat nguén t toan hoc sau. Dung dung cach thi rat
tin cady — khong phai vi “bat kha xam pham”, ma vi can dét pha
toan hoc I&n méi pha duoc.

Library-first
» Use high-quality libraries that offer complete solutions at the
right abstraction level — so you understand what the API
does and avoid home-rolled crypto. ’
Ddng thw vién chat lwong, tron goi, ding mirc trivu twong — dé
hieéu APl lam gi va tranh tw ché mat ma.

The modern toolbox
* For secure software, a modest set of basic tools suffices. We
focus on how to use them properly, not on the underlying
math.
Cho phan mém an toan, chi can mét bd cong cu co ban. Trong tam
la cach dung dung, khéng di sdu toan hoc nén tang.

TOOLBOX AT A GLANCE

Basic crypto functions and what their security depends o

/Random Numbers (CSPRNG)
Produce unpredictable values for keys,
nonces, tokens.

Depends on: OS entropy / secure RNG.
Tao gia tri khé‘doéngho khoa, nonce, token;
\\phu thudc ngudn ngau nhién an toan.

\ /Message Digests (Hash)

Fingerprint of data; used for integrity and
signing inputs.

Safe if: collision/second-preimage resistant.

DAu van tay di¥ liéu; an toan khi chéng va
\\cham/tim trwoc.

~

fSymmetric Encryption

Conceals data with a shared secret (prefer
AEAD modes).

Depends on: key secrecy, correct mode,
unique nonce.

Che giau bang khoa chung; phu thudc bi mat
khoa, mode dung, nonce duy nhat.

\ /Asymmetric Encryption
Conceals data using receiver’s public key.

Depends on: secure padding/KEM,
private-key secrecy.

Che gidu bang khoa cong khai ctia nguoi
nhan; can padding/KEM an toan.

v
~

KDigitaI Signatures

Authenticate origin; support non-repudiation.
Depends on: private-key secrecy, secure
hash/alg.

Xac thwe ngudn gbc, khdng chéi bé; phu
\\thu{)o bi mat khoa riéng & thuat toan.

"\ / Digital Certificates (PKI)

Bind identity to public keys; enable trust
chains.

Depends on: CA trust, chain/hostname
checks, revocation.

Gén danh tinh v&i khoa céng khai; can tin
~/ \_c8y CA, kiém tra chui/tén mién, thu hoi.

AN

%

Key Exchange (ECDHE)

Depends on: sound groups/curves, ephemeral keys.

Establish shared secret over an open channel (PFS).

Thiét Iap bi mat chung qua kénh mé (PFS); dwa vao nhém/dwdng cong va khoa tam thoi.
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GROUP — RATIONALE & LIMITS

Objective Model
* Reduce likelihood, increase attacker cost, limit
impact, and improve detection ( Reduce .
Resist « Recover )
GIAI THICH: Giam xac suat, tang chi phi tan céng,
giam thiét hai, va tang kha nang phat hién.
Cryto Properties
 Encryption + MAC/Signatures provide
Confidentiality , Integrity , Authenticity
and Non-repudiation over untrusted
channels.
Ma hoa + MAC/Chiy k}'/ sétdém bao bi méat, toan ven,
xac thwe, va khéng thé chdi bo trén kénh khong tin
cay.
Limitations & ops guards
» Encryption does not hide metadata (who talks to
whom, when). You still need rate-limit/DoS
guards and monitoring.
GIAI THICH: Ma hoa khéng che metadata (ai n6i voi
ai, khi nao); van can gi¢i han téc dé/chong DoS va
giam sat.

ILLUSTRATION
Threats — Crypto Controls — Security Properties

Metadata not hidden Untrusted Network
Threats
g g g N\ ' B\
Eavesdropping } Tampering } Impersonation Repudiation
S S S ) hS
protect content detect changes prove origin bind identity
Crypto Controls
Encryption(AES/TLS) MAC(HMAC) Signatures + PKI

Security Properties

Ve DY e N e

Confidentiality Integrity Authenticity/Non-rep

Operational Guards

\ Rate-limit, DoS protection, monitoring/telemetry, key rotation
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CONCEPT
PRNG - Pseudo Random Number Generator CSPRNG — Cryptographically Secure PRNG
« Algorithmically generated sequence » Outputs are unpredictable to any polynomial-time adversary without internal state;
that appears random but is predictable if the designed to resist state recovery. , ,
seed/state is known or recovered. Dau ra khéng thé dy doan dwoc déitvc'yi’bé:[ Ky [<é tan cong nao theo th&i gian da thirc ma
Chubi dwoc tao theo thuat toan, cé vé ngau nhién khéng c6 trang thai ndi bg; dwoc thiét ké de chong lai viéc khdi phuc trang thai.
nhuwng cé thé dw doan duoc néu hat gibng/trang thai » Provides prediction resistance and backtracking resistance (with proper reseeding
duwoc biét hoac khoi phuc. after compromise).
» Suitable for simulation, sampling, gaming; not Cung cap kha nang chéng dw doan va chéng quay lui (v&i kha nang gieo lai thich hop sau khi
for cryptographic secrets (keys, nonces, xam pham).
tokens). « Use for keys, nonces/lVs, tokens, opaque IDs; target 2128-bit entropy for public
Thich hop cho mé phéng, lay mau, choi game; IDs.
khoéng danh cho bi mat mat ma (khda, nonce, token). S dung cho khéa, nonce/lV, ma théng bao, ID mo; muc tiéu entropy = 128 bit cho ID céng
 Examples: LCG, Mersenne Twister, Xorshift, khai.
PCG (non-crypto variants). * APIs: OS RNG — Linux getrandom//dev/urandom,

macOS/iOS SecRandomCopyBytes, Windows BCryptGenRandom; Lang APls —

Python secrets, Node crypto.randomBytes, Java SecureRandom.
Unpredictability vs Speed

Qe
CSPRNG — high unpredictability PRNG — higher speed

ILLUSTRATION — FLOW : ENTROPY - CSPRNG - SECURE OUTPUTS

Entropy Sources

CSPRNG Use for
OS Entropy pool ] J X i \
[ disk * net * timings « HWRNG | | /dev/urandom e getrandom |

Keys (256-bit)
Nonces/IVs (96-bit)
Tokens (=128-bit)
Opaque IDs (2128-bit)

SecureRandom

L] .". L]
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Design Playbook — IDs & Tokens

PLAYBOOK

Opaque public IDs: Generate public-facing IDs with a CSPRNG (2128-bit entropy). No semantics, no PIl. Examples: customer, order, password_reset tokens.
Tao ID cdng khai bang CSPRNG (=2128-bit). Khdng chira y nghia/Pll. Vi du: customer, order, password_reset.
Separate internal PK: Keep an internal primary key (auto-increment/UUIDv7) and a separate public_id. Never expose the internal PK in URLs or logs shared
externally.
Duy %/ri PK ndi bd (tw tang/UUIDv7) va public_id riéng. Khéng 16 PK ndi bd trén URL/log chia sé.
Anti-enumeration UX: Return uniform responses ("Not found") for both nonexistent and unauthorized IDs; add rate-limit, jitter, and monitoring. Avoid revealing
existence via timing or error text. ‘
Phan hoi dong nhat cho ID khdng ton tai’/khéng cé quyén; thém rate-limit, tré ngau nhién va giam sat. Tranh [0 théng tin qua thoi gian/thdng diép 16i.
Format & encoding: Use a domain prefix + 128-bit random body encoded as Base32 (~26 chars) or Base58 (~22 chars). Example: ord_5T8K9...
(base32), cus_7Yz3N... (base58).
Dung tién t6 theo domain + 128-bit ngau nhién (Base32 ~26 ky tw hoac Base58 ~22 ky tw).
Bug Bar checks: (1) Public IDs 2128-bit; (2) CSPRNG only; (3) No Pll/semantics; (4) No sequential patterns; (5) Uniform 404/403; (6) Strong rate-limit; (7)
Rotate/reset tokens with TTL.

ILLUSTRATION OF OPAQUE EXAMPLE — CREATE PUBLIC ID IN SQL SERVER

Internal PK — Public ID mapping + anti-enumeration.

CREATE OR ALTER FUNCTION dbo.make_public_id (
@prefix NVARCHAR(16) = N'ord

Orders @bits INT =128 -- 128/192/256 ok; 128-bit enough for public IDs
N OrderService: resolve(public. id) — id R NVARCHAR(128)
public_id (opaque) rderService: resolve(public_id) — i NG
... other attributes 7y BEGIN

DECLARE @len INT = (@bits +7)/8;

DECLARE @bytes VARBINARY(32) = CRYPT_GEN_RANDOM(@len);

RETURN @prefix + dbo.base64url_from_varbinary(@bytes); -- ~22 chars with
[ GET /v1/orders/{public_id} ] ND. 128-bit
GO
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Digests / Hash & Collisions

CONCEPT & TERMS

What is a message digest?
* A hash/digest maps an arbitrarily long message to a fixed-size output (e.g., 256-bit). It is designed to be one-way and to act as a compact

fingerprint for integrity checks.
Hash/digest bién théng diép dai thanh dau ra cb dinh (vd 256-bit). Muc tiéu |a mét chiéu va la “d4u van tay” gon dé kiém tra toan ven.

Collision & (Second-) Preimage

* Collision: two distinct messages m1 # m2 with the same digest H(m1)=H(m2) (should be infeasible).
Va cham: hai théng diép khac tao cung hash (phai bat kha thi).

* Preimage: given y, find m with H(m)=y (should be infeasible).
Tien-anh: tim théng diép kh&p hash da cho.

« Second-preimage given m1, find m2#m1 with same digest (should be infeasible).
Anh th& hai: tim théng diép tht hai trung hash véi thong diép da biét.

« They are called collision/preimage attack when they are feasible

Practical Choice

» Use SHA-256 or SHA-512 (per your org’s standard). Avoid broken/legacy hashes (MD5, SHA-1) for security decisions.
Dung SHA-256 hodc SHA-512 (tuy chuan td chirc). Tranh MD5/SHA-1 trong quyét dinh an toan.

« don’t assume hash = identity; don’t truncate excessively without analysis.
khéng coi hash 1a danh tinh; khéng cat ngan tuy tién.

Rule of Thumb
« If two digests match, we treat the messages as identical under the assumption that finding collisions is infeasible. For authenticity, use

HMAC/signatures — a hash alone does not prove who wrote it.
VI: Hash tring — xem nhuw théng diép trung gia dinh va cham khé. Can HMAC/chir ky dé xac thuc ngudn gbc; hash thuan khédng chirng minh ngudi guri.
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CONCEPT & GUIDANCE

From digests to keyed digests
+ Adigestis a fixed-size fingerprint used for integrity. Add a secret key to the
computation — a MAC. With thg qu secret, attackers cannot forge a valid tag.
Hash Ia “dau van tay” c6 dinh dé kiem toan ven. :Fhém khoa bi mat vao phép tinh
— MAC. Khi khoa gilr kin, ké tan cong khéng thé gia mao thé.
« Akeyed hash (e.g., HMAC) effectively yields a family of functions (e.g., 225 for
a 256-bit key). Without the key, the digest cannot be reproduced forgeries.
Hash c6 khoa (vd HMAC) tao ra ho ham khac nhau (225 véi khoa 256-bit). Khéng
c6 khoa thi khéng thé tai tao thé hop lé.

Using MAC to prevent Tampering
1. both parties share a secret key K in advance.
hai bén chia sé trwedc mot khda bi mat K.
2. sender calculates tag = HMAC(K, "hello") and sends it with:
message="hello", tag.
bén gtri tinh tag = HMAC(K, "hello") rdi glri kém: message="hello", tag.
3. receiver recalculates tag’ = HMAC(K, "hello") and compares constant-
time with tag. if someone (Mallory) changes tag or message, for example
"hello" — "hallo" but still uses the old tag, then HMAC(K, "hallo") # tag = is
rejected.
bén nhan tw tinh lai tag' = HMAC(K, "hello") va so sanh constant-time voi
tag. — néu ai dé (mallory) stra 1 byte, vi du "hello" — "hallo" nhwng van
dung tag cii, thi HMAC(K, "hallo") # tag = bi tir chdi.

Design tips: MAC the exact canonical form (e.g., method|path|ts|nonce|body);
normalize JSON; protect key in KMS/HSM; consider AEAD (AES-GCM) when
confidentiality is also needed.

Hay MAC ding dang chudn hoa, bdo vé khoa trong KMS/HSM, can bi mat thi
dung AEAD.

Message Authentication Codes (MAC)

RELAY RISK AND DEFENSE

Relay Risk
+ What it is: Attacker resends an old (message, tag) pair that verified before (e.g.,
re-orders "3 widgets").
Ké tAn cong glri lai mot cap (tin nhan, thé) ci da dwoc xac minh trwéc d6 (vi du:
sap xép lai "3 tién ich").
« Why MAC alone is not enough: The pair is still valid for that exact old
message; integrity # freshness.
Tai sao chi MAC la khoéng da: Cap nay van hop 1€ cho chinh tin nhan cd doé; tinh
toan ven # tinh mai.

Defenses
+ Timestamp window (e.g., < 300s) and reject stale messages.
Ctra sb dau thoi gian (vi du: < 300 giay) va tr chdi cac tin nhan cd.
* Receiver nonce (challenge) or sequence number stored per sender to ensure
uniqueness.
Nguwdi nhan lwu trir nonce (thtr thach) hodc sb thr tw cho méi ngudi glri dé dam
b&o tinh duy nhét.
+ ldempotency keys for APIs that may be retried legitimately.
Khoa bét bién cho cac API cé thé dwoc thir lai mot cach hop 1é.

* Implementation Sketch: Verify timestamp window — check and
store nonce/seq (no reuse) — recompute MAC and constant-time compare —

proceed. ,
Xac minh ctra sd d4u thoi gian — kiém tra va lwu trir nonce/seq (khong str dung lai)
— tinh toan lai MAC va so sanh thoi gian khéng doi — tién hanh.
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CORE IDEAL

What symmetric encryption is and why correct key/mode handling matters

+ Plaintext — Ciphertext via an encryption algorithm and a secret key; decryption uses the same key = symmetric cryptography.
Van ban gbc — van ban ma hoa bang thuat toan va khoa bi mat; gidi ma dung cuing khoa = ma hoa déi xing.

»  Security hinges on: choosing a sound algorithm, the right mode of operation, correct handling of keys, IV/nonce, and padding, plus integrity.
An toan phu thudc vao: thuat toan ding, ché dé phu hop, x ly ding khoa, 1V/nonce, padding, va tinh toan ven.

ONE-TIME PAD (OTP)

» Perfect secrecy via XOR; impractical due to key distribution and
reuse risks
Bi mat tuyét déi nhe» XOR; thiéu thuc tién do phan phbi khoa va rui ro tai st
dung

Encryption: M @ K = C and Decryption: M=C @ K
Example:
M = ‘Hi’ = 01001000 01101001 ; K= 11010010 01011010
-> M@ K=C=10011010 00110011

SECURITY CHARACTERISTICS AND LIMITATIONS
» Perfect secrecy if K is truly random, as long as M, and never reused.
Bi mat tuyét di néu K ngau nhién that sw, dai bang M, khéng tai st dung.

* Do not reuse the key: (M; @ K) @ (M, @ K) = M; @ M, leaks structure.
C4am dung lai khod: cong thirc trén 1am 16 cAu tric hai théng diép.

 Impractical: distributing long random keys and managing one-time use.
Thiéu thwc tién: phan phdi khoa dai va quan tri viéc dung mét lan.

ADVANCED ENCRYPTION STANDARD (AES)

» 128-bit block cipher; choose modes to hide patterns and support
integrity
Ma khdi 128-bit; chon mode dé &n méau va hé trg toan ven

Messages are split into 128-bit blocks; last block is padded (e.g.,
PKCSH#7).

Chia di liéu thanh cac khbi 128-bit; khéi cudi dwoc dém (VD
PKCS#7).

Same symmetric key is used for both encryption and decryption.

Dung cung mét khoa déi xirng cho ma hoa va gidi ma.

Identical plaintext blocks — identical ciphertext in naive mode
(ECB) = pattern leak.
Khoi plaintext giong nhau — ciphertext giong nhau néu dung mode
don gian (ECB) = 16 mau.

11
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WHY SYMMETRIC CRYPTO?

The workhorse of modern encryption when applied
properly
"Xwong sdng" ctia ma hoa hién dai khi dung dung cach
 Protects confidentiality for communication over insecure channels
and for data at rest.

B&o vé tinh bi mat khi truyén trén ké&nh khéng an toan va khi di liéu lwu trv.

» High performance and widely supported in hardware and software
(e.g., AES).

Hiéu nang cao, hé tro réng rai & phan cirng va phan mém (VD AES).

KEY ESTABLISHMENT

Algorithms require pre-shared secrets but do not define

how to share them
Thuat toan can khoa dung chung nhuwng khéng chi cach chia sé
« Symmetric schemes assume Alice & Bob already share a secret
key.
g)/éc so d6 dbi xirng gia dinh Alice & Bob da co khoa chung.
« Real-world options: offline exchange, secure channels, or use
asymmetric cryptography (key agreement/transport) to bootstrap
the shared key.

Tuy chon thwc té: trao dbi ngoai tuyén, kénh an toan, hodc ding ma hoa
bat déi xirng (thoa thuan/van chuyén khoa) dé khéi tao khoa chung.

KEY SECRECY KEY SIZE
Encryption only works if the secret stays secret — yet available on Bigger keys resist brute force but are harder to
demand manage
Ma ho4 chi hiéu qua khi khoa gi bi mat — nhwng van s&n sang khi can Khoa I&n khé bj vét can nhwng khé quan tri
» Protect keys at rest and in use: secure storage (HSM/KMS), access control, Ma hoa chi hiéu qua khi khoa gilr bi mat — nhung van san
auditing, rotation. sang khican _
Bao vé khoa khi luu va khi dung: kho Iwu trir an toan (HSM/KMS), kidm soat truy cap, * Larger keys — higher computational cost to guess;

audit, luan chuyén.
* Minimize exposure: derive sub-keys (e.g., HKDF), avoid long-lived
broad-scope keys.

Giadm phoi 16: sinh khoa con (VD HKDF), tranh khoa séng lau/pham vi réng.

one-time pad is theoretically ideal but impractical.
Khoa I&n — chi phi tinh toan vét can cao hon; one-time pad ly
twdng vé ly thuyét nhwng thiéu thwe tién.
* Choose modern defaults (e.g., AES-128/256) based on

» Ensure availability with disaster recovery plans; design for least privilege. security requirements and performance.

DPam bao sdn sang vdi ké hoach DR; thiét ké theo nguyén tac it d&c quyén.

Chon méc dinh hién dai (VD AES-128/256) tuy y&u cau an
toan va hiéu nang. 12
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Asymmetric Encryption

WHAT IS ASYMMETRIC ENCRYPTION?
A counter-intuitive one-way setup: anyone encrypts to you; only you

decrypt
M6t co ché “mét chiéu” nguoc truc giac: ai cling ma hoa glri ban; chi ban méi giai
ma.
+ Uses a key pair: a public key (shared) for encryption and a private key (secret) for
decryption.

Dung cép khod: khoa céng khai (chia s&) d& ma hoa va khoa bi mat (giir kin) dé giai ma.
* Knowing one key doesn’t reveal the other; the two transformations are inverse
functions.
Biét mot khoa khoéng suy ra dwoc khoa kia; hai phép bién dbi 1a nghich dao cla nhau.

KEY ESTABLISHMENT

Algorithms require pre-shared secrets but do not define how
to share them
Thuat toan can khoa dung chung nhwng khéng chi cach chia sé
+  Symmetric schemes assume Alice & Bob already share a secret key.
Céc so dd dbi xirng gia dinh Alice & Bob da c6 khoa chung.

» Real-world options: offline exchange, secure channels, or use
asymmetric cryptography (key agreement/transport) to bootstrap the
shared key.

Tuy chon thuc té: trao doi ngoai tuyén, kénh an toan, hoac dung ma hoa
bat doi xtrng (thoa thuan/van chuyén khod) dé khéi tao khoa chung.

RSA — CORE IDEA SECURITY NOTES — PADDING & RANDOMNESS
Easy to multiply big primes; hard to factor the product Public keys enable guessing attacks; randomized padding defeats
(trapdoor function) them
Nhan sb nguyén t6 I&n thi d&; phan tich thwra sb cua tich d6 thi cuc Khoa codng khai tao diéu kién doan mau; padding ngau nhién sé& hoa giai
kho (ham bay) «  With public key known, attackers can test likely messages
* Pick random large primes p, q; compute N = p-q (keep p, q secret). (chosen-plaintext). Textbook RSA is deterministic.
Chon cac s6 nguyén to I&én ngau nhién p, q; tinh N = p-q (gi¥ kin p, q). Vi khoa cong khai ai cling biét, ké tan cong co thé thir cac thong diép doan trwdc
» Derive key pair (e, d) from N and ¢(N); publish (N, e); keep d secret. (chosen-plaintext). RSA “sach gido khoa” |a tat dinh.
Suy ra cap khoa (e, d) tir N va @(N); cong bb (N, e); git kin d. « Mitigation: use randomized padding (e.g., RSA-OAEP) so the same message
* Inverse property: D(E(x)) = x and E(D(x)) = x for 0 < x < N. encrypts to different ciphertexts.
Tinh nghich dao: D(E(x)) = x va E(D(x)) = x v&i 0 < x < N. Giam thiéu: dung padding ngau nhién (VD RSA-OAEP) dé cung mét théng diép cho ban
ma khac nhau.
RSA Encrypt and Decrypt Do not roll your own RSA. Use library primitives like RSA-OAEP for encryption
Encryption (Bob — Alice): C = E4(M) using Alice’s public key. and RSA-PSS for signatures.

C = E,(M) dung khoa cbéng khai cta Alice.
Decryption (Alice): M = D,(C) using Alice’s private key. ky).
Giai ma (Alice): M = D,4(C) dung khoa bi mat cta Alice.

Khoéng ty cai RSA. Dung primitive thw vién nhw RSA-OAEP (ma hoa) va RSA-PSS (chiy



Ffi‘-{mmw Digital Signatures (Authenticity / Non-Repudiation)

WHAT AND WHY? EXAMPLE - SIGN & VERIFY

Same key pair as encryption; only the signer can compute the
signature function

Authenticity and non-repudiation — next to confidentiality in
importance

Xac thwe nguén gbce va khong thé chdi bd — quan trong chi sau tinh bi mat Dung cuing cap khoa nhw ma hoa; chi nguwdi ky méi tinh dwoc ham chiy ky
« Digital signatures give the receiver assurance a message is truly « Signing (Alice): S = S_A(M) using Alice’s private key.
from the signer. Ky (Alice): S = S_A(M) diing khoa bi méat cta Alice.
Chi ky s6 bdo dam nguoi nhan rang théng diép thue sw dén tor ngudi ky. « Verification (Bob): check whether M = V_A(S) using Alice’s
+ They also serve as evidence if the signer later denies having sent public key (and N).
it. Kiém (Bob): kiém tra M = V_A(S) dung khoa céng khai ctia Alice (va N).
Péng thoi 1a bang chirng néu ngudi ky vé sau phl nhan viéc da gui. Signed by 4 Ex: SHA-256 without key
«  Signatures are independent of encryption: you may sign, encrypt, | MessageM | h=hash(M) > S=Sign(hprivate,) >  Send(M,5)toB |
or both.
Chir ky doc lap véi ma hoa: co thé chi ky, chi ma hoa, hoac lam ca hai. [ Reg‘j‘;e M~ W=hash() > Verify(i',Spublicy) > ok? |

PUBLIC VERIFICATION & EVIDENCE
Anyone with the public key can verify without exposing

SYMMETRIC VS ASYMMETRIC

Why only asymmetric enables signatures while revealing no secrets in
any secret ] verification
Ai c6 khoa cbéng khai cling kiem dwgc ma khong 16 bi mat ) Asymmetric
» Verification uses only the public key, so Bob can prove Symmetric sign
Alice signed a message to a third party without risking E@j Private key
her private key. decrypt
Viéc kiém chi dung khoa cdng khai, nén Bob c6 thé chirng minh -
Alice da ky v&i bén thir ba ma khong rui ro 16 khoa bi mat. I ~Y Signature
+ Contrast: symmetric keys are shared by both parties, so [ Secret key } [@fﬂ \
true signing is not possible. ’ encrypt
v@i khoa doi xirng la dung chung, nén khéng thé co chir ky r

\ 4 ‘
ding nghia. Public key
Ciphertext

~ @@

verify 14
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Digital Certificates

WHY DIGITAL CERTIFICATES?

Problem: how to announce and trust a public key at Internet scale?

Van dé: cong bd va tin cay khoa céng khai & quy md Internet nhw thé nao?

» Publish one public key for everyone — but it must be trustworthy.
Co6ng bd mot khoa cong khai cho moi ngudi — nhwng phai déang tin

SigRoot=Sign(SkRoot)
Siginter = Sign(SkRoot/Skinter) ; verify(Siginter: kaoot/pkinter)

Root CA (self-signed)
in trust store v _
Pkroot — trust store " Intermediate CA certificate | signed
signed by Root/upper CA | i

End-entity certificate ‘

Sigena = Sign(Skinter) ; verify(Sigena, PKinter) ‘ Public key of Alice

WHAT INSIDE A CERTIFICATE?

» Subject (e.g., "Alice", domain, email), Subject Public Key Info
(SPKI).
Chu thé (VD "Alice", tén mién, email), SPKI.
» Issuer (CA), Validity (notBefore/notAfter), Serial, Extensions (Ke
y Usage, SAN...). ,
Bén cap (CA), Hiéu lwc (notBefore/notAfter), SO sé-ri, Mé rong (Key Usage,
SAN...).
« CAsigns the digest of the certificate — authenticity.
CA ky digest cua chirng thwr — xac thuyre.

CERTIFICATE AUTHORITIES (CA) & ROOT STORES

CAs sign certificates; operating systems and browsers trust a
setof root Cas. ,
CA ky chirng thuw; hé diéu hanh va trinh duyét tin mét tap CA goc.
« A CApublishes its own root certificate (self-signed) and is
distributed in trust stores. ,
CA cbng bo chirng thw goc (tw ky) va dwoc phan phoi trong kho tin cay.
» CAs collect applicants’ public keys and issue signed
certificates that bind identity — key.
CA thu rjhén khoa cong khai ctia ngwéi dang ky va phat hanh chirng thw
da ky gan danh tinh — khoa.

ISSUANCE & VALIDATION FLOW

[ Alice J | CA/Tmuststore | [ Bob
Generatje key pair : :
pk 4+ identity details R
Checks identit;/; sign issue certy
‘ certy ‘
certy

L]

validates cert, éusing pky

15
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WHAT IS KEY EXCHANGE?

Share a secret while Mallory sees all the traffic

Chia sé bi mat trong khi Mallory nhin thay toan bé lwu lvgng

* No pre-shared secret, no trusted CA required to start. -
Khéng can khoa dung chung tw trwde, cling khdng can CA dé bat dau.

* DH lets Alice & Bob derive the same secret from different

one-time values they sent publicly.
DH cho phép Alice & Bob suy ra cing mét bi mat tir cac gia tri mot 1an g

cong khai.

WORKED EXAMPLE (SMALL NUMBERS)

p =619 =2 0K? -

Alice
—
° o
O

2°mod 61 = 64 — 61=3

27 mod 61 = 128 — 2x61 = 6

—

1

—

(gb)a(mod p) = 6°mod 61 =52

(9®)?(mod p) = 37 mod 61 = 52

Key Exchange — Diffie and Hellman

DIFFIE AND HELLMAN KEY EXCHANGE ALGORITHM

Openly agree (p, g), exchange powers, derive the same secret
Cbng khai thong nhat (p, g), trao doi lly thira, suy ra bi mat giong nhau

Agree publicly on a prime p and a base g where 1 < g < p.
Alice picks random a, sends A = g% (mod p).

Bob picks random b, sends B = g” (mod p).

Alice computes S = B%(mod p); Bob computes S =

AP (mod p).

5. Both get the same S (discrete-log trapdoor).

Use large safe primes and a generator g; choose a, b via a CSPRNG.
Dung s nguyén t6 lén va g phi hop; chon a, b bang CSPRNG.

B wnh =

MODERN PRACTICE — ECDH & TLS

Ephemeral ECDH, forward secrecy, and hybrid with symmetric
crypto - , ,
ECDH tam thoi, bi mat chuyén tiép, va két hgp véi ma hoa doi xirng.
* Most systems use ECDH for performance and smaller keys.
Da s0 hé thong dung ECDH vi hiéu nang va khoa nhé.
 Ephemeral (DHE/ECDHE) keys yield forward secrecy — past
sessions stay safe if a long-term key leaks.

Khoa tam th¢i (DHE/ECDHE) dem lai forward secrecy — phién cii van an
toan néu khoa dai han ro ri.

« TLS: perform key exchange over TCP, derive a shared secret, then

switch to symmetric ciphers (e.g., AES-GCM).
TLS: trao d6i khoa qua TCP, suy ra bi mat chung, sau d6 dung ma dbi xirng
(VD AES-GCM).

RN
(@)
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KMS OVERVIEW

Create
*

Use

—

Key Management Lifecycle

Rotate Retire

CREATE — ENTROPY & STORAGE

Generate with CSPRNG/KMS; store in HSM/KMS/Vault; enforce

separation of duties
Sinh bang CSPRNG/KMS; lwu hardware security modules/KMS/Vault; tdch nhiém
vu

 Use CSPRNG or KMS to generate keys; label purpose/scope

(CMK vs DEK).
Dung CSPRNG/KMS sinh khod; gadn nhan muc dich/pham vi (CMK vs DEK)

* Protect material in HSM or managed KMS; access via

roles/policies (SoD).
Lwu trong HSM/KMS; truy cap qua vai tro/chinh sach (tach nhiém vu)

ROTATE — POLICY & PROCESS

Periodic/triggered rotation; re-wrap vs re-encrypt; escrow &
backups ,

Luan chuyén dinh ky/khi c6 sw cO; re-wrap hay re-encrypt; ky quy & sao lwu

+ Policy e.g., DEK: 90 days, CMK: 12 months, or on compromise/role

change.
Chinh sach: VD DEK 90 ngay, CMK 12 thang, ho&c khi cé su c6/ddi vai tro.

* Prefer re-wrap DEKs with new CMK to avoid re-encrypting large
data; re-encrypt on algorithm change.
U'u tién re-wrap DEK; re-encrypt khi doi thuat toan
* Maintain escrow/backups for disaster recovery with strict SoD and

access logging.
C6 escrow/backup véi SoD va log chat.

USE — ACCESS & ENVELOPE

Least privilege for decrypt/encrypt; envelope encryption maps

CMK«—DEK«~Data
it d&c quyén cho decrypt/encrypt; bao boc khoda CMK«DEK«—D@ liéu

* App requests decrypt of wrapped DEK (never sees CMK); uses

DEK in memory, then zeroizes.
ng dung yéu ciu gidi boc DEK (khéng thdy CMK); dung DEK trong RAM
roi xoa sach;
« Tag ciphertext with key-id, alg, creation-time.
gan nhan key-id, alg, creation-time

RETIRE — REVOKE & SECURE DELETION

Disable, schedule deletion; crypto-shred by destroying key
material; keep proofs ‘ ‘
Vo hiéu, 1én lich xda; "crypto-shred" bang cach hay vat liéu khoa; lwu bang chirng
* Revoke old keys (disable for decrypt); set deletion windows;
purge cgches/replicas. 7
Thu hoi khoa cii; dat ctra s6 x6a; don cache/ban sao
* Produce deletion certificates; keep audit trail of who approved,

when, and what was destroyed.
Tao chirng chi x6a; lwu vét kiém toan.
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DATALIFECYCLE - OVERVIEW

Phases: Collect —

Data Lifecycle & Policy Alignment

— Share — Store —>{ Archive/Delete

)

Controls: Retention / TTL Telemetry allow list Purpose limitation Encryption at rest Secure deletion
Retention / TTL Secure Deletion
« Define policy per data class (e.g., logs: 30-90d, PII: 12—24m with * Crypto-shred: destroy keys (DEK/segment keys) — ciphertext
justification). unusable.

* Implement TTL/retention in DB/object store;
track created_at, ttl_expires_at.

* For plaintext replicas/indexes/caches: schedule purge; verify
and log evidence.

Chinh sach theo 16p di liéu (VD log: 30—90 ngay, PlI: 12—24 thang c6 ly do). Crypto-shred: huy khoa (DEK/segment) — ban mé v6 dung; don ban

Ap dung TTL trong DB/kho dbi twong.

Encryption at Rest
» Use DEK for content; wrap with CMK;
store key-id and alg alongside ciphertext.
» Protect backups/archives with same policy;
test restores respect encryption.
Dung DEK méa hoa di¥ liéu; boc
bang CMK; Iwu key-id/alg; ap dung cho
backup/archiving.

sao/chi muc/cache, ¢c6 log bang chirng.

Purpose Limitation Telemetry Allow list
» Tag data with purpose and lawful_basis; + Define allowed events & fields (e.g., counters,
block queries outside allow-list. performance) — no raw identifiers.

Break glass flow with approvals & audit for . Hash/tokeplze _|f needed; strip payloads; review
. changes via privacy change control.
exceptional access.

~ < _ } Dinh nghta sy kién/trwong duwgc phép (dém,
Gan nhan purpose/lavyful_basm; chan hiéu nang) — khang dinh danh thé; bam/an
truy van ngoai danh trang; quy trinh danh néu can; kiém soat thay dbi.
"break glass" c6 duyét & audit.
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ANTI PATTERNS TO AVOID

Common crypto mistakes that create exploitable weaknesses
« ECB mode, nonce/lV reuse:
v ECB encrypts each block independently — identical plaintext blocks =
identical ciphertext; leaks patterns, enables replay/chosen-block tricks.
v"Reusing IV/nonce with the same key in stream/AEAD modes
(GCM/ChaCha20-Poly1305) breaks confidentiality and can allow tag
forgery. )
ECB 16 mau; tai str dung IV/nonce v&i cung khoa cé thé lam 16 di¥ liéu va gia mao
tag.
* Weak Randomness :

v' Time-seeded PRNGs are predictable — attackers can guess

keys/nonces/tokens.

v" ldentifiers like UUIDv1 embed time/MAC; not suitable for secrets.
PRNG dwa thoi gian dé doan; UUIDv1 chira timestamp/MAC, khdng dung cho bi
mat.

+ Keys — Hard-coding, Missing Rotation/Revocation:

v" Hard-coded or shared keys leak via repo history, logs, or build artifacts.

v No rotation/revocation = compromised keys remain valid indefinitely.
Khoa hard-code deé ro ri; khdng xoay/thu hoi khién khoa 16 van dung dwoc.

» Signatures & JWT — Verification Pitfalls

v Algorithm confusion: accepting token-declared alg (e.g., RS«—HS)

or alg=none.

v" Unpinned JWKS: trusting attacker-controlled jku;

skipping iss/aud, exp/nbf, jti. )
Nham thuét toan, tin JWKS tuy y, bé qua kiém tra th&i gian/audiencel/jti.

Error Handling:
v" Uniform client errors; detailed reasons only in
server logs , ,
Théng diép 16i dong nhat cho client; chi tiét chi ghi log
may chu
v Different messages reveal state (user exists?
key valid?) — enumeration/oracles.
v' Timing/format differences can leak verification
results.
Thoéng diép/dd tré khac nhau lam 16 théng tin.
Predictable IDs & Timestamp Tokens
v' Sequential IDs enable scraping/inference of
activity volume and relationships.
v' Timestamps used as tokens/nonces are

guessable and may collide.
ID tuan tw dé do; timestamp lam token/nonce c6 thé
doan duorc.
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G« Using Crypto(Session Wrap-Up)

CRYPTO TOOLBOX

What each tool give you

*  CSPRNG — unpredictable bits.

* Digests / MAC — integrity & equality tests.

*  Symmetric crypto — fast confidentiality.

*  Asymmetric crypto — public/private key tricks (encrypt for, or verify from).
* Digital signatures — authenticity + non-repudiation.

* Certificates (PKI/CA) — share public keys safely.

* Keyexchange (DH/ECDH) — agree secrets over open networks.

PRACTICAL RECIPES — IN TRANSIT & INTEGRITY

Confidentiality + integrity with existing services

B&o mat & toan ven bang dich vu sdn ¢

* Internet link: use TLS 1.3 (ECDHE + AEAD). kénh internet dung TLS 1.3.
» Message integrity: sign or use HMAC. toan ven: chiz ky/HMAC.
 Endpoint auth: certs/JWKS + iss/aud/exp/nbf/jti. xac thuc dau cudi.

LIMITS — METADATA & TRAFFIC ANALYSIS FORWARD LOOK — MATH & MACHINES EVOLVE
Even encrypted systems leak patterns Algorithms may be broken; quantum is a
(size, timing, frequency) looming factor
Ngay ca khi ma hoa, van c6 thé 16 mau (kich Thuat toan/hardware tién hod; nguy co lwong tir
thwoce, thoi gian, tan suat) trong twong lai
+ Example: motion-trigger camera — low » Track deprecations, rotate to modern
traffic when nobody’s home. curves/AEAD; avoid DIY crypto.
Vi du: camera phat hién chuyén dong — Theo di thuat toan bi loai; xoay sang giai
lwu lwgng gidm khi vang nha. phap hién dai; tranh tw ché.
+ Mitigate: batching, padding, cover traffic, » Post-quantum: plan crypto-agility; inventory
and access patterns minimization. keys/certs/usages.

SECURITY VS THE “5%$ WRENCH”
Strong crypto shifts attackers to circumvention
Mat ma manh khién ké tan cdng vong tranh qua con ngwdi/quy trinh
+ Takeaway: Use crypto correctly, and harden the surrounding
people/process.
Thong diép: Dung crypto ding céch, gia cb6 con ngwdi/quy trinh.

PATTERN — ENCRYPT EARLY, DECRYPT LATE

Frontend encrypts with public key; only a hardened backend

holds the private key

Ma hoa som & frontend (khda céng khai); giai ma muén & backend (khoa

bi mat)

* Flow: FE receives credit card — encrypt with gateway public
key — pass opaque blob through services — decrypt only
inside PCl-zone host with private key.

FE nhan thé — ma hoa bang public key — truyén nhw blob — chi
giai ma trong vung bao vé.

+ Benefit: Most code never sees plaintext; limits blast radius.

da s6 code khong thay di liéu rd; gidm rai ro.

PATTERN — SPLIT STORAGE (DATA VS KEY)
Encrypted backups with provider; keep keys in your own vault
Gwi ban ma cho bén Iwu triv; gitr khoa & két cta ban
« Trusts: provider « integrity/availability; you «<» confidentiality
via key custody.
nha cung cap chiu trach nhiém toan ven/san sang; ban gilr bi mat
nh& gilr khoa.
* Practice: envelope encryption (DEK~CMK via KMS/HSM);
test restore w/ encryption intact.
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