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Recap: Threat Modeling

CONCEPT & MEANING

* Adversarial perspective: stop thinking like builders; see code +
components + data flows across trust boundaries.
Goc nhin dbi khang: nhin hé thdng nhw ma + thanh phan + ludng div
liéu qua ranh gi&i tin cay.
* Focus on assets & attack surface: prioritize high-value
data/services/privileges; list entry points & interfaces.
Tap trung tai san & bé mat tn cong: wu tién di liéu/dich vu/quyén gia tri
cao; liét ké diém vao & giao dién.
* Four Questions (Q1—Q4)
* STRIDE for Threat Classification
v Per entry point: ask 6 questions (S/T/R/I/D/E).
M&i diém vao: héi di 6 cau STRIDE.
* Misuse/Abuse cases: write reverse stories + detection criteria;
map to STRIDE & owners.
Tinh hubng lam dung: story d&o + tiéu chi phat hién; anh xa
STRIDE & gan phu trach.

Where STRIDE fits (Matching with 4 Questions)

ILLUSTRATION

STRIDE «~ CIA & AAA

Three map to CIA; three to AAA (Gold Standard).
Ba hang muc anh xa CIA; ba hang muc anh xa AAA.
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Q3: What will we do? map to controls

Q4: Did we do a good job? evidence & tests
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State how mitigations make attacks less likely, harder, less harmful, or more detectable, and commit to carrying
them through SDLC quality gates with evidence
Xac dinh mitigation lam tan cong it xay ra, kho hon, it gay hai, hoac de phat hién, va gan chung vao cac cong chat lwong
SDLC kém bang chung.
Prioritize structural mitigations: minimize attack surface and data exposure, narrow windows of vulnerability, and
protect interfaces/communications/storage. ,
Wu tién bién phap mang tinh kién truc: giam bé mat tan cong & phoi bay di liéu, thu hep “ctra s6” dé ton thwong, va bdo vé
giao dién/két nbi/lwu triv.
Embed patterns like Least Privilege, Defense in Depth, Least Information, Complete Mediation, Fail Securely,
and Allowlists-over-Blocklists in everyday decisions.
Ap dung cac mau nhu Déc quyen toi thiéu, Phong thi nhiéu Iép, Thong tin toi thiéu, Trung gian hoan chinh, Fail-secure va
Danh sach cho phép trong quyét dinh thiét ké & trién khai.
Recognize recurring risky choices—Confused Deputy, Backflow of Trust, Third-Party Hooks, Unpatchable
Components—and replace them before they harden into debt.
Nhan dién va thay thé s&m cac phan mau—Confused Deputy, Dong tin cay chdy ngwoc, Hook bén thty ba, Thanh phan
khong thé va—trwde khi thanh no ky thuat.
For every selected pattern/anti-pattern decision, produce test results, logs, and configuration proofs to pass
SDLC gates.

V&i méi quyét dinh vé mau/phan mau, xuat trinh két qua kiém thir, log va céu hinh dé vwot qua cac
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DEFINITION

Proactive response to risk

« Make attacks less likely, harder, less harmful, or more
detectable (faster response).
Lam tAn coéng it xay ra, kho hon, it gay hai, hoac dé phat hién (phan (rng
nhanh).
* Not elimination: removing a risk is removal, not mitigation.
Khéng phai loai bd: xoa han rui ro la removal, khédng phai mitigation.

Design maxims: reduce - resist * recover — shrink surfaces, add
independent layers, prepare for rapid recovery.

thu nhd bé mat, phong thi nhiéu I&p, chuan bi phuc héi nhanh.

ILLUSTRATION — REDUCE « RESIST « RECOVER

-
Internet/User ‘ Boundary: WAF / API GW ‘
> reduce: authN/Z « rate-limit ¢
\ quotas ‘
N /
\ 4
e N
Audit » Monitoring * IRIDR App Service
---------- resist: least privilege * scopes °
pagination
N J

Three complementary levers across the boundary and services to evidence & response.
Ba don bay bd trgr qua ranh gi&i va dich vy, gan véi bang chirng & phan rng.

Mitigation — Definition & Design Maxims

TEMPLATE

Describe the mitigation thoroughly

» Target threat & risk (Likelihood x Impact): name the STRIDE
type + concrete scenario; state Lx/ (e.g., HighxHigh) and short
rationale.

De doa muc tiéu & rii ro (Kha nang x Tac dong): Pe doa & rui ro: néu
kieu STRIDE + tinh hudng cu thé; ghi Lx/ va ly do ngan gon.

« Asset / boundary / flow where it applies: reference DFD
nodes/edges and trust boundary IDs (e.g., D1—P2 via TB-API).

Tai san / ranh gi¢i / ludng ap dung: tham chi€u nut/canh DFD va ma
ranh gidi tin cay.

* Mechanism: named pattern/control + key configuration: use a
named pattern/control with key params (e.g., APl GW rate-limit
60 req/min/token). 7

Co ché: néu pattern/kiém soat c6 tén va tham so chinh

* Injection point (code/ infra/ pipeline): where it lives
(service/repo/path, Terraform/WAF policy, pipeline step).

Diém chén (méa/ha tang/pipeline): vi tri trién khai (service/repo/duéng
dan, Terraform/WAF, buéc pipeline).

« Evidence: tests, logs, reviews, signatures: list tests
(unit/integration), policy-as-code, log schema + sample, alert rule.

Béng chirng: liét ké test, policy-as-code, schema log + vi duy, rule canh
bao

» Residual risk & assumptions; human factors & usability: what
remains out of scope; dependencies; human/usability trade-offs.

Rui ro con lai & gia dinh: phan chwa bao phu; phu thudc; danh déi vé
kha dung.
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SDLC MAPPING
From candidate mitigations to implemented controls

» Spec/Architecture: create a catalog of candidate mitigations;

attach to key flows & entry-points by boundary/asset. ‘ ’
Dac ta/kién truc: lap danh muc bién phap tng vién; gan vao luéng & diém
« SDR (Security Design Review): review TM vN and architectural
placements; confirm owners/dgtes; approve to build. ,
SDR: ra Threat Model vN Yé diérp dat bién phap trong kién tric; choét cha
s& hiru/ngay; phé duyét dé chuyén sang xay dwng.
« Construction & Testing: move from description
to code/config/infra; accumulate verifiable evidence via
tests/logs/reviews. ) , ‘
Xay dwng & Kiém thir: ’Chu,yén tr md ta sang mé/cau hinh/ha tang;
gom bang chirng co thé kiém chirng (test/log/review).
* Pre-FSR: show updated Threat Model + test/config
evidence + SBOM/CVE posture + Bug Bar met.

Trwdc FSR: chirng minh Threat Model cdp nhét + bang chimng test/cau
hinh + SBOM/CVE + Bug Bar dat.

Claim — Argument — Evidence: each control states a claim,
backs it with a clear argument (threat/placement/mechanism), and
provides verifiable evidence (tests, logs, reviews).

Claim — Argument — Evidence: mS}i kiém soat néu tuyén bd, 1ap luan (de
doalvi tri/co ché), va bang chirng kiem chirng (test, log, review).

SDLC MAPPING

From candidate mitigations to implemented controls

* SDR (Security Design Review): completeness of design docs & DFD; top
risks mitigated at the right architectural points; owners/dates set.
SDR: day du thiét ké & DFD; rui ro I&n dwoc xr ly dung diém kién truc; cé chi
s& hiru/ngay hoan thanh.
* Bug Bar: Critical/High = 0 before ship; Medium has mitigation & scheduled
fix; Low has an owner.
Bug Bar: Critical/High = 0 trwéc khi phat hanh; Medium c6 bién phap & lich stra;
Low c6 chu s& hivu.
* FSR (Final Security Review): decision packet shows TM-vN, test results,
configs, SBOM/CVE status; Go/No-Go/Risk-Accepted recorded.
FSR: hd so quyét dinh gdm TM-vN, két qua kiém thtr, cAu hinh, SBOM/CVE; ghi
nhan Go/No-Go/Risk-Accepted.

[ Spec/Architecture H SDR H Code }

Catalog mitigations Design review Code/config/infra

A4

FRS Test }

Test & evidences

Controls progress left—right; gates require evidence packets (TM, tests, configs,
SBOM/CVE, Bug Bar).

Kiém soat tién hoa trai—phai; céng yéu cau hd so bang chirng (TM, test, cau hinh,
SBOM/CVE, Bug Bar).
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DEFINITION & WHY IT MATTERS
Attack surface = all entry points an attacker can interact with

» After identifying surfaces, harden the "outer shell" and reduce how much
code/data each entry point touches.
Khi da nhan dién bé mat, gia cb “vé ngoai” va gidm lwong code/di liéu bi cham
t&i tir mbi diém vao.
+ Unify duplicate interfaces so there’s less code that can harbor bugs.
Hop nhét cac giao dién trung 18p dé gidm ma co thé chira 16i.
CONCRETE MOVES
* Move from anonymous/public API to authenticated API; enable traceability &
rate-limits.
Chuyén tr APl méc dinh mé sang API yéu cau nhan dang/xac thuc; hé tro truy
vét & gidi han tan suét.
+ Disable rarely used remote admin; prefer on-prem/wired access when
needed.
\V/6 hiéu hoa cAu hinh quan tri ttr xa it dung; wu tién truy cap cé day khi can.
+ Consolidate enforcement at a gateway/guard (PEP) — authN/Z, input
contracts, quotas, audit.
Tap trung cwéng ché tai gateway/guard — xac thwc/uy quyén, hop déng dau
vao, han mure, ghi vét.
* Reduce exposure in deployment: put what you can behind firewalls; minimize
open ports/services.
Giadm phoi bay khi trién khai: dwa tdi da dich vu vao sau tuong Itra; téi thiéu
cbng/dich vu mé.

Structural Mitigation Strategy — Reduce Attack Surface

EXAMPLES

Unify and Guard Entry Points

‘ Internet/Clients ‘

Before After i
API Gateway }

Internet/Clients

AuthN/Z e Rate-limit ® Audit
r'd
Jexport [ /admin ] lexport

Network Segmentation

Internet/Clients % /

Y % ~~~ Admin Application

" Private IP
= =~ A 4
Database

W a ~ X~ R
Sale Application | Private IP
Public IP:443 I

\ VPN /

Private subnet \

Public subnet“

Don’t over-trust intranets: treat them as lower-risk surfaces, not fully trusted. For kiosks/devices, the exterior (screen/buttons) is a physical attack surface — define safe

behavior in untrusted environments.

DPuirng tin tuyét dbi intranet: coi nhw bé mat rdi ro thap, khdng phai “an toan tuyét déi”. Vi thiét bi/kiosk, phan bén ngoai (man hinh/nat bam) la mat phéng tan céng vét ly — can

dinh nghia ré hanh vi an toan trong mai trwong khéng tin cay.
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PRINCIPLE

Minimize the time and scope during which high privilege
or risky exposure exists

« Just-in-time (JIT) elevation: assert privilege at the last responsible moment; revertimmediately after use.
Nang quyén dung ltc (JIT): chi ndng dac quyén ngay trwéde khi can; ha ngay khi xong.
« Short-lived credentia[s & sessions: tokens/leases with tight TTL; frequent rotation; avoid long-lived admin sessions.
Théng tin xac thwc ngan han: TTL chat; xoay khoa thwdng xuyén; tranh phién quan tri kéo dai.
* Small critical sections: split sensitive flows; check pre-conditions (MFA, risk/context) before entering; release resources on exit.
Boan quan trong ngan: tach phan nhay cam; kieém tra tién diéu kién (MFA, rai ro/nglr canh); giai phong tai nguyén khi thoat.
* Context limits: daily caps, business hours, geo/tenant/currency constraints to cap worst-case impact.
Gi¢i han nglr canh: han mirc/ngay, khung gid lam viéc, khu viec/tenant/loai tién... dé gi¢i han thiét hai toi da.

EXAMPLES

Pre-assigned URL

User ‘

Url valid for60s -

I A

App Object Store
1) Request upload

»

2) Create pre-assigned UF\:L (TTL 60s)

»

JIT Change Email 2) OTP Verify'

User H App OTP /IDP JIT Broker Profile Service

1) Request change 3) Issue JIT (TTL 5m, scope = change_email)

»

4) Perform change with JIT

»
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PRINCIPLE

Collect, process, and reveal the minimum
necessary data

Least Information: request/access only what the task needs;
do not pass extra fields around by habit. ‘ ‘
It théng tir] nhat: chi yéu cau/truy cap dang phan di¥ liéu can;
tranh truyén thém trwdng thira theo thoi quen.
Short residency: avoid keeping sensitive values (passwords,
tokens, PIl) in memory longer than needed; wipe local caches
after use.
Thoi gian toén tai ngan: tranh gilr lau thong tin nhay cdm trong
bd nhé; xoa cache cuc bd sau khi dung.
Storage lifecycle: explicit retention + secure deletion (shred)
upon expiry; encrypt raw logs/objects; rotate keys regularly.
Vong doi lwu triy: dat th(‘yi han Iwu rd rang + xoa an toan khi hét
han; ma hoa di¥ liéu gbc; xoay khoa dinh ky.
Observability with privacy: default to filtered logs; unfiltered
access only with approval; logs are append-only and
auditable.
Quan‘sét tébn trong riéng tw: mac dinhjlog da loc; chi rpc’y
log day du khi co phé duyét; log chi-bé-sung va cé thé audit.

EXAMPLES

API design: RequestCustomerData(id, items=["name",
— {name, zip} (not the full record).
Thiét ké API: chi tra vé cac trwéng yéu ciu thay vi ban ghi day
du.
Logs: store filtered views (e.g., country instead of IP); keep
raw encrypted; grant temporary unfiltered view by tokenized
approval.
Log: lwu ban da loc (vd: qudc gia thay vi IP); ban gbc ma hoa;
m& tam ban day du qua phé duyét cé token.

zip"])

EXAMPLES

Least Information
* Hide PII

Token has been sent to your email: [

Structural Mitigation Strategy — Minimize Data Exposure

f****y**u@***i I .Com

You token will be expired in 5 minutes.

Did not receive the email?

« API Design for query data

[ Application }4—[ Application Service J—@

{id,name}

Storage Lifecycle

[ Producer App } ‘ Storage Service ‘

PUT object(retention = 7d)

»

{id,name,gender,dob,email,phone,address}

KMS ‘ Retention Scheduler ‘

"' Request DEK (wrapped by KEK)

<

>

Return DEKenc + key id

Encrypt(obj, DEK) > Store blob
meta: retention=7d

Audit: stored(encrypted)

L

Rotate KEK
Periodic

A

Secure delete(shred)
Destroy DEK wrapping

T+7d: delete by policy

>

Audit: stored(shred)

>
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Why policy matters. OS file permissions are all-or-nothing and tied to process owners, not modern web/microservice principals. Define an ideal access policy (who/ what

/when/where/how much) independent of platform quirks then enforce via guards.

Quyén hé diéu hanh kiéu tat -ca-hoac-khéng gan véi tién trinh, khéng phu hop web/microservice hién dai. Hay dinh nghia chinh séach truy cép ly tuéng (ail/cai gi/khi nao/&

dau/bao nhiéu) doc lap nén tang; réi cwéng ché qua diém chan.

CONCEPTS
From OS ACLs — Fine-Grained Access Policy

* Problem. One process often serves all users — needs access to all data all the
time; any vuln risks everything.
Van dé. Mét tién trinh phuc vu moi ngwdi dung — can quyén t&i moi di liéu moi
luc; 16 héng de doa toan bo.
* Policy before controls. Start from principals/needs; express proper access
precisely (resource, action, conditions, limits).
D4t chinh sach trwdec co ché. Xuét phat tir chi thé/nhu ciu; mé ta dung quyén truy
cap (tai nguyén, hanh dong, diéu kién, gidi han).
* Dimensions to use. Per-minute/hour/day caps; data volume limits; business
hours; peer/historical anomaly thresholds.
Chiéu do han ché. Tran theo phut/gi®d/ngay; gidi han dung lwong; gid lam viéc;
ngwdng bat thwdng so véi ddng nghiépl/lich sir.
* Iterate. Start lenient for observability — tighten as you learn.
Lap cai tién. Bat diu néi d& quan sat — siét dan theo thwc té sir dung.

DECOUPLING POLICY FROM ENFORCEMENT

MODELS *BASED ACCESS CONTROL
RBAC vs ABAC vs PBAC

Model Idea Pros Cons Example

R(Role)BAC Grant by role Simple; auditable Coarse; role =="Agent' —

poor read:Customer
context.

A(Attribute)BAC Decide Flexible; Policy dept =='Care' & time
by afttributes of context-aware. complexit in business hours
subject/object/e y.
nv.

P(Policy)BAC Central policy  Uniform; testable;  Infra allow if risk<=low;
(XACML/OPA); decoupled. overhead mask PII; cap
obligations & 100/day
limits.

‘ Client \ q PEP/Gateway
User/Service | \ AuthN + gather context

PDP (policy engine)

Policy Store (RBAC/ABAC/PBAC)

Access denied

Access granted

E Deny 403

@&y
A

Enforcer
masking, rate caps,

Resource

Audit (append only)

] 10




Gib== nterfaces - Trust Boundaries & Security Focus

Why boundaries matter. Components connect via interfaces (network, process, in-process). Interfaces expose flows and create clear places to
add mitigations—especially where lower-trust calls into higher-trust.

Vi sao ranh gigi quan trong. Thanh phan ndi nhau qua giao dién (mang, tién trinh, trong tién trinh). Giao dién 16 luéng va tao diém dé chén kiém
soat—dd&c biét khi mién tin cay thap goi vao mién cao.

CONCEPTS INTERFACES LANDSCAPE- WHERE TRUST BOUNDARIES USUALLY ARE

Interfaces (Application Programming Interface/ User Interface) ,
- - - - - Trust boundary (edge) Service-boundary

* Normalize early. Parse & canonicalize inputs; enforce strict . B

schemas; reject unknowns. § . .
» €] ‘ Client Eﬂ?ﬂfghg:iv:z é:ESIT) Backend Services
| Browser/Mobile | rate-limit P App Server, Workers

/ A )
» Constrain format & size. Allowlists for types, MIME, file size;
back-pressure with 413. IPC bstindary

(Inter-Process-=€ommunication)

Data boundary

e N
. . DB/ Queue/Cache
- Rate-limit at the edge. Per IP/app/user; token bucket; Senvice A >  SeniceB J Protocal. contracts,
idempotency keys for retries. ]\ authz;quotas

I/O boundary
« Embed control. CSP/allowlist for images/scripts/fonts; block

4 : N
mixed content. App process Modules / Plugins File System/OS APIs
Module boundary Validate inputs. limit grivileges Capabilities, sandbox,
(soft) PUts, P quotas

/

11
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Modern systems are almost always networked (internet, private nets, Bluetooth/USB, etc.). To protect communications, either physically secure

the channel or encrypt to ensure confidentiality & integrity. Physical security alone is fragile; encryption overhead is usually acceptable.
Hé thong hién dai hau nhw ludn c6 mang (internet, mang noi bd, Bluetooth/USB, v.v.). D& bao vé truyén thong, hodc bao vé kénh vat ly hodc ma hoa dé dam bao bi
mat & toan ven. Chi dwa vao vat ly thi mong manh; chi phi ma hoa thwo'ng chap nhan duorc.

INTERFACES LANDSCAPE- WHERE TRUST BOUNDARIES USUALLY ARE

Public-network

Channel (No encryption)
Observer sees full content

v

‘ Client }< | Server
Encrypted Channel (TLS/mTLS)
content & integrity protected ‘
‘ Client }< =‘ Server
Observer still sees endpoints, timing, sizes
Encrypted + padding/batchingljitter
metadata blurred (sizes/timing) ‘
Client }< =‘ Server
Observer still sees endpoints, timing, sizes
What encryption gives you What encryption does not hide
» Confidentiality of payloads over untrusted links. + Fact of communication: who talks to whom, when.
Bi mat cia di¥ liéu qua kénh khéng tin cay. Viéc giao tiép dién ra: ai ndi v&i ai, khi nao.
* Integrity & authenticity (TLS MAC, certificates/mTLS).  Traffic metadata: byte counts, direction, timing side-channels.
Toan ven & xac thuc (MAC cla TLS, chirng thw/mTLS). Sé liéu siéu dir lieu: sb byte, hwéng, ké&nh phu thdi gian.
» Perfect Forward Secrecy with ephemeral keys.  Availability: attackers can delay/drop packets (DoS).

Bi mat chuyén tiép hoan hao v&i khoa tam thoi. Tinh s8n sang: ké tan céng c6 thé tri hoan/chan (DoS).
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CONCEPTS BACKUP STRATEGIES
+ Data at rest faces threats of disclosure, tampering, and loss. Mitigate » Backup requirements must be designed from the ground up, balancing cos - performance
with physical security or encryption, and ensure availability via when choosing full or incremental, defining frequency/latency, and storing independently;
backups/replication tested for restore. cloud can replicate near real-time but at a cost.
D liéu khi lwu ddi mat voi ro ri, bi stea ddi va méat mat. Giam thiéu Yéu cau sao lwu phai thiét ké tr d4u, can bang chi phi—hiéu nang khi chon full hay
béng bao Vé Vét |y hoéc ma hoa', va dam bao Sén Séng qua sao lwu/sao incremental, quy d|nh tan SUét/dé tré va lwu triy déC Iép, cloud co6 thé nhan ban gén thoi gian
chép cé kiém tra phuc hbi. thwe nhwng ton chi phi.
« Communication protects bytes in transit; storage protects bytes at rest Siratogy Pros Cons Use when
(to future self).
TEuyénAth()ng bao vé dit liéu khi di qua mang; Iwu trik bao vé dit ligu khi Full Simple restores; single Large storageftime Small datasets; weekly
nam trén phwong tién (cho chinh ta trong twong lai). artifact baselines
Incremental Efficient dailv copies Restore chains; more Frequent changes;
BACKUPS & REPLICATION y cop steps narrow RPO
» Continuity vs Recovery: Synchronous replica = continuity (near-zero Differential Restore faster than Grows over time until  Balanced restore
RPO) but not a backup. incremental next full complexity

Lién tuc vs Khéi phuc: Ban sao déng bd = lién tuc (RPO gan 0) nhung
khong phai backup..

* Prove it: Regular restore/tests to validate RTO/RPO, keys/escrow, COPY X RISKS (TRADE OFF)
and immutability.
Chtrng minh: Khéi phuc/dién tap dinh ky dé kiém chirng RTO/RPO, 4 ° Leak risk with more copies
khoa/ky gtri va tinh bat bién. 2
Synchronous Offsite/Cloud
Replica —> copy
HA /Second RPO Cross-region
Restore/Test . . .
- Regular drills Loss risk with more copies
- Daily Weekly Full
Primary OLTP Incremental ~—®»  WORM/air
Store Online, encrypted gapped R
Production DB . >

#Copies
13
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Security Design Patterns
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OVERVIEW

Reusable, structural solutions to recurring security

What is a pattern? A named, reusable design solution capturing trade-offs
and evidence.
Pattern |a gi? Mau thiét ké tai str dung c6 tén, néu rd danh dbi va bang
churng hiéu lwee.
How to use? Tie pattern — threat — control
point — evidence (tests/config/logs).
Céch dung? Géan pattern véi mbi de doa — diém kiém soat — bang
ching (kiém thir/cu hinh/log).

Exposure Minimization
Least Privilege

Least Information
Secure by Default
Allowlists over Blocklists
Avoid Predictability

Fail Securely

Economy of Design

Design Attributes
Transparent Design

Trust and Responsibility

Accept Security

Reluctance of Trust
Responsibility

Defense in Depth
Separation of
Privilege

Strong Enforcement
Complete Mediation
Least Common Mechanism

Redundancy

» There are five well-known design pattern groups:
v' Design Attributes: patterns describe at a high level what secure

design looks like: simple and transparent. These derive from the
adages “keep it simple” and “you should have nothing to hide.”
don gidn va minh bach. Nhirng diéu nay bat ngudn tir cau cham
ngdn “hay gitr moi thir don gidn” va “ban khéng nén che gidu diéu
gi’.
Exposure Minimization: set of design & operational measures to
reduce the amount of sensitive data collected, processed, stored, and
displayed; shorten the time it is visible; and by default, hide/limit
visibility.
tap hop cac bién phap thiét ké & van hanh nham gidm lwong di
liéu nhay cdm dwoc thu thap, x& ly, lwu triv va hién thi; rat ngan
thdi gian hién dién; va mac dinh che gidu/gi¢i han tdm nhin.
Strong Enforcement: an architectural stance that forces every
access through an authoritative decision point and removes shared
mutable mechanisms that could bypass or dilute policy.
tw thé thiét k& budc moi truy cap di qua diém phan quyét tin cay va
loai bd co' ché dung chung dé& lam lodng chinh sach.
Redundancy: layering independent, differently-scoped safeguards so
one failure does not cascade, favoring diversity and separation along
critical paths.
phong thu nhiéu I&p dbc lap dé mot 10i khéng kéo sap toan bd; wu
tién da dang hoa va tach biét trén cac luéng then chét.
Trust & Responsibility: limiting implicit trust via explicit verification of
identities /data and assigning clear ownership for security decisions
and follow-through in operations.
gi&i han tin cay ngdm, xac minh ré rang, va phan dinh trach nhiém
ra quyét dinh & van hanh an ninh. 15
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ECONOMY OF DESIGN
Keep it simple

» Prefer the simplest design that meets requirements; fewer parts
— fewer bugs. , ‘ ‘
Uu tién thiét ké don gidn nhat dap (rng yéu cau; it thanh phan — it 16i.
» Compose systems from small, reusable blocks instead of
bespoke complex pieces. ‘
Ghép hé thong ttr khdi nhd, tai str dung thay vi cac phan phirc tap dac
thu.
*  Only embrace complexity when it adds signif[cant value.
Chi chap nhan phurc tap khi mang lai gia tri dang ké.

EXAMPLES

Web services: simple frontend + small subservices (parse,
search, rank) vs one giant program.

Dich vu web: frontend don gian + cac dich vu nhoé (parse, search, rank)
thay vi 1 chwong trinh khdng 16.

Simple Design / Complex Bespoke \
API Gateway
Auth, schema, rate
# ¢ # Auth « ACL (order-dependent) ¢ Parsing °
Order Payment Worker Pricing * Risk * Payment + Email « Admin
T ) w
Admin . .
Sale DB Secrets No gateway * Admin backdoor « Hidden crypto
Plane \ Secrets inline /

Design Attributes — Economy & Transparent Design

TRANSPARENT DESIGN
No Security by Obscurity

« Strong protection should not rely on secrecy of the design.
B&o v& manh khéng phu thudc vao viéc gitr bi mat thiét ké.

» Publishable designs; keep keys/identities secret, not algorithms.
Thiét ké co thé cong khai; gitr bi mat l1a khéa/danh tinh, khéng phai thuat
toan.

« Fix weak designs (e.g., legacy DES), don’t hide them.

Stra thiét ké yéu (vd DES cii), dirng che gidu

EXAMPLES
« Crypto: public algorithm + secret key (Kerckhoffs’ principle) vs
home-grown hidden cipher.
Mat ma: thuat ’goén CQng khai + khda bi mat (nguyén ly Kerckhoffs) so v&i
“‘ma hoa ty ché” bi giau kin.

Transparent Design / Security by Obscurity \

Public Algorithm

| Secret Algorithm ]

Design |Secret Key

Key is secret
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DEFINITION

Protect all access paths consistently — no side doors, no weaker policies.

* Prefer a single bottleneck/guard where the authorization decision happens.
Uu tién mot diém gac tap trung noi ra quyét dinh uy quyén.
« If multiple paths are unavoidable, the same check (ideally identical code/policy) must run on all.
Néu budc phai cé nhiéu dwdng, cing mot kiém tra (t6t nhat chung ma/chinh sach) phai ap dung cho tat ca.
Compliance Levels
* High — one common routine/guard mediates every access.
Cao — mdt ham/diém géac chung trung gian moi truy cap.
*  Medium — multiple guards, but functionally identical and reused.
Trung binh — nhiéu diém gac nhwng déng nhét chirc ndng va tai st dung.
*  Low — multiple paths with inconsistent checks (incomplete mediation).
Thap — nhiéu dwdng véi kiém tra khéng nhét quan (trung gian khéng day du).

EXAMPLE — WEB APPLICATION (INCOMPLETE MEDIATION VS COMPLETE MEDIATION)

s N 4

‘/ View sale report
/sale/report

View sale report ‘

Internet/User ‘
/sale/report

\ 4

Internet/User )
Policy check »| APl Gateway PDP Policy

s Y 14
‘ export report.csv ‘ ‘ export report.csv

\\\ [/sale/export y \ /sale/export

Non-compliant (Incomplete Mediation) Compliant (Single Guard / Identical Checks)
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DEFINITION Maxim: If a can run per-user/per-tenant/per-process, do it

NP . . e , there — not in a featureshared singleton.
Maintain isolation by minimizing shared mechanisms J

Cham ngén: Néu tinh nang cé thé chay theo tirng ngudi
« Shared/internal mechanisms (caches, globals, pools, dung/tenant/tién trinh, hay dat & d6 — drng gom vao singleton
queues) can become bridges between otherwise Sl
isolated users/processes.
Céc co ché dung chung (cache, bién toan cuc, pool, queue) co BRIDGE RISK FROM A SHARED MECHANISM
thé tré thanh cau noi gilra cac ngudi dung/tién trinh von tach Before — Shared Cache
biét. s Service (Monolith) N
» Prefer designs where functionality lives inside the natural
isolation boundary (per-process/user/tenant) instead of in ‘ Global Cache ‘
a common hub. Handler $ (notenantkey) 4 il
Qiu tlé‘n dat ch‘u_ﬁc péng bén trong raph g/dl céchAly tuf‘nh/én {yle] Tenant A Tenant B |
tien trinh/ngwdi dung/tenant) thay vi mét trung tam dung chung. N J
» Classic intuition: the OS kernel isolates processes; avoid " ”
kernel-wide shared state that could leak/influence across

Bridge risk: leakage/influence across tenants

After — Isolated Mechanism

processes.
Trwe giac kinh dien: kernel HDH cach ly tién trinh; tranh trang Service (Layered)
thai dung chung toan kernel cé thé ro ri/anh hwéng chéo.
ANALOGY Cache[T=A] Cache[T=B]
* Messy accountant desk = common workspace — partition by tenant/user

mix-ups & privacy leaks; tidy per-client file = isolation.
Ban lam viéc 16n xon = khéng gian chung — 1an 16n & 16 thdng
tin; hé so riéng cho tirng khach = cach ly.

Tenant A H Tenant B H ‘

Move optional logic to userland (per-process)



Eﬂa Education

FPT UNIVERSITY

WHY THESE PATTERNS

Grant only the access and data that are
strictly necessary

* Least Privilege: separate a minimal
privileged part from the normal flow;
elevate only when needed and drop
back promptly.

Bac quyen toi thiéu: tach phan dac quyén toi
thiéu khoi luong binh thwdng; chi nang khi can
va ha quyén ngay.

* Scoping Privilege

Who ° Identity
User/service/role

What * Actions
Read/write/approve/export

Which ¢ Object/Scope
rows/fields/tenants/env/time

Exposure Minimization — Least Privilege

ILLUSTRATION OF LEAST PRIVILEGE

API Gateway

Internet/User [ mTLS/JWT - rate  schema

)

[ PDP: RBAC/ABAC policies

)

Scopes — Role's map

)

deny: s€ope not granted
Allow scope: webapp, upload
OS Processes

File System

chm

-

/var/app/uploads/incoming

od 0730 e sticky bit ¢ ACL: uploadfile = -wx

mo

(]
T

/var/app/uploads/processed
d 0750 ¢ processor=rw ® webapp=r

Saleapp.service
User=webapp ® No New Privileges
Ve i .
upload teincoming

uploadfile.service

User=uploadfile ® No New Privileges

processor (batch)
move incoming - processed

Read Write Paths limited

@ploadfne )
GRANT

Login:webapp
e /

—

[

GRA[}\]T\_)

ROLE app_exe(EXE PROC)

EXECUTE SELECT

ROLE app_ro(SELECT on Views)
ROLE app_rw(INSERT UPDATE)

DB Server

INSERT UPDATE

[

Procedures } Views } [

Tables ]

[

BEGIN; SET LOCAL ROLE app_rw; set app.tenant_id=T; COMMIT; } 19
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Exposure Minimization: Least Information

Definition. Least Information means every interface returns the minimal fields, precision, and timing needed for its purpose. Limit at three stages: Collect — Store —

Disclose.
Dinh nghfa. it théng tin nhéat |a moi giao dién chi tra vé tdi thiéu trwdng div liéu, dd chinh xac va tin hiéu thdi gian can thiét. Gidi han & ba giai doan: Thu thap — Lwu trir — Tiét 16.

Why exposure is dangerous

Enumeration & inference. Extra fields/precision reveal total users, sales, or
keys.Liét ké & suy dién.

Trwdng/dd chinh xac thira lam 16 téng sb, doanh s6, khoa.
Pivoting. Errors/metadata provide internal IDs, table names, stack
traces.Diém twa tan coéng.

Léi/metadata lam 16 1D ndi bd, tén bang, stack trace.
Privacy leaks. PIl in responses, logs, URLs, or search suggests
identity/behavior.

RO ri riéng tw. PIl trong phan hoi, log, URL, hay tim kiém goi y danh tinh/hanh vi.

Exposure surface - Controls

Surface Risk/Example Control
API responses Pl1l/IDs/volumes leak via rich Projection allow-list; masking;
payloads paginated counts (no totals)
Errors Stack traces, SQL, internal Neutral messages; error IDs;
hosts server-side correlation
Logs/metrics Pllin logs; raw queries Redaction; hashing/tokenization;

field-level encryption

URLSs/IDs Guessable IDs; Pll in Opaque IDs; no PIl in URLs;
path/query short-lived presigned links
Search/reporting Exact matches expose rare K-anonymity buckets; thresholds

records (min-k); privacy budgets

Design Maxims

» Purpose-binding. Tie fields to a stated purpose; disallow out-of-purpose use.
Rang budc muc dich. Gan trwéng div liéu véi muc dich; cdm dung sai muc dich.
* Projection layer. Whitelist explicit fields; deny.
L&p chiéu div liéu. Cho phép danh sach trang trwedng cu thé; cadm.
* Reduce precision. Bucketize/round timestamps, amounts, and locations.
Gidm d6 chi tiét. Gom nhém/lam tron thoi gian, sb tién, vi tri.
+ Short retention. TTL & deletion by default; archive aggregates, not raw.
Gilr ngan han. TTL & xoa mé&c dinh; lwu tdng hop thay vi di¥ liéu thé..

Shape, Mask, Good vs. Bad

Client H

—

PEP + Projection
Allow-list, masking,

rounding

Aggregator ‘

Counts, top-N, min-K ‘ 'LDB

s

Direct Service (no projection) ‘

Select *, raw PII, exact times

~

A

L‘
"

Response
{id, name,city,...}

>

J Response

'L raw tables/fields leak unnecessary details.

|
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DEFINITION

Prefer allowlists (finite set of safe cases) over
blocklists (attempt to list all unsafe cases).

* Allowlists draw the line from the “safe side” — omissions
are conservative.
Allowlist k& ranh t& phia “an toan” — thiéu sét van an toan hon.
» Blocklists are open-ended — omissions become
exploitable holes.
Blocklist Ia tap m& — moi thiéu sét bién thanh 16 héng.

ANALOGY (NON-SOFTWARE)
« |tis always safer to list what is allowed than what is

prohibited because it is difficult to list all the bad cases.
* Néu hoat dong dwgc phép Iu,(“m an toan hon néu bi cam vi kho
liet ké toan b tred'ng hop xau.

ACCEPTANCE IN REVIEW
« Controls are deny-by-default; policies enumerate allowed

items; exceptions are temporary & auditable.
Kiém soat & trang thai tr ch6i theo mac dinh; chinh sach liét ké
muc dwoc phép; ngoai |é€ tam thoi & cd audit.

Exposure Minimization — Allowlists over Blocklists

EXAMPLES

Input validation: allowlist characters/format (e.g., *[A-Z0-9 -
{1 ,32}$) instead of “disallow <script>, ...".
Ki{em tra dau vao: allowlist ky tw/dinh dang (vi du regex & trén) thay vi
‘cam <script>, ...".
File uploads: accept only MIME/types & extensions explicitly
listed (.pdf,.jpg,.png) and verify content magic bytes.
chi chap nhan loai tép cho phép va xac minh magic bytes ndi dung.
Outbound network: egress rules allow specific hosts/ports;
default drop for all else. ) )
Mang ra ngoai: chi cho phép danh sach may chd/cong cu thé; mac dinh
chan.
Mobile intents/deeplinks: handle a narrow set of
schemes/hosts; ignore others. ‘
Mobile intents/deeplinks: chi xt ly tdp scheme/host hep; bé qua phan
con lai.
Authorization: RBAC/ABAC policies enumerate allowed
actions per role/attribute; deny unknowns.
Uy quyeén: ,RBA‘C/ABAC liet k& hanh déng dwgc phép theo vai tro/thudc
tinh; tr chGi phan khéng xac dinh.
HTML sanitization: allowlist safe tags/attrs; everything else
stripped.

Loc HTML: allowlist thé/thudc tinh an toan; loai bé phan con lai.
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DEFINITION

Two independent parties/controls are required for a
critical action.

Two locks with different keys — stronger than one; keys held by different
people/teams.

Hai 6 khod v&i hai chia khac nhau — manh hon mét; chia do hai nguoi/nhém gitr.
Minimizes inside;r mistakes/malice; makgs subversion slower & more detectable.
Giam rui ro nham lan/ac y ndi bo; khién tan céng khé hon, dé bi phat hién hon.

WHEN TO APPLY

Overlapping responsibilities around a protected resource (e.g., datacenter ops

vs. physical access).

Khi c6 trach nhiém chdng 14n quanh tai nguyén can bao vé (vd: van hanh may chi

vs. kiém soat vat ly).

Critical operations with catastrophic impact (e.g., bulk-data export; destructive

admin; nuclear/financial triggers).

Téac vu trong yéu c6 tac ddng nghiém trong (vd: xuét di¥ liéu hang loat; I&nh quan tri

huy di¥ liéu; kich hoat hé théng).

KEY PRINCIPLES

Different chains of command (reporting to different executives) to reduce
collusion risk.

Chubi bao cao déc 1ap (khac cap quan ly) dé giam rdi ro théng dong.
People on the floor do not have admin credentials; remote admins
have no physical access.

Nguwoi tai chd khdng co théng tin dang nhap admin; admin tir xa khéng cé quyén vao

vat ly.

Critical maintenance requires both presence (badge) and approval (JIT token via

gateway). o
Bao tri trong yéu can ca hién dién (thé) va phé duyét (token JIT qua gateway).

Redundancy — Separation of Privilege (a.k.a. Separation of Duty)

IMPLEMENTATION GUIDE

Designing for Separation of Privilege

Dual approvals for critical actions; enforce concurrency window (e.g., <
60s) and independent factors (MFA + separate role).
Hai phé duyét cho tac vu trong yéu; cwdng ché ctra sé dbng thoi (vd < 60s)
va yéu t6 déc lap (MFA + vai trd khac).
Split key custody: different KMS keyrings/owners; avoid one team
holding all keys.
Chia quyén gilr khoa: keyring/KMS khac nhau va ngudi s hivu khac; tranh
mot nhém gitk hét.
Separate org lines: controls owned by teams reporting to different
executives.
Tach tuyén quan tri: kiém soat thudc cac nhém bao céo Ién 1anh dao khac
nhau.
Gateway logging for admin access; consider brokered SSH with full
session capture.
Ghi log tai cdng cho truy cap admin; can nhac SSH qua broker ghi lai toan
bd phién.
Break-glass path is fail-closed (automatically shuts down or blocks
access to prevent further operation or unauthorized entry), noisy (alerts),
and requires post-mortem.
Puwong “dap kinh” phai fail-closed (tw ngat hé théng), tao 6n (canh bao), va
bat budc hau kiém.
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DEFINITION

If a problem occurs, the system must end up in a secure state (deny-by-default, no dangerous leftovers).

» Deny-by-default on error: timeouts, missing proofs, partial failures = reject (fail-closed).
Ma&c dinh ti chéi khi 16i: timeout/thiéu bang chirng/I&i mot phan = tw chéi.

« Validate early, purge on failure: e.g., image upload — if malformed, immediately delete temp & return 4xx.
Kiém tra s&m, xoé khi hdng: vi du upload anh — sai dinh dang thi xoa t&p tam va tra 4xx.

« Atomicity & rollback: all-or-nothing writes; use temp+rename or transactions to avoid partial state.
ghi tat ca hoac khéng; dung tép tam+ddi tén hodc giao dich.

» Least disclosure on errors: consistent error codes, no stack traces/keys; log details to server only.
Tiét 16 t6i thiéu: ma 16i nhat quan, khéng 16 stack trace/khod; chi tiét chi ghi log may chu.

« Safe retries: idempotency keys; circuit breakers degrade to safe mode instead of risky bypass.
Thr lai an toan: khoa idempotency; circuit breaker chuyén ché dé an toan thay vi di tat rdi ro.

« Compound errors: when multiple faults combine, the result remains secure (still closed/clean).
L&i chdng: nhiéu 16i ciing luc van phai an toan (déng/sach).

EXAMPLE - FILE UPLOAD PIPELINE (fail-closed)

Receive file > save to tmp H Validate (magic/mime/size) }—> Virus scan

A 4

— Normal flow (pass) p v . p v N

Move to store

————— » Flow of fail check Delete tmp & send 4xx Delete tmp & send 422

23
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DEFINITION
Reluctance to Trust

Grant frust only as an explicit choice backed by strong evidence.
Apply this to verifying the authenticity of code/config before
installing, requiring strong authentication before authorization, and

never assuming client-supplied data is truthful.
Chi trao trust khi cé bang chirng di manh. Ap dung: xac minh tinh chinh
danh clia ma/c4u hinh trwdc khi cai; yéu ciu xac thwe manh trwde khi cap
quyén; khéng mac dinh tin di¥ liéu ttr client.

Example:

Ignore client totals/prices. Server recomputes line prices and
grand total from its own price list and rules.

Khéng tin tong tién/don gia do client glri. Server t tinh theo bang gié &

chinh sach cua hé thong.

Validate coupon/discount server-side. Enforce eligibility, expiry,
stacking rules, and per-user limits.

Coupon/discount kiém tra phia server. Ap diéu kién hop 1&, hét han, cdng

don, gi¢i han theo ngudi dung.

Require an idempotency key. Prevent duplicate orders on
retries.

Bat budc idempotency key. Tranh tao don trung khi ngudi dung bam lai.
Never trust inventory or credit flags from the client. Check
stock and credit limit on the server.

Khong tin cd tén kho hodc tin dung tir client. Kiém tra tdn & han murc tin

dung phia server.

Trust & Responsibility — Reluctance to Trust - Accept

DEFINITION
Accept Security Responsibility

Every role (designer/dev/ops) actively owns security duties in their
scope, expressed via requirements, interface contracts, and

verifiable evidence.
Moi vai trd (thiét ké/phat trién/van hanh) chi ddng nhan trach nhiém bao
mat, thé hién bang yéu cau, hop déng giao tiép va bang ching xac minh.

Example:

POS/Web (Component A) guarantees: schema-valid payload
(customer_id,items[{sku, qty}],coupon?), idempotency-key, no
price fields; client-side checks are best-effort only.

POS/Web (Thanh phan A) dam bao: payload dung schema, c6
idempotency-key, khéng glri triedng gia; kiem tra phia client chi ho tro.
Order Service (Component B) guarantees: recompute prices,

validate coupon, check stock & credit, enforce authZ, persist

atomically, return canonical order. 7 ‘
Order Service (Th?nh phan B) dém‘béo: tinh lai gia, kiem tra coupon, ton
kho & tin dung, kiém soat phan quyén, ghi nhan giao dich nguyén ter, tra
két qua chuan.

Both: audit Iogs, Pl rqdaction in errors, metrics/alerts.
Ca hai: log kiém toan, an PII trong 16i, so do & canh bao.
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PRINCIPLE
Critical decisions must not rely on a single barrier.

* Independent layers: strong authentication + policy-based authorization + guarded interfaces + input validation + sandboxed
execution + monitoring & accountability.
Nhiéu I&p doc |ap: xac thue manh + uy quyén theo chinh séach + rao chdn giao dién + kiém tra dau vao + thuc thi trong sandbox + giam sat/quy trach nhiém.
» Guard / bottleneck: route all entry paths through a choke point so controls are consistent.
Diém nghén (guard): dén moi dwdng vao qua diém kiém soat dé ap chinh sach déng nhét. \ igh
« Useful redundancy: multiple layers catch faults; if one is bypassed, others remain. /
Dw phong hivu dung: nhiéu I&p cung bat 16i; mot I&p hdng, 16p khac van ding virng. —
» Avoid false confidence: layers should be independent and address different risk aspects.
Tranh an toan gia: cac l&p phai doc Iap va kiém soat khia canh rdi ro khac nhau. \
EXAMPLE — HIGH-RISK ACTION: “REFUND PAYMENT” P / —
AuthN: user must be MFA-confirmed recently. —
Xac thye: bat budc MFA gan day.
AuthZ: PDP evaluates policy can_refund(amount, tenant) with context (role, risk, geo, business hours).
Uy quyén: PDP quyét theo policy va ngir canh (vai tro, rdi ro, viing, khung gi®).
Guarded API: request goes through API Gateway (rate-limit, schema contract, anti-automation).
API c6 rao chan: qua Gateway (gi¢i han tan suét, rang budc schema, chéng tw dong hod).
Input validation: server-side checks (amount = 0, currency allowed, id format, CSRF token).
Kiém tra dau vao: kiém tra phia server (s6 tién = 0, loai tién hop 18, dinh dang id, CSRF token).
Sandboxed execution: isolate refund plugin/script in a restricted sandbox (no network except allowlist).
Sandbox: ¢d |ap script hoan tién trong sandbox han ché (khéng mang trir allowlist).
Data access guard: DB via prepared statements + row-level policy; secrets via broker; immutable ledger append.
Canh gac dir liéu: DB duing prepared statement + policy m&rc dong; bi mat qua broker; ghi sb béat bién (append-only).
Monitoring & accountability: structured audit (who/what/when/why), anomaly alerts, and compensating holds for large refunds.
Giam sat & trach nhiém: audit cé cAu truc (ai/cai gi/khi ndo/tai sao), canh bao bat thuwéng, va gidr bu trir véi khoadn 1én.

Vul
n Layer 1

Layer 2
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DEFINITION & RISK
Any predictable data or behavior leaks information

« Attackers can infer, enumerate, or pre-claim resources if
IDs/tokens follow patterns (counters, timestamps,
Pll-derived).

Ké tan cong co thé suy ra, liét ké, hodc chiém trudc tai nguyén
néu ID/token theo quy luat (bd dém, d4u thoi gian, lay ti PII).
Example:

COMMON PITFALLS
» Auto-increment IDs (1,2,3...) expose total records and
enable future-ID guessing. ’ ,
ID cua ban ghi tang dan (1,2,3...) 16 tong so va cho phép doan
ID tiép theo.
» |Ds derived from PIl (name initials, ZIP/postcode) leak
identity clues.
ID tao tw PIl (chir cai tén, ma buwu chinh) ro ri thong tin nhan
dang.
* Predictable tokens (reset codes, invite codes, order
numbers from timestamps) allow guessing/bruteforce.
Token dé doan (ma dat lai, ma m¢&i, s6 don dwa timestamp) dé
bi doan/bruteforce.

Exposure Minimization — Avoid Predictability

DESIGN PLAYBOOK

Use CSPRNG-based opaque IDs for anything public
(customer, order, reset tokens).
Target 2128 bits entropy.Dung ID m& dwa CSPRNQ cho dinh
danh cbng khai (khach hang, don hang, token). Nham 2128 bit
entropy.
Separate internal PKs from public IDs. Keep
auto-increment PKs private; expose a random.
Tach PK n6i bo khdi ID cong khai. Gilr PK tang dan & noi
b6; cong khai
No PIll in IDs. Never encode names, location, or account
metadata into identifiers.
Khéng dwa PIl vao ID. Tranh ma hoa tén, dia diém, hay
metadata tai khoan.
Harden enumeration. Use rate-limit, CAPTCHA (where
appropriate), and 404/403 that don’t reveal existence.
Chdng liét ké. Gic:ri har] tan suat, CAPTCHA (khi hop ly), va
404/403 khdng tiét 16 ton tai.
Be mindful of length leakage. Length reveals keyspace
size; usually OK, but avoid tiny spaces.
Lwu y ro ri d6 dai. Do dai tiét 16 khdng gian khoa; thwdng chap
nhan, nhwng tranh khéng gian nho.
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DEFINITION & RISK

What not to build

Anti-patterns are recurring design choices that increase
risk even when they are not immediate vulnerabilities.

Recognize and replace them early.
Phan mau la cac lwa chon thiét ké |ap lai lam tang rdi ro du
chwa 1a 16 hdng ngay lap tirc. Hay nhan dién va thay thé som.

Rule of thumb. If trust/authority flows the wrong way, or
components cannot be maintained, you are likely in an
anti-pattern.

Goi y. Néu luong tin cay/déc quyen chay nguoc, hodc thanh
phan khéng thé bao tri, rat cé thé ban dang gap phan mau.

Why it matters

Vi sao quan trongAnti-patterns amplify threats and
obscure accountability.
Phan mau khuéch dai de doa va lam mo trach nhiém.
They create brittle trust boundaries and unfixable debt.
Tao ranh gidi tin cay mong manh va ng ky thuat khoé sira.

Where does risk originate?

A

Anti-Patterns — What Not to Build

DEFINITION & RISK

Map anti-patterns by the kind of failure and where
risk originates.

A

External

/

Confused Deputy
Misused higher privilege
via low-priv call

N O N

Third-Party Hooks
Embedded access by
vendors/plugins.

- DN /
Internal
- N O N
Backflow of Trust Unpatchable Components
Lower-trust controls Cannot update — permanent
higher-trust liability
. RN /

Authority / Privilege

Trust/Supply chain/lifecycle

n
»

What fails?
27
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FPT UNIVERSITY

DEFINITION

What not to build

+ Confused Deputy happens when a higher-privilege callee (the deputy)
performs actions for a lower-privilege caller without carrying caller
identity/intent, thereby misusing its own authority.

Confused Deputy xay ra khi thanh phan dac quyén cao thwc thi thay bén goi déc
quyén thép ma khéng mang danh tinh/muc dich cua bén goi, dan téi lam dung
thdm quyén.

Intention & Malice
*  Trustworthiness needs both honesty and competence. Confused Deputy
often exploits competence gaps (lost context, weak validation) in otherwise
honest code; users may also be tricked into trusting malicious software.
Pang tin doi héi ca trung thye va nang lyc. Confused Deputy thuwdng khai
thac thiéu néng lwc (mét nglr canh, kiém tra yéu) trong ma trung thuc; nguoi
dung cling c6 thé bi Ilra tin phan mém déc hai.
Typical root causes
+  Nguyén nhan gbc dién hinhCaller context lost across layers (identity, intent,
resource ownership).
M4t ngir cadnh bén goi qua cac I&p (danh tinh, muc dich, quyén sé& hivu tai
nguyén).
» Shared code paths used by both high/low privilege without guardrails.
Puwérng méa dung chung cho cao/thap ma khéng rao chén.
* Implicit trust in side-effects (e.g., logging, cache warms) writable by deputy.
Tin twdng ngam vao tac dung phu (log, cache) do deputy ghi.

VISUALIZE — CONFUSED DEPUTY

Low-Priv Caller

High-Priv Caller

Call+delegated token

EXAMPLES

Utility does dangerous op

Utility
(No notion of
caller)
Deputy (Callee)
Deput it Protected
eputy uses its own Resources

privilege

CSRF on Admin Action. Browser auto-sends cookies; admin visits attacker

page — backend (deputy) performs admin action w/ admin’s privilege.
CSRF & hanh dong quan tri. Trinh duyét tw glri cookie; admin ghe trang ké tan
cbng — backend (deputy) thwe thi hanh déng quan tri bang dac quyén cia

admin.

* Log wiping via side-effect. Requester supplies malformed string; deputy
writes it to log — corrupts or injects control sequences to render logs

unreadable.

Xoa log qua tac dung phu. Yéu cau dwa chubi 16i dinh dang; deputy ghi vao log
— héng log hodc chén ky tw diéu khién lam log khéng doc dworc.
* Microservice refund. APl Gateway calls RefundService using its own broad
token; user identity not propagated — refunds arbitrary orders.
Hoan tién vi dich vu. Gateway goi RefundService bang token rong cla chinh no;
khong truyén danh tinh ngwdi ding — hoan tién sai don.
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rerunversry. GOmponents

Backflow of Trust

» Definition. A lower-trust
component controls or hosts higher-tru
st operations (structural
elevation-of-privilege waiting to
happen).
Binh nghta. Thanh phan tin cay thap diéu
khién/lwu‘trl}’ t‘hac,) tac tin cay cao (mét dang
nang quyen vé cau truc chwc chd xay ra).

Examples:

* Unmanaged personal phone — admin mobile
app. Admin approves refunds from a personal
phone not enrolled in MDM/Compliance; the
low-trust device controls high-trust admin APIs.

Dién thoai ca nhan khéng quan ly — &rng dung
admin. Admin duyét hoan tién tir dién thoai
khéng MDM/tuan thu; thiét bi tin cay thap diéu
khién APl quan tri tin cay cao.

* Admin web console with unvetted extensions.
Admin uses a browser with untrusted
extensions to access the admin dashboard;
extensions (low trust) can trigger privileged
actions.

Bang diéu khién web v&i extension khéng tin
cay. Admin dung trinh duyét cé extension
khéng ré ngudn gbc; extension (tin cay thap) cé
thé kich hoat hanh déng dac quyén.

Third-Party Hooks

+ Definition. Embedded hooks/tunnels
give vendors undue access into
sensitive internals, bypassing
enterprise oversight.

Dinh nghia. Méc nbi/dwdng hAm nhing
trao quyén truy cdp qua murc cho nha
cung cép vao ndi bd nhay cam, vuot
ngoai giam sat doanh nghiép.

Examples:

* Live chat widget on admin pages. A
chat bubble (3rd-party JS) loads on the
admin dashboard and can read what
the admin sees/types.

Widget chat trén trang quan tri. Bong
béng chat (JS bén thr ba) tai trén bang
diéu khién quan tri va c6 thé doc noi
dung ma admin xem/nhap.

* “Buy Now” button script. A vendor
drop-in script controls checkout; if
changed at the vendor, it could skim
card/customer data.

Script nut “Mua pgay”.’Script nhung cua
nhé cung Cép’ diéu khién thanh to::—')n;
néu bi thay doi phia vendor c6 thé hut
di¥ liéu thé/khach hang.

Anti Pattern — Backflow of Trust - 3"9 Party Hooks - Unpatchable

Unpatchable Components

Definition. Any component you cannot update
promptly becomes a permanent liability once
vulnerabilities surface.
Dinh nghia. B4t ky thanh phan nao khéng thé cap
nhat kip thoi sé tré thanh ganh nang vinh vién khi 16
16 hdng.

* In short, "Unpatchable Components" is usually not a

programming error on your part, but rather a
dependency on a library, framework, or runtime that
the vendor has "abandoned" and no longer supports
security.
"Unpatchable Components" thuwéng khéng phai la 16i
lap trinh cia ban, ma l1a 16i do sw phu thudc
(dependency) cua ban vao mét thw vién, framework,
ho&c runtime ma nha cung cép da "bé roi" va khéng
con hd tro bado mat.

Examples:
* Problem: AngulardS 1.x is EOL in July

2021.Scenario: If a new Cross-Site Scripting (XSS)
vulnerability is found in the core of the AngularJS 1.x
library, Google (the creator) will not release a patch.
Any website still using the library will be permanently
vulnerable until they upgrade or completely rewrite
their frontend.
Néu moét 16 héng Cross-Site Scripting (XSS) mai
dwoc tim théy trong /6i cua thw vién AngulardS 1.x,
Google (don vi tao ra nd) sé khdong phat hanh ban
va. Bét ky trang web nao van con s dung thw vién
nay sé& vinh vién ton tai 16 hong d6 cho dén khi ho
nang cip hoéc viét lai hoan toan frontend cia minh.
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G50+  Erom Threats to Controls

FPT UNIVERSITY

EXAMPLE
STRIDE > Misuse > Vulnerability

Context: Refund flow: User — APl GW — Refund Svc — Payment/DB.

Misuse:

1.  Attacker submits refund for someone else’s orderld.

2. Gateway authenticates, but Refund Svc uses a service token—no caller

identity.

3. Predictable orderld — unauthorized access/refund.
1. K& tn cong glri refund cho orderld ciia nguwdi khac. .
2. Gateway xac thwc nhwng Refund Svc dung service-token, khbng mang

danh tinh caller.
3. orderld doan dwoc — truy xuét & hoan sai.
STRIDE: Spoofing/EoP Information Disclosure

Tampering

Vulnerabilities:

+ Missing complete mediation at critical boundary; scattered checks.
Khéng Complete Mediation & bién quan trong; kiém tra rai rac.

» Caller identity not propagated — Confused Deputy.
Khéng truyén danh tinh caller — Confused Deputy.

* Guessable orderld; missing record-level authorization.
orderld dé doan; thiéu kiém tra quyén truy cap ban ghi.

+ 3P webhook lacks allowlist/signing.

Selected Patterns

Complete Mediation (AP1 GW as a single choke point)
Hoan kiém trung gian (APl GW la single choke-point)
Propagate caller identity (delegation tokens)
Truyén danh tinh caller (delegation tokens)
Strong authorization (PDP/PEP; record-level ABAC/RBAC)
Uy quyén manh (PDP/PEP; ABAC/RBAC cap ban ghi)
Opaque, high-entropy IDs (=128-bit)
Dinh danh m&/khé doan (opaque IDs =128-bit)
Least information (mask PII; non-revealing errors)
Tiét 16 tdi thiéu (mask PII; 18i khéng tiét 10)
Webhook allowlist + signed payload/cert pinning
Allowlist webhook + ky payload/cert pinning
Bulkheads/circuit breakers + rate limiting
Ngan khoang/cau chi + rate-limit
Tamper-evident audit & decision logs
Audit chdng gid mao & nhat ky quyét dinh

o

Webhook 3P khong allowlist/ki payload.
API Gateway ‘ J

Attacker AuthN, Rate limit ‘

S/E

Refund Service
Trusts gateway's service
token; no caller identity.

Order DB
Predictable ID

Trusts gateway's service

Payment Provider Service
token; no caller identity.

)
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Mitigations & Security Design Patterns

Part 3
Labs
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Mitigations & Security Design Patterns

SUMMARY
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Example of Smell/Anti-Patterns Catalog

Smells/anti-patterns with brief examples and likely STRIDE categories

SMELL / ANTI-PATTERN
Confused Deputy

Backflow of Trust
IDOR / Predictable IDs

Verbose Errors / Overexposed
Responses

Unbounded Webhook / 3P Plugin

Global Shared Cache/Mutex (LCM
Violation)

No Rate Limiting / Admission
Control

No Idempotency
Weak Auditability
Overprivileged Service Account

Incomplete/Scattered
Authorization Checks

DESCRIPTION & EXAMPLE
Service uses another service’s authority instead of the callers. Example: Refund Service trusts API
GW service token; no caller identity.

Unverified third-party input is treated as trusted inside the boundary. Example: Gateway-forwarded
claims not re-validated.

Guessable identifiers enable unauthorized access or
enumeration. Example: Sequential orderld exposed publicly.

Errors or responses reveal sensitive internals/Pll. Example: stack traces and full objects returned by
default.

Callbacks to arbitrary domains with free-form payloads and no provenance. Example: Payment
confirmation webhook can be spoofed.

Cross-tenant shared state enables leakage and privilege bleed. Example: Shared cache keyspace
across tenants.

Traffic spikes/floods overwhelm components; no prioritization or shedding. Example: Bot flood
cripples refund API.

Retries duplicate side-effects. Example: Duplicate invoices/refunds under transient failures.
Actions cannot be attributed or verified. Example: Missing decision logs; tamperable audit trail.

Tokens/roles grant far more permissions than needed. Example: Service can perform admin-level
refunds.

Enforcement is inconsistent across boundaries; gaps emerge. Example: Some endpoints enforce
policy only at Ul.

LIKELY STRIDE
SER

STI

ISE

TR
RI
ER

SIE
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STRIDE

Spoofing

Tampering

Repudiation

Information Disclosure

Denial of Service

Elevation of Privilege

DESIGN ATTRIBUTES

*Simplicity & transparency

L east common mechanism

«Immutability for config/logs

*Economy of mechanism

*Transparent design

*Action identity tags
*Privacy by design

*Data classification

Fail securely

*Graceful degradation

eLeast common mechanism

*Simplicity

STRIDE x Patterns — Matrix

EXPOSURE MINIMIZATION STRONG ENFORCEMENT

*Rate-limit / Backpressure

*Secure by default

Allowlist 1/0
*Integrity tags/hashes

L east disclosure on error

*Minimize PIl in logs

L east information
*Mask/omit PlII

*Rate-limit / Backpressure

*Quota / token bucket

*Least privilege

*Separation of Duties (SoD)

*MFA, mTLS/OIDC

*Complete Mediation

«Strict input contracts
*Signed requests / HMAC

*Policy-decision logs
(PDP/PEP)

*AuthN + signed logs

*Complete Mediation
(record-level ABAC/RBAC)

*TLS/mTLS, token scope

*Admission control

*Human traffic priority

*Strong authorization
(ABAC/RBAC)

*Complete Mediation

REDUNDANCY

*Step-up re-auth
*Defense-in-Depth

*ldempotency keys
*Write-through audit

*WORM/append-only

*Tamper-evident seals

*Tokenization/FPE

*Repeat checks at
boundaries

*Bulkheads & Circuit
breakers

*Timeouts / load shedding

*Two-person rule

*Defense-in-Depth

TRUST &
RESPONSIBILITY

*Propagate caller identity

*Clear trust boundaries

*SoD for sensitive changes
*Change approvals

*Time sync (NTP)

*Investigation playbooks

*Data-handling policies

*Security training

*Egress controls to avoid
amplification

*[ncident runbooks

*Break-glass controls &
audit

*Clear role boundaries
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G50 oo Example of Residual Risk and Bug Bar

FPT UNIVERSITY

Residual Risk = Inherent Risk x (1 — Control Effectiveness) + Control Side-effects
Decision: PO — Block at Gate , P1- block at FSR (temporarily accept at SDR) , P2 - accept with conditions

BUG BAR @ SDR (DESIGN

THREAT PRIMARY MITIGATIONS RESIDUAL RISK BUG BAR @ FSR (PRE-SHIP GATE)

GATE)

Confused Deputy *Complete Mediation (PEP at Gateway) Some internal hops may still drop P71 acceptable at SDR PO blocker if missing

(Refund) *Propagate caller identity (delegation :he e/?[d-userg rincip a]l, - ds if Doli *Architecture specifies choke +Block if any path lacks caller identity;
tokens) Izgsn ~Scoped mis-refunds It policy point & delegation across all  Accept when 100% go via PEP +
*Strong authorization (record-level ' hops. decision logs + daily cap.
PDP/PEP)

IDOR / Predictable IDs +Opaque IDs (=128-bit) Side-channel enumeration P2 at SDR PO if cross-record access
*Record-level authorization Etlmln?/ljt(tency) may remain, limited *Design decouples *Accept if anti-enumeration RL active &
B T S T 0 metadata. publicld/internal pk; entropy  response shaping correct.

evidenced.
Unbounded Webhook / +Allowlist domain/IP + signed payloads Compromised 3P may send P1 at SDR PO if wildcard/unsigned
3P Plugin «Strict input contracts :gﬁ;tljza”y valid yet harmful *Require allowlist + signatures *Accept if signature 100%, schema

*Cert pinning & replay window + schema versioning. fail-closed, replay <5 minutes.

DoS (No Rate-limit/  <Rate-limit & backpressure Controlled degradation for P2 at SDR PO if core SLO breaks

Backpressure) *Bulkheads / Circuit breakers hon-core; core SLO preserved. sLayered RL architecture & *Accept if 95p/99p within limits under
-Admission control & fail securely pool isolation (bulkheads). stress; shed only tier-3.
Weak Auditability / *Tamper-evident audit (WORM) Log latency (<5') hampers realtime P2 at SDR PO if gaps/editable logs
Repudiation *Policy-decision logs (PDP/PEP) view but preserves traceability. *Append-only + hash chain;  *Accept if completeness = 100% for
map trace-id < actor. sensitive paths + tamper checks pass.

*Time synchronization
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G o Summary & Integration Roadmap into the SDLC

FPT UNIVERSITY

SUMMARY

Key idea. Mitigations connect Threat Modeling with Secure Design: focus on structural levers (attack surface, windows of exposure, data exposure), implement via
security patterns, avoid anti-patterns, and enforce through guards/bottlenecks to achieve Complete Mediation.
Y chinh. Mitigation ndi Threat Modeling (Ch.2) v&i Thiét ké bdo mét: wu tién don bay cau tric (bé mat tAn cong, ctra sb phoi bay, 16 di liéu), trién khai bang pattern, tranh anti-pattern,

va rang budc qua guard/bottleneck dé dat Complete Mediation.

Structural Mitigations to Prioritize

» Attack surface |: remove entry points, centralize via gateway/PEP, least privilege, network

segmentation.
Giam bé mét tAn cong: loai diém vao, gom qua gateway/PEP, t6i thiéu dac quyén, phan doan
mang.
* Windows of exposure |: patch cadence, staged rollout, feature flags/kill-switch, rapid
revoke.

Thu hep clra s6 phoi bay: nhip va, phat hanh tirng buéc, cd tinh nang/tat khan, thu hdi nhanh.
+ Data exposure |: data minimization, field-level encryption/tokenization, mTLS, privacy
budgets.
Giadm 16 di liéu: tbi thiéu div liéu, ma hoa/dbi token theo trwérng, mTLS, ngan sach quyén riéng
tw.
« Patterns: Defense in Depth, Complete Mediation, Fail Securely, Secure by Default,
Reluctance to Trust.
Pattern: Phong tha theo 16p, Kiém soat toan dién, Fail Securely, Secure by Default, Than
trong v&i tin cay.
+ Avoid anti-patterns: Backflow of Trust, Third-Party Hooks, Unpatchable Components,
Confused Deputy.
Tranh anti-pattern: Dong tin cay chdy nguwoc, Méc ndi bén thir ba, Thanh phan khéng va
dwoc, Phd nham viéc.
+ Guard/Bottleneck: APl Gateway + centralized AuthZ (PDP/PEP), service mesh policy,
egress filters.
Diém chan/diém cb chai: Gateway + uy quyén tap trung (PDP/PEP), policy mesh, loc egress.

Threat = Mitigation

[ Threat modeling }

! =— Threat list & misuse cases

[ Mitigation Catalog }

—_—

—_—

— Matching threat — Patterns (avoid
_\anti-patterns)

\ 4

[ Security Pattern }

v L Decision, context, alternatives,
[ ADR } consequences.
v tasks, owners,
[ DoD-Sec } — dependencies, threat-to-test
mapping; definition of done
for security.

\ 4 —

[ Gates } Metrics and evidences

Monitoring & Acceptance
36
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