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Abbreviations & Acronyms

Abbreviation

Meaning

Explanation / Viethamese
Note

™

Q1-Q4

DFD

Asset

Threat Modeling

Four Questions of Threat Modeling

Data Flow Diagram

High-value data or resource

Attack Surface / EP Entry Points / Attack Surface

STRIDE

LxI

Mitigation

Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of
Service, Elevation of Privilege

Likelihood % Impact

Control / Countermeasure

Boundary / TB-ID  Trust Boundary / Trust Boundary ID

Quy trinh nhan dién, phan
loai, va quan ly mdi de doa
trong thiét ké hé thdng.

B6n cau hai: (1] What are
we building ? (2] What can
go wrong ? (3] What will we
do ? (4] Did we do a good
job 7.

So d6 ludng di¥ liéu, hién thi
entry points, trust boundaries
va flows.

Tai san can bao vé (tri gia
cao vé kinh doanh hodc bao
mat).

DBiém vao rng dung (U, API,
integration) va bé mat tiép
xuc cla tan cong.

M hinh phan loai de doa (6
nhém) gan véi CIA/AAA.
Cong thrc danh gia rui ro
(xac suét x tac dong).

Bién phap giam thiéu rdi ro
(thiét ké, kiém thtr, quy trinh).
Ranh gi@i tin cay va dinh
danh céac diém giao tiép giira
vung tin cay.

AuthN / AuthZ Authentication /

Authorization
SDR Security Design Review
Bug Bar cE’;lrJistgeﬁ((j;]/erity Bar / Ship
FSR Final Security Review
AC-SEC-* Acceptance Criteria —

Security

Evidence Store )
Repository

Non-repudiation Deny Action

Personally Identifiable /

Pll / PHI Protected Health
Information

Misuse / Abuse Reverse Scenario /

Case Attack Story

Residual Risk Risk After Mitigation

Security Evidence

Accountability / Cannot

Xac thyc va phan quyén — phai
kiem tra theo doi twgng (tai thoi
diém dung).

Cbng kiém soat dau vao kién trac
an toan trwéc xay dwng.

Nguwdng phat hanh dwa trén mdec
nghiém trong cta 16i (C/H = 0 trwéc
FSR).

Cbng cubi danh gia bang chirng va
rdi ro con lai trwéc Go-Live.

Tiéu chi chap nhan lién quan dén
bao mat trong user story/test.

Kho Iwu bang chirng cho céac gates
(SDR, Bug Bar, FSR).

Tinh truy ctru trach nhiém, chéng
phd nhan hanh déng.

D@ liéu nhay cdm can wu tién trong
threat modeling.

Tinh hudng lam dung dé phat hién
va danh gia bién phap bao vé.

RUi ro con lai sau khi ap dung bién
phap giam thiéu.
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Recap: Security-by-Design, CIA©AAA, Trust boundary.

SUMMARY
Secure-SDLC = overlay layer on SDLC to establish quality gates (SDR, Bug Bar, FSR) and collect evidence throughout the lifecycle.
Trust —>(Confidentiality-lntegrity-AvaiIabiIity) is the goal; Gold Standard ( ) — Authentication, Authorization, Auditing — is the enforcement

mechanism.
Trust — CIA (Confidentiality-Integrity-Availability) & muc tiéu; Gold Standard (AAA) — Authentication, Authorization, Auditing — la co’ ché thuc thi.

« Trust boundaries & attack surface: all data crossing | Trustboundaries | must be validated + authN/authZ; auditing to ensure
[ accountability ] and [ Non-repudiation ]

moi di¥ li&u bang qua ranh gi&i tin cay phai dwoc validate + authN/authZ; auditing d& d&m bao trach nhiém giai trinh / khéng chéi bo.

+  Secure-SDLC Overlay across 5 activities; produce evidence in an Evidence Store.
L&p bao mat phu Ién 5 hoat dong; tao bang chirng dwa vao kho Evidence..

+  Quality Gates: Gates:[ SDR | [ Bugbar || FSR | pass/fail by measurable criteria.
Cbng chét lwong: SDR, Bug Bar, FSR — tiéu chi do dém rd rang.

* Traceability: REQ — design — code — tests — release — ops.
Truy vét: Yéu cau — thiét ké — ma — kiém thr — phat hanh — van hanh.

MODELING ARTEFACTS WITH SECURITY OVERLAY

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

[ Use cases, Scenarios } ‘," #{ Analysis Model } Ar[ Design Model (views) } #[ Interface contracts J
Threat model: assets ° trust Security patterns & AC-SEC + test design + evidence
boundaries ¢ attack surface 3 mitigations

Session2



G o Objectives

FPT UNIVERSITY

« Understand the Four Questions of Threat Modeling: What are we building? What can go wrong? What will we do? Did we
do a good job?
Bdn Cau Hai clia Threat Modeling: Chuing ta dang xay dwng gi? Diéu gi cé thé sai? Chung ta sé& Iam gi? Chang ta da lam tét chwa?

» lIdentify core Threat Modeling components: Assets, Attack Surface, and Trust Boundaries.
Nhan dién cac thanh phan cbt I6i ctia Threat Modeling: Tai sén, bé mét tAn cong, va ranh gidi tin cay.

* Practice building a system model using use-cases, context diagrams, and preliminary Data Flow Diagram (DFD-0/DFD-1).
Thwe hanh xay dwng mé hinh hé thdng st dung use-case, so dd bdi canh va So d6 Ludng D liéu so bd (DFD-0/DFD-1).

* Apply the STRIDE threat taxonomy to systematically enumerate threats.
Van dung danh muc méi de doa STRIDE dé liét ké va hé théng hoa cac mbi de doa.

 Complete a draft Threat Model (v1.0) for a given case study.
Hoan thanh ban nhap Threat Model v1.0 cho case study (bao gém DFD va bang rdi ro).

«  Write misuse/abuse scenarios and plan high-level mitigations.
Viét kich ban lam dung/tan cong va lap ké hoach giam thiéu cap cao.
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Information Privacy

WHY PRIVACY IS DISTINCT

Privacy Yet Tied to Security

+ Beyond Confidentiality. Privacy extends C-I-A by adding human factors:
expectations, policies, law/regulation, culture/psychology.
Hon cé Tinh bi mat. Quyén riéng tw mé rong C-I-A bang cac yéu tb con nguoi:
ky vong, chinh sach, luat/quy dinh, van hoa/tam ly.
* Societal context. Software pervades intimate life — more complex issues;
norms are evolving.
B&i cdnh xa hdi. Phdn mém di sau vao ddi sbng — van dé phure tap; chuan muc
dang tién hoa.
* Precondition. Strong privacy is only possible when security is solid.
Diéu kién tién quyét. Quyén riéng tw manh chi kha thi khi an ninh virng chac.
* Principles to Respect:
v Transparency. Clear, comprehensible policies; align user expectations
with actual handling.
Minh bach. Chinh s&ch rd rang, dé hiéu; déng bd ky vong ngudi dung
v&i thue té xir ly dir liéu.
v Purpose limitation & minimization. Collect for a specific purpose
only; collect the minimum necessary.
Gi&i han muc dich & téi thiéu hoa. Thu thap cho muc dich cu thé; chi thu
thap tbi thiéu can thiét.
v Retention & deletion. Retain only while useful; securely delete when
risk of disclosure > value of keeping.
Lwu trlr & xoda. Chi gilr khi con hiru ich; xoa an toan khi rdi ro ro ri > gia
tri lwu gilr.

PRIVACY BY DESIGN ACROSS THE DATA LIFECYCLE

FROM POLICY - SOFTWARE ENFORCEMENT

Policy / Expectation Software Checks & Balances

Consent Ul; layered notices; change logs;
privacy dashboard

Giao dién dong y; thong bao theo I&p; nhat ky thay
dbi; bang diéu khién quyén riéng tw

Explain data uses clearly to
customers
Giai thich rd cach dung di liéu

Collect minimal data for specific = Required-fields audit; schema minimization;

purpose telemetry aIIow—Ijst ’
Thu thap tbi thiéu cho muc dich cu  Ra soat trwdng bat budc; tbi gidn schema; danh
thé sach cho phép telemetry

Access controls; data lineage; sharing
registries; immutable logs

Kiém soat truy cap; truy vét div liéu; sbé dang ky
chia sé&; nhat ky bat bién

Limit use/sharing; maintain
records
Gi¢i han str dung/chia sé; lwu hd so

Retention policies; TTL jobs; secure wipe;
deletion proofs

Chinh sach lwu gilr; tac vu TTL; xoa an toan; béng
chirng xoa

Delete when no longer needed
Xoa khi khéng con can

Break-glass workflow; just-in-time approval;
audit trail reviews

Quy trinh pha kinh; phé duyét tirc thoi; ra soat nhat
ky

Audit extraordinary access
Kiém toan truy cap ngoai 1&

‘ Collect Use
Consent ¢ Minimization Purpose bound ¢ Access Control

Share Retain
Contracts ® Logs TTL e Encryption at rest

Delete/De-identify ‘
Secure wipe ® Aggregation

‘ Policies & Records: notices * consents ¢ lineage ¢ access reviews * deletion proofs ‘
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CORE MESSAGE

Flip to the attacker’s view, enumerate potential threats, then

| bake |defenses into the design

« Threats are omnipresent; you can live with them by managing them.

2
A«

Mbi de doa hién hivu khap noi; cé thé “séng chung” néu dwoc quan tri ding
cach.
+ Adopt a security mindset: flip from the builder’s perspective to the
attacker’s.
Chuyén tw duy sang bao mat: “d30” géc nhin tlr ngudi xay dwng sang ké tan
cong.
+ Stop thinking only about intended use. See software as code &
components with data flowing and being stored.
Drng chi nghi theo cach dung dw kién; hay nhin hé théng nhw ma & thanh phan
v&i ludng dir liéu vao/ra va lwu triv.
« Threats include more than adversaries: bugs, human error, accidents,
hardware failures, and more.
Pe doa khéng chi la tAn cdng ac y: con cé 16i phan mém, 16i con ngudi, sw cb,
héng héc phan cieng, v.v.
+ Threat modeling guides decisions across the SDLC, focusing on concepts
& principles, not one rigid method.
Threat modeling dinh hwéng quyét dinh xuyén subt SDLC, tap trung vao khai
niém & nguyén téc hon l1a mét phwong phap cb dinh.
+ Tailor the process. Early Microsoft practice was heavy-weight; once you
grasp the concepts, you can scale effort to fit.
Tuy bién quy trinh: thwe hanh ban dau kha ndng; ndm virng khai niém roi thi co
thé co/gian céng strc phu hop.

* Raise the bar incrementally, not perfection. Even partial findings &
mitigations can avert major incidents.
Nang chuan theo buwdc, khéng cau toan: phat hién/gidm thiéu mét phan van cé
thé ngan sw cb lon.
+ Feedback is sparse. Foiled attacks go unseen; keep flexing the mindset to
see threats better over time.
Phan hoi thwdng it thay: cac cudc tn cong bi chdn khéng dé lai dau hiéu; rén
luyén tw duy dé “nhin thay” tét hon.
+ Bonus insight: threat modeling often reveals improvements unrelated to
security (efficiency, simplicity, new features).
Loi ich cong thém: threat modeling thuwérng goi v cai tién ngoai pham vi an ninh
(hiéu nang, don gian hoa, tinh nang mai).

ILLUSTRATIVE EXAMPLE

* Repurposing intent. A paperclip holds papers by design; bent just right, it
becomes a stiff wire to pick locks.

Tai dung ngoai muc dich: kep gidy duoc thiét ké dé kep gidy; udn dung cach, né

thanh day clrng d& mé khoa.
» Security mindset heuristic: ask “what if this component/API is used
off-label?”
Kinh nghiém tw duy: luén tw héi “néu thanh phan/API nay bj dung léch muc dich
thi sao?”.
* From [ usecase }to { misuse/abuse }

[ M2 — Design Freeze ] [ M3 — Feature Complete } [ M4 — User Acceptance }
SDR ' BugBar | . FRS |

@ @, @,



Eﬂa Education

The Adversarial Perspective
FPT UNIVERSITY

Exploits are the closest thing to “magic spells” we experience in the real world: Construct the right incantation, gain

remote control over device. —Halvar Flake
Khai thac la th g&dn nhat voi “phép thuédt” ma ching ta trai nghiém trong thé gidi thuc: Tao ra cdu thdn chd dung, gianh quyén diéu khién thiét bj tir xa.

1. CORE IDEAS 2. ADVERSRIAL LENS

Adversarial Mindset Concrete Examples

* Humans are the ultimate threat. Consider capable adversaries without + Big targets vs. trivial assets. Adversaries gravitate to institutions with high

trying to predict every move.

Con ngudi la mbi de doa tdi hau; can nhac dbi tha gia dinh nhwng khong cb

doan moi nwoc di.

Adversary spectrum: from script-kiddies — organized crime —
nation-states.

Trai phé dbi tha: tr script-kiddies — nhém t6i pham cé t6 chirc — nation-states.
Small weaknesses attract attention. Verbose errors and stack dumps are
tempting clues.

Diém yéu nhé thu hut cha y; 16i chi tiét/stack-dump la méi ngon.

Vulnerability chaining. Several small flaws can compose into a major attack
— treat every vuln seriously. ' '

Chuai 16 hong: vai khuyét diém nho két hop thanh tan cong Ién - coi trong moi 16

hong.

Motives follow value (go where the money is). High-value targets invite
persistent, well-resourced attackers.

DPong co theo gia tri: muc tiéu gia tri cao = dbi tha kién tri & giau tai nguyén.
Offense is easier than defense. Attackers need one win; defenders must
prioritize wisely.

Dé tAn cong hon phong thi: ké tAn cdng chi can thdng moét 1an; ngudi phong thi

phai wu tién khén ngoan.

payoffs; personal low-value content is rarely worth effort.

Muc tiéu I&n vs. tai san tAm thudng: ké tAn cdng wu tién noi c6 lgi ich cao; noi

dung cé nhan it gia tri hiém khi dang cong.

Where the money is. Motivation predicts diligence: higher value = more
skilled, better-resourced attackers.

DPéng co theo gia tri: gia tri cang cao = dbi thi cang kién tri & cé nguén luc.
Chaining small flaws. (1) Verbose 500 reveals a table name — (2)
predictable ID in /invoice/123 — (3) export endpoint lacks auth = bulk data
exfil.

Xau chudi 16 héng nho: 16i chi tiét — ID doan dwoc — API xuét di liéu thiéu

kiem soat = ro ri lon.

Information leakage as compass. Stack traces, detailed error codes, public
bucket listings — each clue narrows the attack path.

R ri thoéng tin nhw la ban: m&i manh méi gidp ké tan cdng rut ngén duéng di.
Asymmetric cost. Offense picks the entry point and tries unlimited times;
they only need to succeed once.

B4t dbi xtrng chi phi: ké tAn cong chon diém vao va thir khéng gi¢i han, ho chi

can thanh céng mét lan.



Gyl = Threat Modeling - Four Questions, Asset, Attack Surface, Trust Boundary

Part 1
Four Questions and Modeling Components
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1. WHY 2. WHEN

Reduce risk early; cheaper than late fixes

Do it in Modeling; update whenever scope/flows change (assets
* boundaries ¢ surfaces)

» Guide security decisions across SDLC: Use threat modeling as a lens to
inform architecture, design, testing, and operations decisions across the
lifecycle.

DPinh hwéng moi quyét dinh anh hwéng dén an ninh xuyén suét SDLC; wu tién

khai niém & nguyén tac hon la cong thirc cleng.
* Preemptive, incrementalrisk reduction: Reduce risk early in small steps—

raise the bar instead of chasing perfection; early wins matter even if feedback is

invisible.
Giam rai ro sém theo tirng budc (raise the bar), khdng cau toan; nd lwc sém
thwéng “dang cong” du phan héi kho thay.
« Earlier is cheaper than late fixes: Finding issues in modeling/design is far
cheaper than fixing them late in the lifecycle or after release.
Phat hién & giai doan mé hinh/thiét ké thuwdng ré hon rat nhiéu so véi stra &
cudi vong doi hay sau phat hanh.
Bake defenses into the design
+ Embed controls at trust boundaries and high-value surfaces so security is
built-in, not bolted-on.
Nhung co ché phong vé ngay trong kién tric (gi¢i han bé mét tAn cong, kiém
soat tai ranh gidi tin cay) thay vi “va” vé sau.
+ Expected outcomes by end of Modeling: Outcomes expected after the
Modeling phase: evidence-ready security decisions.
Két qué mong doi sau Modeling: gitip quyét dinh kién tric/bdo mat cé co s&.

[Communication H Planning H Modeling H Construction H Deployment }
\ J

Y
Early mitigations are worth the effort
Prepare evidence for SDR

* During Modeling (early design): Perform threat modeling early to surface
assets, trust boundaries, and attack surfaces that shape a secure
architecture.

Dinh huwéng moi quyét dinh anh hwédng dén an ninh xuyén subt SDLC; wu tién
khai niém & nguyén tac hon la cong thirc cieng.

» Iterate whenever scope or flows change: Update the model whenever

scope, data flows, or design choices change; expand iteratively and focus on

high-value assets first.
L&p lai/cap nhat mdi khi pham vi, lubng dir liéu, hoac quyét dinh thiét ké thay
déi; mé réng theo tirng dot, tap trung tai san gia tri cao truée.
Typical triggers for a TM update: Situations that should trigger a threat
model refresh:
Nhirng tinh hudng nén cap nhat threat model ngay.
v' New feature or third-party/partner integration.
Tinh nang m&i hoéc tich hop dich vu bén ngoai/ddi tac.
v' Changes to data model/flows or storage location of Pll/sensitive data.
Thay d6i mé hinh/ludng di liéu ho&c noi lwu triv PlI/dir liéu nhay cam.
v Adjustments to AuthN/AuthZ, session/token, or key/secrets policy.
Diéu chinh co ché xac thwe/ly quyén, session/token, hodc chinh sach
khoa/bi mat.
v Near-miss/incident, newly discovered vulnerabilities, or environment
changes.
Sw cb suyt xay ra/da xay ra, 16 héng méi phat hién, hodc thay dbi méi
trwdng van hanh.
v" New compliance/regulatory requirements
Yéu cau tuan tha/quy dinh méi.
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QUESTION & INTENT

1) What are we building?

Define scope, assets, actors, and dataflows; draw context/DFD and mark trust boundaries & entry points.
Xac dinh pham vi, tai san, tac nhan va ludng di¥ liéu; vé context/DFD, danh dau ranh gidi tin cay & diém vao.

artefaCtS ‘ Context/DFD ‘, ‘ Asset list ‘,‘ Trust boundary ‘, ‘ Attack surfaces ‘

2) What can go wrong?

Enumerate threats across boundaries and surfaces; use STRIDE as a taxonomy to spark ideation.
Liét ké de doa tai ranh gi¢i va bé mat; dung STRIDE nhw hé phan loai dé goiy.

artefacts: \’ Threat List \\ (incl bugs / human error / accidents / hw failures).

3) What will we do?

Prioritize by Likelihood % Impact; select mitigations (design controls, testing, procedures) and owners/next steps.
Uu tién theo Kha nang x Tac dong; chon giam thiéu (kiém soat thiét ké, kiém thiv, quy trinh) va phan cong trach nhiém.

artefacts:\x Risk table J, \ Mitigation plan J\, . Testideas \

4) Did we do a good job?
Review evidence & residual risk; check coverage and update model as scope changes; prepare jor gates. ] ]
Ra soat bang chirng & rui ro con lai; kiém tra do bao phua va cap nhat khi pham vi doi; chuan bi cho cac cong kiem soat.

artefacts: \ SDR readiness \ ,\ Bug Bar status \ ,\ FSR inputs \
Treat the Four Questions not as a linear sequence but as
recurring prompts you revisit throughout threat modeling and the Threat modeling phase

SDLC—especially whenever scope or design changes.

10
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SCOPE AND SYSTEM VIEW
Identify scope, architecture, components, and dataflows.

» Define scope & value: Capture business goals/non-goals; in-scope vs
out-of-scope; high-value assets & actors.
Ghi nhan muc tiéu/phi muc tiéu; pham vi bao ham/loai triv; tai san gia tri cao &
tac nhan.
v Assets & sensitivity - owners, locations, retention
Tai san & d6 nhay (PHI/PII/tai chinh) — chl s& hiru, noi lwu triv, thoi
han gil.
v Primary actors/roles; assumptions & constraints
Tac nhan/chirc nang chinh; gia dinh & rang budc.
» Architecture & flows: Lay out components, dependencies, data stores, and
flows across trust boundaries.
B& tri thanh phan, phu thudc, kho di liéu va ludng qua cac ranh gidi tin cay.
v’ Context diagram — preliminary DFD (levels 0—1)
v Entry points & attack surface (APIs, Uls, events)
v" Trust boundaries & data classification on each flow

ARTEFACT — USE CASE

+ Use-case diagrams describe the Request Management System

high-level functions and scope of o Croato
a system. @—

So do usecase mo ta tinh nang Staft
tong quat va pham vi hé thong
+ Use-case consists diagram and

@]
narrative @
Bao gom : so do va moé ta Leader

Review
request

Four Questions - Q1: What are we building?

ARTEFACT — ACTIVITY DIAGRAM

Activity diagram provides a view of the behavior of a system by describing the
sequence of actions in a process.

cung cap cai nhin vé hanh vi cia mot hé thdng bang cach mé ta trinh tw cac hanh déng
trong mét quy trinh.

Staff Leader

Review
Request

v

Y

Create Request

Rejected @

Approved

ARTEFACT — DATA FLOW DIAGRAM

Preliminary DFD-0/DFD-1 with trust boundaries & entry points
DFD-0/DFD-1 so bd ¢6 ranh gidi tin cay & diém vao.

Web server

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

4 2 /create A Partner API
‘ Identifier Service

Create request

Staff —>

DB Server

. v
/

3.2 | /review?id=x

A

v

Leader <+ Review request Requests
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SECURITY HAT — START CONCRETE FIRST

Think at entry points and boundary crossings; enumerate specific scenarios before generalizing with
STRIDE.

» Concrete scenarios at entry points: Begin with real flows and assets at risk; map each to a STRIDE
category.
Bat dau twr ludng thwe té va tai san rdi ro; anh xa méi kich ban vao STRIDE.
- Verbose error reveals schema at ~Jauth/login  — attacker pivots to credential stuffing.
LGi chi tiet lam 16 cau trac DB tai /auth/login — ké tan cong chuyén sang nhdi théng tin dang nhap.
» Token replay across boundary: stolen session token is reused from a different network.
Tai str dung token qua ranh gidi: token bi I6 dwoc dung lai tr mang khac.
* Insecure export endpoint  /export?file=student.csv  without auth/rate-limit — bulk data
exfiltration.
Endpoint xuét dir liéu thiéu xac thwc/gidi han tdc — rod ri div liéu hang loat.
» Partner webhook abuse: forged requests from outside cross the boundary into internal service.
Lam dung webhook déi tac: yéu cau gid mao tr ngoai vwot ranh gidi vao dich vu ndi bo.
* Insufficient logging prevents accountability on money-movement actions.
Ghi log khdng dd I1am mét kha ndng quy trach nhiém trong thao tac chuyén tién.

12
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MITIGATION 3 LEVERS
WHAT WE CHANGE

«| Lesslikely | :Harden inputs & policies; shrink attack surface; strong AuthN/Z.
Gidm kha nang: kiém tra dau vao/policy; thu nhd bé mét tan cong; xac thwc/ay
, quyén manh.
| Lessharmful : Smaller blast radius Least privilege; minimize & delete data; rate
limits/quotas. S ‘ )
Giam tac hai: dac quyen toi thiéu; toi thieu héa & x6a di liéu; gidi han tan suat/han
muwcC.
. [ More detectable | :Faster detection & recovery Tamper-evident audit logs;
monitoring & alerts; backups & restore drills.
Phat hién/phuc hoi: log chéng stra; giam séat & canh bao; sao lvu & dién tap

DEFENSE IN DEPTH — INDEPENDENT LAYERS
Multiple layers of independent protection to reduce error duplication

Policy & Validation (contracts, input rules)

AuthN/AuthZ (deny-by-default, scopes)

Sandbox/Isolation (process/container) ‘

Audit/Monitoring (tamper-evident logs)

Use sparingly for critical decisions; independent checks cut joint failure probability.

Dung ¢6 chon loc cho quyét dinh trong yéu; I&p doc lap gitp gidm xac suét 16i trung.

Four Questions — Q3: What will we do? (Mitigation)

PRIORITIZATION & PRINCIPLES
Prioritize by LxI

» Prioritize by LxI — Start with high-value assets & obvious big risks; quick

wins later. L= likelihood, | = impact
Béat dAu tw tai san/rdi ro “to & rd rang”; cac diém dé x{r ly sau.

Low Med High
Likelihood —

» Least Privilege — Just enough access; deny-by-default; avoid shared
admin.

Déc quyén tbi thiéu — truy cap vira dd; méc dinh tir chdi; tranh tai khoan
admin dung chung.

+ Defense-in-Depth — Independent layers to cut joint failures.
Phong tha nhiéu I6p — céac Iép doc lap dé giam 16i trung.

+ Auditing & Logs — Evidence without secrets/PIl; structured; monitored.
Ghi vét & log — bang chirng khéng chira bi mat/Pll; cé cu tric; dwoc giam
sat.

13
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1. QUALITY CHECK

Residual risk & evidence

+ Assess residual risk coverage
Panh gia rui ro con lai va mirc do bao phu.
v Top threats addressed or justified: mitigations in place or risk explicitly
accepted with rationale.
Céc de doa chinh da duwoc xt ly hoac chap nhan cé bién giai.
v' Coverage across assets & boundaries : no blind spots on high-value
assets or trust boundaries.
Bao phi theo tai san & ranh gidi tin cay; khéng con diém mu.
v’ Clarity on scope & assumptions : what'’s in/out; assumptions recorded
and reviewed.
R pham vi & gia dinh; ghi nhan va ra soat.

» Verification & evidence
Tiéu chi kiém chirng va bang chirng.
v \ Mitigations verified \ : evidence that controls work as designed (tests,
reviews, walkthroughs).
Bién phap da dwoc kiém chirng hoat ddng dung thiét ké (kiém thir, review,
~walkthrough). \
v \ Explicit risk acceptance  : if any mitigation is omitted, record why it’s
tolerable and conditions to revisit.
Néu bd qua gidm thiéu: ghi ré ly do chip nhan va diéu kién xem xét lai.

v \" Follow-up tracked | agreed changes assigned & status tracked to
closure.
Theo d&i thwe hién: thay ddi da cé ngwdi phu trach va trang thai dén khi
hoan tat.

Four Questions - Q4: Did we do a good job?

2. GATE READINESS & ITERATION

Ready for SDR (security design review)

+ Concise assessment — summary of threats, mitigations, and residual risk;
reviewer sign-off criteria clear.
Panh gia ngan gon: de doa, gidm thiéu, rdi ro con lai; tiéu chi ky duyét ré.
» Track in project system — create/attach an SDR item to track
recommendations and follow-ups.
Theo dbi trong hé théng dw an: tao muc SDR dé bam khuyén nghj va viéc can
lam.
* Revise the model — update threats/assumptions when scope or
environment changes.
Cap nhat mé hinh khi pham vi hoac méi trworng dbi.
* Re-check accepted risks — conditions that made them tolerable may no
longer hold.
Ra soat rhi ro da chap nhan: diéu kién chap nhan co thé khdéng con dung.

Q3 - Mitigations

Planned LxI prioritized
AN J

Q4 - Quality Check
Evidence & Residual risk

SDR readiness
Reviewer sign-off / follow-ups

4 14
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Assets & Prioritization

CORE DEFINITION

Anything of value worth protecting in the system.

+ High-value data — PII/PHI/Fin, trade secrets, source code, telemetry.

D liéu gia tri cao — PII/PHI/tai chinh, bi mat kinh doanh, ma nguén, telemetry.

»  Critical services — AuthN/AuthZ, billing/payments, key-management,

admin console.
Dich vu quan trong — xac thwc/Uy quyén, thanh toan, quan ly khéa, bang diéu
khién quan tri.

» Special privileges — admin roles, deployment creds, signing keys/tokens.
Quyén dac biét — vai trd admin, théng tin trién khai, khoa/ky sb, token dac
quyén.

+ Secrets — API keys, long-lived tokens, certificates.

Bi mat — khéa API, token sbng lau, chirng thu.

Describe each asset: Owner * Sensitivity * Where stored  Retention « Impact if
lost.

Chu s& hiru » D nhay « Noi lwu » Thei han gilr » Tac dong néu mat.

Asset Type Data Category Owner Sensitivity Tier Location Retention
Name
Customer DB: prod-eu-1
PII Data PII Data Steward High 2 (PostgreSQL) 2 years
Payment Tokenized via PSP; vault No storage
Card Data Data Financial (PCl) Payments Lead High 2 (PCI segment) (tokenized)
Access Rotate every
Tokens  Secret Secrets IAM Owner High 1 KMS-backed store 90 days
Rotate
annually;
Keys/Certificat retire on
Signing Key Secret es Security High 1 HSM incident

PRIORITIZE ASSETS & PROTECTION SCOPE

Allocate resources for more important things

+ Tier by sensitivity: Classify into tiers; protect the highest tier first.
Phan tang theo dd nhay; bao vé tang cao nhat trudc.

Tier 1
Keys/Secrets Admin creds

Tier 2
PIl - PHI - Financial - Trade secrets

Tier 3
Critical services (Auth, Billing, KMS)

rotect these first

Tier 4
Low-sensitivity data/services

Optional: P(asset) = S(asset) x E(asset), with S(Tier1..4)=4,3,2,1 -
Priority = Sensitivity x Exposure Level

» Set protection scope: Start with top-tier assets and their flows; include
storage, transit, and boundary crossings.
Bat dau twv tai san tang cao va céac lubng cla ching; bao gom lwu triv, truyén tai,
va bang qua ranh gioi.
» Mark locations & copies; minimize & delete what you can.
DPanh dau noi lwu va cac ban sao; ti thiéu hoa va xoa khi co thé.
» Assign owners; define evidence for controls (logs/tests).
Chi dinh chti s& hivu; x4c dinh bang chirng cho kiém soat (log/kiém thir).

15



G55 e Attack Surface - Concept

FPT UNIVERSITY

1. DEFINITION & SCOPE
Attack surface — what it means

« All the places an attacker can attempt to interact with or
influence the system.
Tdng cac diém ma ké tAn cong co thé twong tac/dnh hwdng dén hé
thdng.
\/ Examples\ APls \ ’\j Uls \ ,\: Network ports \ ’\: Files \ ’\: Jobs/Cron \
\\ Jobs/Cron \
Vi du: API, ‘giao djén ngwdi dung, cdng mang, tap tin, tac vu dinh
ky, bang diéu khién/admin.
v' Goal: inventory comprehensively; tie each item to a
concrete Entry Point (EP) ID.
Muc tiéu: liét ké day dd; gan tirng muc véi Entry Point
(EP) cu thé.

* Reduce what’s exposed; harden what remains.
Giam phoi bay; gia cd phan con lai.
v Remove unused endpoints; restrict by network &
identity.
Xoa endpoint khéng dung; gi¢i han theo mang & danh tinh.
v/ Standard controls at interfaces: authn/z, input
contracts, rate-limits, audit logs.
Ap kiém soat chuan & giao dién: xac thic/ly quyén, hop
déng dau vao, gi¢i han tan suat, ghi vét.

2. ILLUSTRATION
Attack surface map

* Mark entry points around the system boundary; this “ring” is the

attack surface.
DBanh d4u diém vao quanh ranh gi¢i hé théng; “vanh dai” dé 1a attack
surface.

s EP-port System Boundary EP-API ™.

Core Services & Data @

91l4-d3

EP-admin
L
N
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G oo Entry Points & Interfaces

FPT UNIVERSITY

CATALOG THE ENTRY POINTS

HTTP Endpoint, message queues, cron jobs,
console
 Web/UI pages & screens: forms, uploads, search fields,
SPA routes, deep links.
Trang/screen giao dién: biéu mau, tai tép, 6 tim kiém, tuyén SPA,
lien két sau.
« HTTP endpoints (REST/GraphQL): versioned,
documented, tested.
Endpoin’t HTTP (REST/GraphQL): quan ly phién ban, co tai liéu,
duwoc kiém thir.
 Message queues (Kafka/SQS/Rabbit):
producers/consumers, schemas, DLQs.
Hang doi théng diép: nha phat/tiéu thu, lwgc do, hang doi 16i
(DLQ).

« Cron/Schedulers: jobs, triggers, permissions, blast radius.

Cron/Lich: tac vy, kich hoat, quy&n han, pham vi anh hwéng.

Bang diéu khién quan tri: chi ndi bd, SSO/MFA, ghi vét mac dinh.

Interfaces = chokepoints: Centralize controls where traffic
must pass.
Tap trung kiém soat & noi moi lwu lwong phai di qua.

Admin consoles: internal-only, SSO/MFA, audit by default.

VISUALIZATION

Interfaces as security chokepoints
Place independent controls at each interface to reduce joint

failure risk.
Dat kiém soat doc lap tai mbi giao dién de giam rdi ro 16i trung.

Ui controls
SameSitCeS \F;;idCStFi)c;n Anti- ST CERTEE |
’ . ’ AuthN/Z, Rate limit, Audit |
Automation
r ~ ( N
| Client —> Web Ul —>  Http/Api GW
@ @ @ | - o

Form Upload Search Route

‘ MQ controls |
Auch Schemas, Quotas, DLQ, Aud|t

" Admin Message
. Scheduler | ‘ Broker ‘

4 A

Data
Stores

\ 4 \ 4

Consumers
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Trust Boundary
FPT UNIVERSITY

DEFINITION
Trust bouderies concept and practical example

» Definition: A demarcation between components with
different trust levels; any data crossing must be verified.
Puwong phan tach mire tin cay khac nhau; moi di¥ liéu bang qua
phai dwoc xac minh.

« Examples: Internet—-DMZ; Frontend—Backend; App—DB;

Partner API.

Vi du: Internet—DMZ; Frontend—Backend; App—DB; Partner
API.

TRUST BOUNDARY - EXAMPLE

Internet/User B1 Internet - Edge

Edge/Ul B2 Edge - App

App Services

SSH daemon separates privileged and unprivileged
processes; web frontend straddling the Internet boundary.
SSH daemon tach tién trinh ddc quyén va khéng dac quyén; web
frontend & ranh gidi Internet.
Interfaces/protocols: Always cross via explicit
interface/protocol; minimize side-effects.
Luén chuyén qua giao dién/protocol rd rang; gidm tac dong
side-effects.

Data Stores 3" party

B3 App - Data B4 App - 3" party

EP1:/auth/login ‘ Web A ‘ EP2: /apllauth* ‘
T e T

Auth Service

EP4:outbound/webhook

> Partner API

//

Order Service

‘ EP3: DBcrud ‘

Customer DB

EP5:inbound/webhook
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Use-case Diagram
FPT UNIVERSITY

DEFINITION

What a use-case diagram shows
» High-level functions & scope of a system.
Céc chirc ndng murc cao va pham vi clia hé théng.
* Interactions between the system and its actors (external environment).
Twong tac gitra hé thdng va cac tac nhan (méi truéng bén ngoai).
*  What the system does, not internal implementation
Dién t& hé théng lam gi, khéng mé ta céch trién khai bén trong.
* Key elements includes actor, use-case, system boundary, associations
Cac thanh phan chinh bao gom : actor, use-case, system boundary, associations .
v Actors — people, organizations, machines, or other systems.
Téac nhan: con ngudi, td chirc, may mdc, hay hé théng khac.
v Use cases — goals/services the system provides (ovals).
Ca str dung: muc tiéu/dich vu hé théng cung cép (hinh oval).
v' System boundary — rectangle to separate internal use cases from
external actors (visual aid).
Ranh gi&i hé théng: hinh chir nhat tach ca sir dung bén trong khéi tac nhan
bén ngoai (trg giup trwc quan).

v" Associations — lines showing which actors participate in which use cases.

Lién két: dworng thdng cho thiy tac nhan tham gia ca st dung nao.

Sale System

—<<extend>>— Apply COUpOﬂ
o
spend loyalty points \@

Payment Service

USE-CASE DIAGRAM

o

Custpmer :

VIP Customer

@\
Staff

Place Order

Browse Catalog

<<include>>

Request consultant

Track Order

i

USE-CASE DESCRIPTION

Use-case field

Description

Use case name

Subject area

Business event

Actors

Use case overview

Preconditions

Termination outcome

Condition affecting
termination outcome

Use case description

Use case associations

Traceability to

Input summary

Output summary

Usability index

Use case notes

An active verb phrase that describes a particular task.

A use role or other grouping mechanism that can be used to group use
cases.

A trigger that stimulates activity within the business. Many business events
occur at the interface point between the business and one of the external
entities with which it interacts. Business events must be observable.

The actor that initiates this use case and all users who participate in this
use case.

A description of the overall scope and content of the use case.

Constraints that must be met for the use case to be taken by the solution
developer and used to create a workflow. This might include a required
sequencing of use cases. For example, one or more other use cases might
need to be performed successfully for this use case to begin.

A list of the successful and unsuccessful ways this use case might end.
What are the possible ending results?

A list of the conditions under which the corresponding termination outcome
occurs.

A brief description of events for the most likely termination outcome. List the
actions the actor does and how the system responds.

A list of other use cases that are associated with this use case.

A list of other related documents, models, and products that are associated
with this use case.

A brief summary that lists the data input by the actor.
A brief summary that lists the data output by the system.

A number based on how this use case ranked in terms of satisfaction,
importance, and frequency.

Information that is not directly part of this use case but that the solution
developer needs to be aware of while working on the workflow.
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FPT UNIVERSITY

CONCEPT

« Context Diagram
v Black-box system view: show the system as a single process and
surrounding external entities.
Xem hé théng nhw “hdp den” va cac hé théng/tac nhan 1an can.
v’ Label data on arrows: annotate exchanged data types (e.g., Pll, Orders,
Payments, Notifications).
Gan loai di¥ liéu trén mii tén (Pll, don hang, thanh toan, théng bao...).
v Trust boundary: the system boundary is a key trust boundary—treat
external inputs as untrusted; verify at crossing.
Ranh gi&i tin cay: ranh hé théng 1a ranh chi dao — coi di¥ liéu bén ngoai 1a
khong tin cay; xac minh khi bang qua.
* Preliminary DFD
v' DFD-0: top-level processes & major data stores/flows; focus on where
data crosses trust boundaries.
DFD-0: céc tién trinh mirc cao & kho di¥ liéu/ludng chinh; nhan diém bang
ranh tin cay.

v' DFD-1: expand one DFD-0 process into sub-processes and detailed flows.
DFD-1: bé nhé mét tién trinh DFD-0 thanh cac tiéu tién trinh va luong chi
tiet.

v’ Security lens: highlight untrusted sources, boundary crossings,

validation/authN/authZ, logging, and data classification.
Goéc nhin bado mat: t& sang ngudn khéng tin cay, diém bang ranh, kiém tra
hop |&/xac thwc/ly quyén, logging va phan loai di¥ liéu.

« Checklist (security)

[ Mark trust boundaries } [ AuthN/AuthZ } [ Least privilege } [ Protocol contracts ]

[ Untrusted — trusted } [ Validate inputs } [ Encrypt in transit } [ Audit logs }

Context Diagram & Preliminary Data Flow Diagram

CONTEXT DIAGRAM
Customer Trust Boundary
Employees
(Sale/Account)
Payment
Service

DFD

Legacy data stores provide
core data to the application

|
Trust boundary |
between internetjand
company networ‘k

Customer Data

|
|
|
|
|
|
|

! ! Sale Order
| |
| |
| |
| |
Customer ‘ Place order |
| |
| |
| |
| |
| |
| |
i Process order < i
| _/ |
| 5 |
: |

Paym_ent i Employees i Billing Data
Service | (Sale/Account) !
| |

External (internet) | Internal Internal 3 Internal Backend / Legacy
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Threat Modeling - Four Questions, Asset, Attack Surface, Trust Boundary

Part 2
STRIDE Model for Threat Classification
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G5, oo Categorizing Threats with STRIDE

FPT UNIVERSITY
CONCEPT & MEANING ILLUSTRATION
What STRIDE is STRIDE <~ CIA & AAA

+ STRIDE is Microsoft's threat classification model.
STRIDE la mé hinh phan loai mdi de doa (threat classification)
cla Microsoft

+ Taxonomy, not a full method. A mnemonic of six threat CIA objectives
categories to ensure coverage.
Hé phan loai, khéng phai phwong phap day da; 6 hang muc Confidentiality
giup khong bé sét. Information Disclosure (I)

* Apply to each element & crossing. Walk the model

component-by-component and boundary-by-boundary.

Ap dung cho tirng thanh phan va tirng 1an bang qua ranh gidi. T;’;t;%:gt‘(’ﬂ
» Kickoff technique. Write S-T-R-I-D-E on the board;
brainstorm quickly before deep dive.
Khéi dong: ghi S-T-R-I-D-E Ién bang; ddng n&o nhanh truwéc Availability
khi di sau. Denial of Service (D)

Where STRIDE fits (Matching with 4 Questions)

[ Assets } ‘ Data Flows ‘

S T*Re*l*D-E

‘ Business Flows ‘ ‘ Assumptions ‘

-
J

‘ Boundaries

Q2: What can go wrong? Use STRIDE per element

Q1: What are we building? - Model assets, flows, boundaries

—

S—

Three map to CIA; three to AAA (Gold Standard).
Ba hang muc anh xa CIA; ba hang muc anh xa AAA.

ST*Rel*D-E
Apply per component & trust boundary

(S)poofing

Identity subversion

(R)epudiation

Deny actions

~

(T)ampering

Unauthorized changes

(DInfo Disclosure
Leak data

(D)oS

(E)levation
Bypass authZ

K Exhaust resources

=/

‘ Threat List ‘

‘ Misuse/Abuse Case ‘

— |

Mitigations ]

Q3: What will we do? map to controls

AAA (Gold Standard)

Authentication
Spoofing (S)

Integrity
Elevation of Privilege (E)

Auditing
(Accountability)
Repudiation (R)

Evidence to Quality Gates ‘

Q4: Did we do a good job? evidence & tests
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STRIDE - S: Spoofing

DEFINITION & OBJECTIVE

+ Spoofing = the attacker pretends to be a legitimate entity
(user/service/device) to bypass authentication (AuthN).
Mao danh = ké tan cong gia dang thuc thé hop Ié (nguoi dung/dich vu/thiét bi)
de vuot qua xac thuc .
At trust boundaries, verify identity on every crossing.

Moi lan bang qua trust boundary phai xac minh danh tinh.
Typical Scenarios mapped to EP/Boundaries )
v Password theft / phishing / credential stuffing at  EP1: fauthiogin

(B1 Internet—Edge).
DPanh cap mat khau / phishing / credential stuffing tai EP1
/auth/login (B1 Internet—Edge).
v Token replay / session hijack — stolen token/cookie
is reused across boundaries (B1/B2/B4).
Token replay / chiém phién — token/cookie bj 16 réi dung /ai qua ranh
gi¢i (B1/B2/B4).
v’ Service-to-service spoofing on B2 Edge—App & B4

App<«3rd-Party: forged webhook, internal call without service identity.

Gia danh dich vu trén B2 Edge—App & B4 App«3rd-Party: webhook
gia mao, goi ndi bé khéng cé danh tinh may-khach.
v' App—DB impersonation on B3 App—Data: shared credentials,
broad privileges, no service-identity binding.
Gia danh t¢i DB trén B3 App—Data: chudi két néi dung chung, quyén
réng, khéng rang budc danh tinh dich vu.
* Risks & Impact/ Rui ro & Tac dong
* Unauthorized access to accounts/assets (Pll/funds/orders).
Truy cap trai phép vao tai khoan/tai san (Pll/tién/don hang).
» Broken chain of trust leading to forged transactions/command injection.
Chudi tin cay héng dan t&i gid mao giao dich/tiém Iénh.

ILLUSTRATION

B4 App -3
party
i

Internet/User  B1 Internet - Data Stores 3D party

Edge

EP1:/auth/login

Edge/Ul B2 Edge - App App Services B3 App - Data

|
EP2:/api/atith* .
; Auth Service

|||HH|HH%H|%%HHIHHH%|II

EP4:outbound/webhoo Partner API

) Customer DB

EP5:inbound/webhook

MITIGATIONS — MAP TO Q3 LEVERS

» MFA for login/sensitive actions; OTP/TOTP/WebAuthn; protect recovery flows.
MFA cho dang nhap/hanh déng nhay cdm; bao vé luéng khéi phuc.
* mTLS & strong service identity; client cert, SPKI pinning, rotation; avoid shared
secrets.
mTLS & danh tinh dich vu; pin SPKI, xoay vong; tranh secret dung chung.
» Anti-replay; nonce + timestamp, JWT expl/jti, one-time tokens, channel binding
(SameSite/token binding).
Chéng phat lai; nonce + timestamp, token mét 1an, rang budc kénh.
» Session locking/rotation on sensitive changes/MFA; short TTL; bind to UA.
Khoa/dbi phién sau thay dbi nhay cdm/MFA; TTL ngén; rang budc vao UA.
+ Rate limiting & backoff on /auth and webhooks (per-IP/ASN/account).
Gi&i han tan suat tai /auth & webhook (theo IP/ASN/tai khoan).
* Observability: auth logs, mTLS cert subject, webhook signature pass/fail;
idempotent retries.
ann sat dwoc: log xac thuwe, subject cert mTLS, chir ky webhook (d6/trwot); retry bat
bién.
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STRIDE - T: Tampering

DEFINITION & OBJECTIVE

» Tampering = unauthorized modification of data/code/config in transit or at
rest — breaks Integrity.
Stra ddi trai phép dbi voi di liéu/ma/cau hinh khi truyén hodc lwu — vi
pham tinh toan ven.
* Focus: ensure changes are authentic, intentional, and traceable.
Trong tam: moi thay déi phai xac thwe, cé chu dich, truy vét dworc.
» Typical Scenarios )
v’ API payload manipulation at EP| /oder | fransfer  gcross B1/B2.
Chinh stra ndi dung yéu cau (JSON/headers) tai entry point.
v File/content tampering: uploaded files, stored objects, log
records.
Stra tép tai lén, dbi twong lwu trir, hodc log.
v’ Config/feature-flag drift in prod; unauthorized edits to runtime
config.
Sai léch cAu hinh/feature flag; chinh ciu hinh chay khéng qua kiém
soat.
v DB record tampering across B3 App—DB (e.g., order amounts,
roles, limits).
Stra di¥ liéu trong DB (gia tri don, vai trd, han muc).
v Partner/webhook payload altered at B4 App«3rd-Party.
Payload webhook bj thay dbi trén dwérng hodc bi gida mao.
* Risks & Impact
v’ Corrupted state: financial loss, fraud, policy violations.
Trang thai sai Iéch: that thoat, gian lan, vi pham chinh sach.
v Durable integrity loss if persisted to DB/logs/backups.
Mat toan ven bén virng néu da ghi vao DB/log/backup.

ILLUSTRATION

Internet/User B1 Int‘ernet -

/orders(payloadé)

B4 App -3
party
i

outbound/webhook i
—»  Partner API
&2 1 inbound/webhook 3
; i
DBicrud

Runtime cé)nﬁg
: Config/flags
! -T

Edge/Ul B2 Edge‘ -App App Services B3App- Data  Data Stores 3D party

Edge

/api/ordets*

Order API

MITIGATIONS — MAP TO Q3 LEVERS

MAC/HMAC for API bodies & webhooks; canonicalize then compute; reject on
mismatch.
MAC/HMAC cho payload API/webhook; chudn hoa trwdc khi tinh; Iéch 1a ti choi.
Digital signatures (request/message/artifact); verify key ownership & timestamps.
Chir ky sb cho yéu cau/théng diép/artefact; kiém khoa & thi gian.
Checksums & content hashing for files/objects; compare on download/ingest.
Checksum/bam ndi dung cho tép/ddi twong; so sanh khi tai/xc ly.
Immutable infrastructure & artefacts: image digests, signed releases, no ad-hoc
prod edits.
Ha tang & artefact bat bién: bam digest, phat hanh cé chir ky, cAm s(ra tay trén prod.
DB integrity controls: constraints, append-only/event sourcing, signed/audited
logs.
Kiém soat toan ven DB: rang budc, ghi-b6-sung, log ky/audit.
Config governance: 1aC, code-review/2-person rule, change history,
least-privilege on writes.
Quan tri cAu hinh: ha tAng-nhw-ma, review 2 ngudi, lich st thay dbi, téi thiéu quyén
ghi.
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STRIDE - R: Repudiation

DEFINITION & OBJECTIVE

* Repudiation = an actor can deny performing an action because the system lacks
trustworthy evidence (logging/audit).
Chéi bd = tac nhan c6 thé phi nhan hanh déng do hé théng thiéu bang chirng tin
cay (log/audit).
* Obijective: ensure accountability with tamper-evident logs & verifiable
provenance.
Muc tiéu: bdo dam trach nhiém giai trinh bang log chdng sira & ngudn gbc cé thé xac
minh.
* AAA mapping: Repudiation < Agditing/AccountabiIity.
Anh xa AAA: Chéi bd « Ghi vét/Trach nhiém.
Typical Scenarios (EP/Boundaries) / Tinh huéng (EP/B)
v Missing or weak logs at EP1 /auth/login, EP2 /orders across B1/B2 =
cannot attribute actions.
Thiéu/yéu log tai /auth, /orders qua ranh B1/B2 = khéng quy trach nhiém.
v Shared accounts for admins / service users across B2/B3 = who did
what?
Tai khoan dung chung (admin/dich vu) qua B2/B3 = khéng biét ai lam gi.
v Webhook/3rd-party callbacks over B4 without signatures/timestamps =
source cannot be proven.
Webhook/Callback bén tht» ba qua B4 khéng c6 chir ky/d4u thoi gian =
khéng chirng minh dwgc ngudn.
v Log tampering in transit/store (no integrity, no WORM) = audit cannot be
trusted.
Bi stra log trén duong truyén/lwu trir (khéng ddm bao toan ven, khéng
WORM) = audit mat tin cay.
* Risks & Impact
v No accountability: disputes cannot be resolved; incident RCA,sta,IIs’.
Mat trach nhiém giai trinh: tranh chap khoéng x( ly; diéu tra sw co bé tac.
v' Compliance & forensics weakened; fraud cannot be proven/contained.
Tuan tha & giam dinh suy yéu; khéng chirng minh/khéng ché dwoc gian lan.

ILLUSTRATION

B4 App -3

B1 Internet - Edge/Ul
! party
'

B2 Edge - App App Services B3App- Data  DataStores
Edge 1 1
i

outbound/webhook

'
/orders(payloads) /api/orders*

Order API

>

inbound/webhook

DBicrud
: Sale DB
|
Logs ! Runtime cénfig
3 — Config/flags
X |

Logs

X
! Logs X

! Signature
X ' timestamps

Audit Logs

MITIGATIONS — MAP TO Q3 LEVERS

* Immutability: append-only/WORM, write-once buckets, restricted admin path.
B4t bién: chi-ghi/ghi 1-doc nhiéu, bucket write-once, han ché dwdng quan tri.
» Cryptographic integrity: per-event signatures, hash-chains, merkle/periodic sealing.
Toan ven s6: ky tirng sw kién, chudi bam, niém phong dinh ky.
* Provenance: include sub/client_id, mTLS peer, request-id, trace_id, timestamp with
synchronized clocks.
Ngudn gbc: ghi chii thé, danh tinh mTLS, request-id/trace-id, dau th&i gian (ddng bo
giv).
* Accountability controls: unique accounts (no sharing), RBAC/SoD for log access,
audit of admin actions.
Kiém soat trach nhiém: tai khoan riéng (khéng dung chung), RBAC/SoD cho truy cap
log, audit hanh déng admin.
+ Signed inbound: require HMAC/PKI signatures + anti-replay for webhooks/3rd-party
callbacks.
Ky sé inbound: bat budc chir ky HMAC/PKI + chéng phat lai cho webhook/callback.
* Retention & privacy: retention policy, PIl minimization/redaction, access reviews.
Lwu trir & riéng tw: chinh sach lwu triv, gidam/an Pl trong log, ra soat quyén.
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STRIDE - I: Information Disclosure

DEFINITION & OBJECTIVE

* Information Disclosure = exposing data to unauthorized parties (content
or metadata).
RO ri théng tin = di¥ liéu 16 ra cho dbi twong khéng dwoc phép (ndi dung hodc metadata).
» Targets: Pll/PHI/financials, keys/secrets, configs, schemas, logs, and metadata
(filenames, sizes, timings).
Muc tiéu: PlI/PHI/tai chinh, khoa/bi mat, ciu hinh, lwoc do, log, va metadata (tén file, kich
thwoc, thoi diém).
* CIA mapping: | « Confidentiality .
Anh xa CIA: | < Bao mat di liéu.
» Typical Scenarios
v Unsecured channels: missing TLS/HSTS, internal plaintext links;
mixed-content.
Kénh khéng an toan: thiéu TLS/HSTS, lién két ndi bd khéng ma hoa; ndi dung tron.
v’ At-rest leaks: DB/files/backups/snapshots not encrypted; public object storage.
RO ri khi lwu trir: DB/file/backup/snapshot khong ma hoa; storage céng khai.
v Verbose outputs: error pages, debug endpoints, logs/metrics/traces contain PII,
tokens.
DAau ra qua chi tiét: trang 16i, endpoint debug, log/metrics/traces chira P,
token.
v’ Side-channels: response timing/size, cache/probing, enumeration via metadata.
Kénh phu: thoi gian/kich thwéc phan héi, cache/probing, liét k& qua metadata.
+ Risks & Impact
v" Privacy & regulatory exposure (PII/PHI/fin); key compromise leads to
broader breaches.
Rui ro riéng tw & phap ly (PlI/PHI/tai chinh); 16 khéa kéo theo xdm pham dién rong.
v Intelligence for attackers via metadata & errors; enables chaining to S/T/E/D
threats.
Théng tin tinh bao cho ké tAn cdng qua metadata & 16i; tao tién dé két hop véi
S/T/E/D.

MITIGATIONS — MAP TO Q3 LEVERS

TLS everywhere: TLS 1.2+/1.3, HSTS, no mixed-content; internal TLS,
cert rotation.
Ma hoa khi truyén: TLS 1.2+/1.3, HSTS, tranh ndi dung trdn; TLS ndi bo,
xoay vong chirng chi.
Encrypt at rest: DB TDE/disk, object storage SSE-KMS, envelope
encryption; key rotation & access reviews.
Ma hoa khi lwu: TDE/dia, SSE-KMS, envelope; xoay khoa & ra soat
quyén.
Least information: redact PIl in logs, minimal error messages,
pre-signed URLs, no directory listing.
Téi thiéu théng tin: &n Pl trong log, théng bao 16i tdi gidn, URL ky th&i han,
khéng liét ké thw muc.
Access controls: RBAC/ABAC to data & keys; split vault/KMS roles;
monitor exfiltration (DLP).
Kiém soat truy cap: RBAC/ABAC cho di¥ liéu & khoa; tach vai tro
vault/KMS; giam sat ro ri (DLP).
Side-channel hardening: constant-time crypto ops,
padding/length-hiding, cache rules.
Giam kénh phu: thao tdc mat ma hang thdi gian, dém/an d6 dai, quy tac
cache.
Data minimization: collect only what you need; classify assets; purge
stale data/keys.
Giam di¥ liéu: chi thu thap can thiét; phan loai tai san; don di liéu/khoa cd.

N
()]



Eﬁ i Education

FPT UNIVERSITY

STRIDE - D: Denial of Service

DEFINITION & OBJECTIVE

» Denial of Service = making a system/service unavailable by exhausting resources or
blocking progress.
Tw chéi dich vu = lam hé théng khéng phuc vu bang cach can kiét tai nguyén hoéac can tré
tién trinh.
» Objective: protect Availability via capacity, isolation, and graceful degradation under
stress.

Muc tiéu: bdo vé Kha dung bang dung lwong, cach ly va suy giam cé kiém soat khi qua tai.

» Typical Scenarios
v Burst traffic & bots at B1 (e.g., /search, /login) — CPU, I/O spikes; cache
stampede.
Lwu lwong dét bién & bot tai B1 (vi du /search, /login) — tang dét bién
CPUI/I-O; dén tai cache.
v" Resource exhaustion: thread/connection pools, memory/CPU, per-tenant
quotas.
Can tai nguyén: pool ludng/két ndi, RAM/CPU, han ngach theo tenant.
v Lock contention & hot partitions in DB/kv; synchronized sections bottleneck.
Tranh chap khoa & phan viing néng trong DB/kv; doan ma déng bo gay nghén.
v' Amplification: aggressive retries without backoff; fan-out calls; N+1 queries;
chatty protocols.
Khuéch dai: retry khdng backoff; goi phan nhanh; N+1 query; giao thirc “I&m 1&i”.
v’ State exhaustion: session store/queue backlog; long-lived websockets.
Can trang thai: kho phién/hang doi don &; websocket kéo dai.
* Risks & Impact
v' SLA/SLO breaches, cascading failures, incident response load.
Vuwot nguéng SLA/SLO, 16i day chuyén, tang tai 'ng clru.
v Business loss: downtime, abandoned carts, penalties.
Mat mat kinh doanh: gian doan, bd gid hang, phat vi pham.

ILLUSTRATION

B1 Internet -
que

Edge/Ul

Burst traffic / Botnet| E
; > Web App Thread/Conn pools exhausted

> Service
Expensive endpoints (/search, /login)
*J@ DB/Cache
Lock contention / hot partition

:( f%@uaAuKECMe
Queue backlog / auto scale lag

MITIGATIONS — MAP TO Q3 LEVERS

Rate limiting & quotas: token/leaky bucket; per-IP/API-key/account; 429
with Retry-After.

Gidi han tan suét & han ngach: token/leaky bucket; theo IP/API-key/tai khoan;

429 kém Retry-After.

Backpressure & load shedding: bounded queues, early drops, prioritize
health-checks.

Phan ap & bd bot tai: hang doi co gidi han, loai sém, wu tién kiém tra séng.
Timeouts, circuit breakers, bulkheads: fail-fast, isolate resources to prevent
cascade.

Timeout, cdu dao, vach ngan: fail-fast, cach ly tai nguyén tranh lan rong.
Autoscale & capacity: HPA/queue-based scaling; warm cache; CDN;
precompute hot views.

Tw mé& rong & dung lwong: scale theo HPA/hang doi; lam &m cache; diing

CDN; tién tinh két qua néng.

Cache stampede control: TTL jitter, single-flight, request coalescing.

Chébng don tai cache: x4o TTL, hop nhat yéu cau, chi moét tién trinh xay cache.
Retries with jitter & budgets: idempotency keys; client-side backoff;
per-request time budgets.

Retry ¢ jitter & ngan sach thdi gian: khoa bt bién; backoff phia client; ngan

séach thoi gian theo yéu cau.
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STRIDE - E: Denial of Service

DEFINITION & OBJECTIVE

» Elevation of Privilege = gaining more authority than intended (role/scope/resource) by
bypassing authorization (AuthZ) or abusing defaults/flows.
Leo thang dac quyén = dat mirc quyén cao hon dw kién (vai tré/pham vi/tai nguyén) do lach Gy
quyén ho&c lam dung méc dinh/luéng.
* Objective: preserve privilege boundaries for users & services; every action must be explicitly
authorized.
Muc tiéu: gitr virng ranh gi¢i dac quyén cho ngudi dung & dich vu; moi hanh ddng phai duwoc Oy
quyén rd rang.
» Typical Scenarios (mapped to EP/Boundaries)
v Bypass AuthZ: missing object-level checks (IDOR/BOLA) on EP2 /api/* across B2.
Vuwot Gy quyén: thiéu kiém tra quyén theo dbi twong (IDOR/BOLA) tai API qua B2.
v' Confused Deputy: service with high privilege performs action for a low-privileged caller
across B2—B3 (no caller intent binding).
Deputy nham vai: dich vu d&c quyén cao hanh ddng thay ngwdi goi quyén thap qua
B2—B3 (khdng rang budc y dinh ngudi goi).
v Insecure defaults: default admin creds/roles, wide *:* IAM policies; DB runs as
superuser on B3.
Mé&c dinh nguy hiém: tai khoan/quyén admin méac dinh, policy IAM qua rdng; DB chay quyén
siéu nguwdi dung & B3.
v Policy gaps: allow-lists on B4 webhooks but no AuthZ per resource/action; partial
checks only at login, not at use (no complete mediation).
L& hdng policy: ¢ allow-list webhook nhung thiéu Gy quyén theo tai nguyén/hanh déng; chi
kiém tra luc dang nhap, khong kiém & thoi diém dung (thiéu kiém soat toan phan).
+ Risks & Impact
v Unauthorized actions (read/modify/delete, money movement, key access) — compromise of
assets & integrity.
Hanh dong trai phép (doc/stra/xda, chuyén tién, truy cap khéa) — xam pham tai san & tinh toan
ven.
v’ Blast radius escalates when services use shared super-roles or long-lived broad tokens.
Pham vi thiét hai n&i rong khi dich vu dung vai trd chung cép cao hodc token réng, séng lau.

ILLUSTRATION

User=A

4@»[ Business Service

iNo object check

Areads data of B (IDOR)
—
‘

DB/Cache )

Admiﬁ Svc executes on behalf of user

Low-priv user calls
‘ »  DB(privileged) |

o . . )
kg Admin Service

API fomards w/0 user context

Any Service

Uses shared super-role / default admin

O;[ DB (Super user) }

System admin by default

MITIGATIONS — MAP TO Q3 LEVERS

Least privilege: fine-grained RBAC/ABAC, deny-by-default, resource-level checks;
short-lived scoped tokens.
Déc quyén t6i thiéu: RBAC/ABAC chi tiét, méc dinh ttr chdi, kiém theo tai nguyén;
token c6é pham vi & thoi han ngén.
Complete mediation: enforce AuthZ at every APl/resource call;
validate subject/scope/resource on use.
Kiém soat toan phan: Gy quy&n & moi Ian goi; xac minh chd th&/pham vi/tai nguyén tai
thoi didm dung.
Separation of duties (SoD): split powerful actions (approve vs execute), dual
control for money/keys.
Phan tach nhiém vu: tach vai trd hanh ddng manh (duyét vs thuc thi), kiém soat kép
cho tién/khoa.
Service identity binding: distinguish user-as-caller vs service-as-caller; propagate
caller intent (delegation tokens).
Rang budc danh tinh dich vu: phan biét ngwdi dung goi vs dich vu goi; truyén y dinh
nguoi goi (delegation token).
Harden defaults: remove default admin, principle of safe defaults, policy-as-code
with reviews.
Mac dinh an toan: bd tai khoan/quyén admin mac dinh, ap dung méc dinh an toan,
policy-as-code c6 ra soat.
Drop privileges: run DB/app with minimum roles; break glass with audit only.
Giam quyén: chay DB/app bang quyén tbi thiéu; quyén khan cap phai co audit.

N
(o]



Eﬂa Education

FPT UNIVERSITY

ENTRY POINT REVIEW

S: who can spoof?

T: what can be altered? R: can we proved?

e Y
>ﬁ Entry Point / Interface

I: what might leak?

D: what gets exhausted?

E: more than intended?

STRIDE — Heuristics & Checklist

CHECKLIST — STRIDE PER ELEMENT

DFD Element Likely STRIDE

Recommend to check

e

Don’t forget Outputs:

AuthZ + Immutable Audit Threat List — Owners — L x [

AN

External Entity (Actor) S
Process/Service TR, I,D, E
Data Flow T,1,D
Data Store TR, I,D

Trust Boundary AlL (S/T/R/I/D/E)

Identity proofing, MFA, anti-spoof

Input validation, authZ per action, logs,
quotas

TLS, integrity (MAC), size/DoS controls

At-rest encryption, immutability, access
reviews

Re-verify identities, sanitize, monitor

HOW TO USE STRIDE IN PRACTICE

+ Walk every entry point & boundary with the six questions; capture threats, controls, and owners.
Di lan lwot trng diém vao & ranh gidi véi 6 cau; ghi nhan de doa, kiém soat, va nguoi chju trach nhiém.
+ Cross-check Auditing & AuthZ for each scenario: do we have immutable logs and object-level authorization at time-of-use?

Déi chiéu Log & Uy quyén cho tirng kich ban: cé log bat bién va kiém tra quyén theo déi twong tai théi diém sir dung chwa?

» Prioritize with L x I and revisit after scope changes.
Uu tién theo LxI va xem lai khi pham vi thay dbi.

Tip: When short on time, apply “STRIDE per interaction” first (flows across boundaries), then go deeper per element.
Meo: Thiéu thi gian, hay ap dung “STRIDE theo twong téc” trwde (lubng qua ranh gidi), rdi dao sau tirng phan tor.
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DEFINITION & WHY

* Misuse/Abuse case = intentional misuse of a system flow to cause harm or gain
advantage.
Tinh hudng lam dung/tan céng = cb y khai thac ludng hé théng dé gay hai hoac truc loi.
« It flips the builder’s view to the attacker’s perspective; complements use cases to
reveal threats early.
DPao gbc nhin ngudi xay dwng sang ké tan céng; bb sung cho use case dé 16 de doa
sém.
* How to write
v Reverse user story: “As a malicious actor, | want to {action} so
that {harm/benefit}.”
User story ddo nguoc: “Véi tw céch ké x4u, t6i mubn {hanh dong} dé {gay
hai/duwoc lgi}.”
v Include scope & assets (Pll/keys/finance), entry point, boundary crossing,
and preconditions.
Ghi ré pham vi & tai san, diém vao, ranh gidi, va diéu kién tién quyét.
v' Add detection criteria (signals/thresholds), owner, and mitigations mapped
to STRIDE.
Thém tiéu chi phat hién (tin hiéu/nguéng), owner, va bién phap gan véi
STRIDE.
 Examples
v" Brute-force login (S/D): “As an attacker, | try many passwords to hijack
accounts and lock capacity.”
DPoan mat khau (S/D): “La ké tan céng, t6i thtr nhiéu mat khau dé chiém tai
khoan va lam can tai nguyén.”
v IDOR/BOLA (E/): “I change /orders/123 to view/modify others’ orders.”
Truy cap sai dbi twong (E/1): “Téi dbi /orders/123 dé& xem/stra don cla nguoi
khac.”
v" Error leak (I/R): “I trigger verbose errors to exfiltrate secrets without leaving
evidence.”
Ro ri qua 16i (I/R): “T6i gay 16i chi tiét d& hat bi mat ma khé bi truy vét.”

Misuse/Abuse Case - Concept

VISUAL — USECASE VS MISUSECASE

Actor Entry point AuthZ Gate Service Data/Asset

Legitimate User

B IR AuthZ | mmwmwee |  ommmmmme
— | /checkout }#—V ‘ { Order Service F—P{ Cart(User A
Click checkout buttan ‘7 ! S #‘

. H Acbess own cart
Role = buyer, Subject =A ! '

AuthZ
X Missing

No:) object-level check, No subject:=owner

Malicious actor

Order Service ]—b[ Order(User B) ]

Read B’s order (IDOR)

\4

/order{id}

‘
Change ID >123-> 124
‘

Application Distribution System

" Provide checksum of ™

Replace distributed
application with Trojan

— <<mitigate>>—

‘. original application - version
e e}
‘/
<<threaten>>
re
< Attacker

-

Replace uploaded

©)
@— distribute media player
packageby a decompression

Developer] AN bomb
N s
N - \

~ P
<<threaten>>_ — .

- = <<mitigate>>
\

~Set hard-limit , nested archive ™,
.. levels, compression rate. .~

Tips: refer test-guide documents (eg: owasp top ten,...) to think like an attacker.
Meo: tham khao tai liéu hwéng dan kiém tra (vi du: owasp top ten,...) dé suy
nghi nhw mot ké tan cong.
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Misuse/Abuse Case Description

MISUSE CASE — ENUMERATE USERS

Actor

Legitimate User

—%b‘ /password/reset

Attacker

Entry point AuthZ/Logic Email/Queue

}——{ Check & response ]——P{ Send email ‘

Field
Actor
Preconditions

Steps

Entry & Boundary
Assets

STRIDE
Detection
Mitigations

Owner

7[ /password/reset H Different msg/At ]M

Reverse store
As an attacker, | use password reset to enumerate users.

Content
Anonymous attacker

Endpoint reveals existence via distinct messages, timing (At), or HTTP
codes

Probe emails/usernames — observe responses/timing

POST /password/reset across B1/B2

User privacy list, account takeover

I (primary), R/D (secondary)

Pattern of many reset attempts per /24; At variance; unusual user-agent

Uniform messages/timing; per-user/IP budgets; CAPTCHA; email-only
response; rate limit; anomaly alerts.
Identity/Frontend teams

MISUSE CASE

Actor

Reseller

— WITHDRAW BOGUS REFUNDS

Promo API

Business Rules Refund/Ledger

Field
Actor
Preconditions

Steps

Entry & Boundary
Assets

STRIDE
Detection

Mitigations

Owner

‘[ /promo/refund ]—v—b[ Gaps (SoD?) Payout issued

Reverse store
As a reseller, | abuse promo API to withdraw bogus refunds.

Content
External reseller with valid API key
Promo API lacks eligibility check, per-merchant
quotas, idempotency, or SoD (separation of duties)
Submit crafted refund — repeat/modify amount — replay
POST /promo/refund across B2—B3
Funds/ledger integrity, promo budget
E, T, R (logging) * | (secondary)
Anomalies: burst refunds, same card/user across merchants,
high variance amounts.

AuthZ per action/resource; eligibility & anti-abuse rules;
per-merchant quotas; idempotency keys; 2-person approval
(SoD); ledger invariants; audit.

Payments/Promo teams

Attach each abuse case to an entry point and a boundary crossing; reference the owner and plan mitigations in Q3.
Gan méi tinh hudng vao diém vao va ranh gi&i; chi dinh phu trach va 18n ké hoach bién phap & Q3.

Keep detection criteria actionable with thresholds and dashboards; capture evidence for SDR.
Gilr tiéu chi phat hién c6 thé hanh déng kém ngwdng & bang theo déi; lwu bang chirng cho SDR.
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Threat Modeling - Four Questions, Asset, Attack Surface, Trust Boundary

Part 3
Lab work with Ushop Case-study
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Summary
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Summary - Threat Modeling

CORE IDEAS

» Adversarial perspective: stop thinking like builders; see code + components + data flows across trust boundaries.
Gac nhin dbi khang: nhin hé théng nhw méa + thanh phan + ludng dir liéu qua ranh gidi tin cay.

+ Threats are omnipresent — manage, don’t chase perfection; raise the bar iteratively.
De doa luén hién hiru — quan tri rti ro theo tirng budc tang dan, khéng cau toan.

* Focus on assets & attack surface: prioritize high-value data/services/privileges; list entry points & interfaces.

Tap trung tai san & bé mat tan cong: wu tién di liéu/dich vu/quyén gia tri cao; liét ké diém vao & giao dién.

* Four Questions (Q1—Q4)

A 4

[ Q1: what are we building? } [ Q2: What can go wrong? } [ Q3: what will we do? } [ Q4: did we do a good job? }
[ Scope * Context « DFD } [ STRIDE per EP/Boundary } [ Mitigations « Lx } [ Evidence « Residual }
Scope « Context « DFD Endpoint « Boundaries Threat List « Owners Controls * Test « SDR

- STRIDE for Threat Classification * STRIDE — CIA/AAA
v" Per entry point: ask 6 questions (S/T/R/I/D/E). -
M&i diém vao: héi di 6 cau STRIDE. STRIDE Primary Also relates
v Don’t forget AuthZ & Auditing: object-level checks at time-of-use; immutable S — Spoofing AuthN AuthZ, Audit
logs for accountability. L , , .
DBirng quén Uy quyén & Ghi log: kiém quyén theo dbi twong tai thoi diém dung; log T Tampetl'ln.g Inte.grlty. _ Audit _
bat bién dé truy clru. R — Repudiation Auditability Integrity
v Misuse/Abuse cases: write reverse stories + detection criteria; map to STRIDE & | — Info Disclosure Confidentiality Privacy, Metadata
owners.
Tinh hudng lam dung: story ddo + tiéu chi phat hién; anh xa STRIDE & gan phu D — DoS Availability Resilience
trach. E — Elevation Authorization Least Privilege
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