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I. Introduction

Figure 1. Overview of Text-to-SQL.
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I. Introduction

Figure 2. Overview of security threats in an LLM-based Text-to-SQL system.
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II. Literature Review — Collecting articles 

Figure 3. Literature Search and Study Selection Process
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Literature Review Questions

Q1
How is utility improved and evaluated?

Utility & correctness

Q2
What risks and safeguards are studied?

Security Controls

Q3
How are utility and security evaluated?

Evaluation Practices

Q4
What integration & evaluation gaps remain?

Research Gaps



II. Literature Review — Survey Outputs
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Figure 4. Taxonomy of LLM-based Text-to-SQL Research



II. Literature Review — Accuracy Enhancement Taxonomy

Context and Schema Grounding
Improves the alignment between user questions, database 
schemas, and stored values through schema linking, value 
retrieval, and relevant demonstrations.

Generation-Time Reasoning
Complex queries are handled through decomposition, 
structured representations, execution feedback, validation 
and candidate selection.

Data & Model Optimization
Synthetic data, fine-tuning, PEFT, and feedback-based 
learning help models adapt to specific domains and 
SQL patterns.

Post-Generation Correction and Selection
Improves output after generation via validation, execution-
guided repair, reranking, and selecting higher-quality SQL 
candidates

Figure 5. Taxonomy of Accuracy Enhancement Techniques for LLM-based Text-to-SQL

7 / 28



II. Literature Review — Attack Surfaces

Figure 6. Attack Risk Surfaces of an LLM-based Text-to-SQL system.
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II. Literature Review — Text-to-SQL Security
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II. Literature Review — Research Direction
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II. Literature Review — Research Gaps & Contribution
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III. Problem formulation
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IV. Proposed Framework – Architecture 

Figure 7. TrustedSQL Framework Architecture
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IV. Proposed Framework – Conversation Risk Model
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Figure 8. End-to-End Graph-Based Conversation-Risk Pipeline.



V. Data Construction – Dataset Objective
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V. Data Construction – Data Environment & Policy
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Figure 9. Attack scenario taxonomy of Text-to-SQL system.

V. Data Construction – Scenario Taxonomy
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V. Data Construction – Annotation & Dataset Sample
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V. Data Construction – Construction & Quality Control
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V. Data Construction – Datasets Statistics
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Figure 10. Composition of the Evaluation Benchmark
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VI. Evaluation Strategy – Metrics 
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VI. Evaluation Strategy — Compared Configurations 
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VI. Evaluation Strategy — Experimental Design
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VII. Experimental Results — LLM model Comparison
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VII. Experimental Results — Security config comparison
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VII.  Experimental Results — Ablation study
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VIII. Discussion

KEY FINDINGS

01

Model dependence
No model dominates across utility 
and security metrics.

02

Configuration-level balance
TrustedSQL achieves a stronger 
utility–security balance than the 
reference pipeline.

03

Sequence-level interpretation
Multi-turn security requires joint 
interpretation of MT-IEX, Refusal 
Recall, and VSSR.

04

Component specialization
Security components address 
complementary risks, creating distinct 
utility–security trade-offs.

LIMITATIONS & FUTURE WORK

LIMITATIONS FUTURE WORK

Measurement validity
Decision metrics do not capture realized harm.

Comparator scope
The reference pipeline is a research-team-integrated comparator.

Evaluation scope
The study is limited to one domain, SELECT-only workloads, and some 
residual multi-turn/RBAC ALLOW cases.

Outcome-level validation
Trace ALLOW decisions to actual out-of-scope data access.

Independent validation
Evaluate independently maintained full-stack security frameworks.

Broader evaluation
Extend to new domains, authorization models, and harder attack scenarios.

1

3

4

1

3

4

Statistical & runtime validity
Three runs and hosted endpoints limit precision and speed comparison.

2 2
Stronger experimentation
Add more trials and matched runtime settings.

APPLICATION ENGINEERING CONSIDERATIONS

01

Safe Response Separation
Separate authorization decisions from safe, helpful 
response generation.

02

Layered Security & Resilience
Combine layered security controls with DB 
enforcement and resource-abuse protection.

03

Secure Context Management
Compact conversation context while preserving 
signals needed for multi-turn risk detection.
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